
TRIBUNAL REGIONAL ELEITORAL DO PIAUÍ

Contrato Nº 101/2020

CONTRATO  DE  COMPRA,  VENDA  E
PRESTAÇÃO DE GARANTIA, QUE ENTRE SI
CELEBRAM  O  TRIBUNAL  REGIONAL
ELEITORAL DO PIAUÍ E A EMPRESA NOVA
SERVIÇOS  DE  TECNOLOGIA  DA
INFORMAÇÃO E NETWORKING EIRELI.

A UNIÃO FEDERAL,  por  intermédio do TRIBUNAL REGIONAL ELEITORAL DO PIAUÍ,
inscrito  no  Cadastro  Nacional  de  Pessoas  Jurídicas  do  Ministério  da  Fazenda  sob  o  nº
05.957.363/0001-33,  situado  na  Praça  Des.  Edgar  Nogueira,  S/N,  em  Teresina  –  PI,  neste  ato
representado por seu Presidente  em exercício,  Des.  ERIVA JOSÉ DA SILVA LOPES,  inscrito  no
Cadastro  de  Pessoas  Físicas  do  Ministério  da  Fazenda  sob  o  nº  284.095.583-00,  na  sequência
designado simplesmente CONTRATANTE, e a empresa NOVA SERVIÇOS DE TECNOLOGIA
DA  INFORMAÇÃO  E  NETWORKING  EIRELI,  inscrita  no  Cadastro  Nacional  de  Pessoas
Jurídicas  do  Ministério  da  Fazenda  sob  o  nº  10.685.932/0001-79,  estabelecida  no  endereço  SCS
Quadra 04 Bloco A Lote 219/237 1º Andar Parte O, Ed. Vera Cruz, CEP: 70.304-913, Brasília - DF,
telefone:  (61)  99411-7460,  email:  administrativo@grupoinovva.com.br,  representada  neste  ato
pela Sra.  Marli Teresinha Erbe, inscrito no Cadastro Nacional de Pessoas Físicas do Ministério da
Fazenda sob o nº 393.391.060-91, aqui designado simplesmente CONTRATADA, resolvem celebrar o
presente CONTRATO, sob a forma de execução indireta, precedido pelo Procedimento Licitatório nº
74/2020, originado do Processo Eletrônico SEI nº 0012283-09.2020.6.18.8000,  sendo certo que se
regerá pelas  condições  e  as  cláusulas a  seguir,  bem como pelas disposições da Lei 8.666/93 e do
instrumento convocatório do aludido Procedimento Licitatório.

CLÁUSULA PRIMEIRA – DO OBJETO

O presente instrumento tem por objeto a aquisição de atualização da solução de firewall do TRE-PI.

CLÁUSULA SEGUNDA – DOS QUANTITATIVO E ESPECIFICAÇÕES

O objeto contratado deverá ser fornecido conforme especificações, quantitativos e prazos determinados
no Termo de Referência nº 26/2020, anexo a este instrumento.

CLÁUSULA TERCEIRA – DAS OBRIGAÇÕES DO CONTRATANTE E DA CONTRATADA

CONTRATANTE e CONTRATADA obrigam-se a cumprir o disposto nos itens 8 e 9 do Termo de
Referência.

CLÁUSULA QUARTA – DO PREÇO E DO PAGAMENTO

O CONTRATANTE pagará à CONTRATADA o preço total de R$ R$ 812.000,00 (oitocentos e doze
mil  reais),  referente  aos  itens  discriminados  na  tabela  abaixo,  conforme  estabelecido  na  proposta
apresentada pela CONTRATADA quando da realização do procedimento licitatório:
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ITEM DESCRIÇÃO QUANTITATIVO
VALOR
UNITÁRIO

 VALOR
TOTAL

1

Atualização da Solução de Firewall tipo
concentrador com atualização dos
equipamentos existentes para, no mínimo, o
SonicWall NSA 5650, com serviço de suporte
24X7 cobertos pela Garantia de 60 meses
Fabricante: SonicWall / Modelo: NSA 5650
PN: 01-SSC-1939 / 01-SSC-3217 / 01-
SSC-3678

1 R$ 295.000,00 R$ 295.000,00

2

Atualização da Solução de Firewall tipo
pequeno porte com atualização dos
equipamentos existentes para, no mínimo, o
SonicWall SOHO 250 W, com serviço de
suporte 8x5 cobertos pela Garantia de 60 meses
Fabricante: SonicWall / Modelo: SOHO 250W
PN: 02-SSC-1865 / 02-SSC-1760

47 R$ 5.700,00 R$ 267.900,00

3

Atualização da Solução de Firewall tipo
pequeno porte com atualização dos
equipamentos existentes para, no mínimo, o
SonicWall SOHO 250 W, com serviço de
suporte 8x5 cobertos pela Garantia de 60 meses
Fabricante: SonicWall / Modelo: SOHO 250W
PN: 02-SSC-1865 / 02-SSC-1760

13 R$ 5.700,00 R$ 74.100,00

4

Licença SonicWall Global Management
System para até 70 nós por 03 anos
Referências:

a) 01 Licença 01-SSC-3311; b) 02 Licenças 01-
SSC-7664; c) 01 Licença 01-SSC-3301; d) 02
Licenças 01-SSC-6532; e) 02 Licenças 01-
SSC-6536. Fabricante: SonicWall / Modelo:
GMS PN: 01-SSC-3311 / 01-SSC-7664 / 01-
SSC-3301 / 01-SSC-6532 / 01-SSC-6536

1 R$ 175.000,00 R$ 175.000,00

PARÁGRAFO PRIMEIRO  – O pagamento será efetuado até o 10º (décimo) dia útil  contado da
apresentação da NF, de acordo com o disposto no item 12 do Termo de Referência.

PARÁGRAFO SEGUNDO – Havendo erro na Nota Fiscal/Fatura ou circunstâncias que impeçam
liquidação da despesa, aquela será devolvida e o pagamento ficará pendente até que a CONTRATADA
providencie as  medidas saneadoras.  Nesta hipótese,  o  prazo para o  pagamento iniciar-se-á,  após a
regularização da situação e/ou a reapresentação da Nota Fiscal/Fatura, não acarretando qualquer ônus
para o CONTRATANTE.

PARÁGRAFO  TERCEIRO  –  Nenhum  pagamento  será  efetuado  à  CONTRATADA  enquanto
pendente de liquidação qualquer obrigação financeira e  previdenciária,  sem que isso gere direito a
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reajustamento  de  preços,  atualização  monetária  ou  aplicação  de  penalidade  ao  TRE-PI.  Também
nenhum pagamento será efetuado à CONTRATADA se houver pendência no fornecimento de material
ou equipamentos necessários à boa prestação dos serviços;

PARÁGRAFO  QUARTO  –  Fica  a  CONTRATADA  ciente  que  por  ocasião  do  pagamento  será
verificada a sua situação perante o Fisco Federal.

CLÁUSULA QUINTA – DA DOTAÇÃO ORÇAMENTÁRIA

A  despesa  decorrente  do  presente  pacto  está  prevista  no  Programa  de  Trabalho  nº
02.122.0033.20GP.0022 – Julgamento de Causas e Gestão e Administração, sob Elementos de Despesa
n° 3.3.90.40 – Serviços de Tecnologia da Informação e Comunicação, bem como 4.4.90.52 – Material
Permanente.

CLÁUSULA SEXTA – DA VIGÊNCIA

O presente contrato vigerá pelo período de garantia dos itens contratados, qual seja 60 (sessenta) meses
a contar do seu recebimento definitivo.

CLÁUSULA SÉTIMA – DO REAJUSTE

Os preços pactuados são fixos e irreajustáveis.

CLÁUSULA OITAVA – DA GESTÃO E FISCALIZAÇÃO

Gestão  e  fiscalização  do  contrato  serão  efetuadas  por  servidores  nomeados  mediante  Portaria  da
Presidência, conforme disposto no item 10 do Termo de Referência.

CLÁUSULA NONA – DAS SANÇÕES ADMINISTRATIVAS

A CONTRATADA, além das  penalidades previstas  no art.  7º  da Lei nº  10.520/202,  ficará sujeita,
ainda, às sanções administrativas insertas nos artigos 86 e 87 da Lei nº 8.666/93, a serem aplicadas pela
autoridade competente do TRE-PI, conforme a gravidade do caso, assegurado o direito à ampla defesa
e contraditório, sem prejuízo do ressarcimento dos danos porventura causados à Administração e das
cabíveis cominações legais, conforme estipulado no item 13 do Termo de Referência.

PARÁGRAFO ÚNICO – Os atos lesivos praticados pela CONTRATADA serão objeto de apuração e,
portanto, passíveis de responsabilização administrativa visando à aplicação das sanções previstas no
art. 6º da Lei nº 12.846/2013, não afastando a possibilidade de sua responsabilização na esfera judicial.

CLÁUSULA DÉCIMA – DA RESCISÃO

O CONTRATANTE poderá rescindir unilateralmente o presente contrato nas hipóteses previstas no art.
78, inciso I a XII e XVII, da Lei no 8.666/93, sem que caiba à CONTRATADA direito a qualquer
indenização, sem prejuízo das penalidades pertinentes.

PARÁGRAFO  PRIMEIRO  –  O  inadimplemento  das  cláusulas  e  condições  estabelecidas  neste
Contrato  por  parte  da  CONTRATADA,  assegurará  ao  CONTRATANTE  o  direito  de  dá-lo  por
rescindido, mediante notificação através de ofício entregue diretamente ou por via postal, com prova de
recebimento, sem prejuízo do disposto na Cláusula Décima Terceira.

PARÁGRAFO SEGUNDO – O presente Contrato poderá, ainda, ser rescindido nas hipóteses do art.
78, incisos XIII a XVI, da Lei nº 8.666/93 e suas alterações, de forma amigável ou judicialmente.

PARÁGRAFO  TERCEIRO –  Em  quaisquer  das  hipóteses  será  assegurada  a  ampla  defesa  e  o
contraditório.

CLÁUSULA DÉCIMA PRIMEIRA – DA ALTERAÇÃO

Este Contrato poderá ser alterado da ocorrência de quaisquer dos fatos estipulados no art. 65, da Lei nº
8.666/93.

CLÁUSULA DÉCIMA SEGUNDA – DAS CONDIÇÕES DE HABILITAÇÃO

A CONTRATADA tem obrigação de manter, durante toda a vigência contratual, em compatibilidade
com  as  obrigações  assumidas,  todas  as  condições  de  habilitação  e  qualificação  exigidas  no
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procedimento licitatório.

CLÁUSULA DÉCIMA TERCEIRA – DA CESSÃO OU TRANSFERÊNCIA

O presente instrumento não poderá ser objeto de cessão ou transferência, no todo ou em parte inclusive
nos  casos  de  cisão,  incorporação  ou  fusão,  no  todo  ou  em  parte,  sem  expressa  anuência  da
CONTRATANTE.

CLÁUSULA DÉCIMA QUARTA – DOS CASOS OMISSOS

Os casos omissos do presente instrumento serão dirimidos com aplicação da Lei nº 8.666/93 e suas
alterações, bem como de legislação extravagante aplicável ao caso e dos princípios gerais do Direito
Público.

CLÁUSULA DÉCIMA QUINTA – DO FORO

Para dirimir questões derivadas deste Contrato, fica nomeado o foro da Seção Judiciária da Justiça
Federal desta Capital, excluído qualquer outro, por mais privilegiado que seja.

CLÁUSULA DÉCIMA SEXTA – DA PUBLICAÇÃO

Incumbirá ao CONTRATANTE providenciar a publicação deste instrumento, por extrato, no Diário
Oficial da União, no prazo previsto na Lei nº 8.666/93.

CLÁUSULA DÉCIMA SÉTIMA – DA DOCUMENTAÇÃO COMPLEMENTAR

É  parte  integrante  deste  instrumento  contratual,  independentemente  de  transcrição,  o  Edital  do
Procedimento Licitatório nº 74/2020 – Pregão Eletrônico e seus anexos,  sendo incorporadas a este
contrato todas as obrigações definidas no referido instrumento.

E por estar acordado, depois de lido foi o presente contrato lavrado e assinado no Sistema Eletrônico de
Informações do TRE-PI pelas partes abaixo:

TRIBUNAL REGIONAL ELEITORAL DO PIAUÍ
Des. ERIVAN JOSÉ DA SILVA LOPES

Presidente, em exercício

NOVA SERVIÇOS DE TECNOLOGIA DA INFORMAÇÃO E NETWORKING EIRELI
Marli Teresinha Erbe
Representante Legal

Anexo I – Termo de Referência nº 26/2020 (1094804);
Anexo II – Proposta de Preços (1131031);
Anexo III - ARP 62/2020 (1134550)
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Documento assinado eletronicamente por MARLI TERESINHA ERBE, Usuário Externo, em
01/12/2020, às 15:10, conforme art. 1º, § 2º, III, "b", da Lei 11.419/2006.

Documento assinado eletronicamente por Erivan José da Silva Lopes, Corregedor Regional Eleitoral, em
01/12/2020, às 15:25, conforme art. 1º, § 2º, III, "b", da Lei 11.419/2006.

A autenticidade do documento pode ser conferida no site https://sei.tre-pi.jus.br
/sei/controlador_externo.php?acao=documento_conferir&id_orgao_acesso_externo=0 informando o código
verificador 1138825 e o código CRC A826A1F8.

0025388-53.2020.6.18.8000 1138825v4
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TRIBUNAL REGIONAL ELEITORAL DO PIAUÍ

Termo de Referência Nº 26/2020-COM INCLUSÃO DA PARTICIPAÇÃO DO IFMT

1. OBJETO

1.1 Registro de preços para eventual atualização da solução de firewall do Tribunal Regional Eleitoral do
Piauí, conforme condições, quantidades e exigências estabelecidas neste Edital.

2. JUSTIFICATIVA DA CONTRATAÇÃO

2.1 O elevado grau de automação dos processos operacionais e administrativos tem levado as
organizações a confiar e depender cada vez mais de sua infraestrutura tecnológica para viabilizar
aplicações de missão crítica. Além disso, a capacidade de implementar rapidamente novas soluções que
aumentem a agilidade, a capacidade de adaptação, a otimização de custos e a melhoria dos serviços
prestados de forma continuada aos seus clientes e usuários tem sido pontos bastante relevantes na busca
pela evolução tecnológica.

2.2 Um dos recursos tecnológicos que possibilita essa evolução é o firewall. Uma solução de firewall para
uma rede de computadores consiste em filtros que controlam as conexões e comunicações que trafegam
de uma rede para outra, cujos filtros possuem a ação de permitir ou negar o acesso entre elas. Com o
bloqueio de tráfegos indesejados, evita-se a ocorrência de ataques e tráfego malicioso nas redes
protegidas pela solução.

2.3 Entre os vários recursos que o firewall nos permite implementar, podemos citar: ajuda a impedir que a
rede, servidores e ativos sejam acessados sem autorização; evita que informações sejam capturadas;
bloqueio de programas indesejados na rede como compartilhamento de dados e de mensagens
instantâneas; fechamento de portas não utilizadas a fim de evitar abusos na utilização da Internet; permite
auditoria nos acessos a recursos da rede; permite a limitação de banda por serviços e monitoramentos dos
links de dados que passam por ele.

2.4 Objetivando alcançar esses benefícios, o TRE-PI investiu recursos e esforços para adquirir uma
solução de firewall que provesse incremento no seu nível de segurança da informação e permitisse
comunicação segura entre a Sede e os cartórios do interior do Estado com o uso de recursos criptográficos
e túneis VPN (Virtual Private Network – Rede Virtual Privada).

2.5 Além de possibilitar a criação de uma rede de comunicação segura através de links de Internet, essa
solução permitiu a criação da infraestrutura necessária para utilização da solução JE-Connect,
amplamente utilizada durante os pleitos eleitorais para o envio dos resultados das eleições e atendimentos
descentralizados das diversas zonas eleitorais, otimizando o atendimento ao eleitor.

2.6 No entanto, como acontece com qualquer solução tecnológica, existe um processo de obsolescência
natural, não somente em decorrência do tempo de uso, mas também pelo advento de novas tecnologias e
formas de garantir a continuidade dos serviços de TI diante das ameaças existentes.

2.7 Soma-se a isso, o fato de que o Tribunal segue ampliando a utilização de links de comunicação com a
Internet que utilizarão esses equipamentos de forma contínua para efetivar a comunicação dos cartórios
eleitorais com a Sede do Tribunal e utilização dos Sistemas Eleitorais, fazendo-se necessária a expansão
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da solução de segurança. Assim, com a iniciativa de expandir a solução atual de VPN, permitindo a
substituição de alguns equipamentos já obsoletos e garantindo plena integração, interoperabilidade e
gerenciamento de todos componentes, gerando riscos mínimos para a administração no uso do parque
tecnológico de segurança da informação do TRE-PI, faz-se necessária a modernização da solução de
firewall atualmente utilizada.

2.8 Em 2013, o TRE-PI adquiriu solução de firewall formada por 04 unidades do Firewall SonicWall
NSA 5600 e 25 (vinte e cinco) unidades do firewall SonicWall TZ 205W. O cluster ativo formado pelos
equipamentos SonicWall NSA 5600 possui licença válida de suporte e atualização de seus requisitos de
segurança até janeiro de 2021, sendo possível a renovação da garantia dos requisitos de segurança e de
suporte pelo fabricante por mais 05 anos, procedimento de suma importância para manter a segurança dos
equipamentos e realizar a correção de defeitos.

2.9 Por sua vez, o segundo modelo, normalmente instalado nos cartórios e postos de atendimento e
utilizado para estabelecer comunicação segura com a Sede através de túneis VPN, está com seu ciclo de
vida e suporte encerrados pelo fabricante.

2.10 Posteriormente, em 2016, este Regional adquiriu 24 (vinte e quatro) unidades do firewall de pequeno
porte SonicWall SOHO W (processo PAD nº 3845/2016). O fabricante garante atualização e suporte a
este modelo até 2025. No entanto, devido lapso temporal transcorrido desde o fim de seu suporte, chegou-
se à conclusão de quê não compensa dispensar esforços para renovar a garantia dos requisitos de
segurança e de suporte apenas dessas unidades e realizar outro procedimento licitatório para aquisição dos
equipamentos restantes.

2.11 Diante deste cenário, os Estudos Técnicos Preliminares apontaram como melhor opção o Registro de
Preços para contratação de atualização da solução de firewall com upgrade dos equipamentos existentes
(SonicWall NSA 5600, TZ 205 W e SOHO W) para no mínimo o Firewall SonicWall NSA 5650 e SOHO
250 Wireless.

2.12 A modalidade de contratação apontada como melhor opção nos estudos técnicos realizados atrela à
contratação a substituição dos atuais equipamentos por outros novos, com melhor capacidade de
processamento e performance, em uma relação custo x benefício vantajosa para o Tribunal. Esta
modalidade é conhecida como Trade-up.

2.13 Essa modalidade pretendida é ofertada por alguns fabricantes de solução de segurança (como a
própria SonicWall) e trará as seguintes vantagens para o Tribunal:

2.13.1 menor custo de investimento;
2.13.2 facilidade e menor tempo na migração de toda solução de segurança para a nova plataforma de
equipamentos devido a compatibilidade;
2.13.3 aproveitamento da expertise da equipe da Seção de Infraestrutura pela continuação da mesma
tecnologia e estrutura de implementação da solução;
2.13.4 possibilidade de utilização dos firewall de pequeno porte até que todos sejam substituídos;
2.13.5 possibilidade de aquisição do software de gerenciamento centralizado com recursos poupados
graças ao item 1;
2.13.6 padronização dos ativos de segurança.

3. DESCRIÇÃO DA SOLUÇÃO

3.1 Registro de preços para eventual atualização da solução de firewall do Tribunal Regional Eleitoral do
Piauí, conforme condições, quantidades e exigências estabelecidas neste Edital.
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ITEM DESCRIÇÃO
QUANTIDADE
REGISTRADA

DEMANDA
INICIAL

PREÇO
UNITÁRIO
MÁXIMO

ACEITÁVEL

1

Atualização da Solução
de Firewall tipo
concentrador com
atualização dos
equipamentos existentes
para no mínimo o
SonicWall NSA 5650,
com serviço de suporte
24X7 cobertos pela
Garantia de 60 meses
Referências:01-
SSC-1939 / 01-SSC-3217
/ 01-SSC-3678

2 1
R$

305.264,51

2

Atualização da Solução
de Firewall tipo pequeno
porte com atualização dos
equipamentos existentes
para no mínimo o
SonicWall SOHO 250 W,
com serviço de suporte
8x5 cobertos pela
Garantia de 60 meses
Referências: 02-
SCC-1865 / 02-
SCC-1760

51 - R$ 5.837,36

3

Atualização da Solução
de Firewall tipo pequeno
porte com atualização dos
equipamentos existentes
para no mínimo o
SonicWall SOHO 250 W,
com serviço de suporte
8x5 cobertos pela
Garantia de 60 meses
Referências: 02-
SCC-1865 / 02-
SCC-1760

COTA  EXCLUSIVA
PARA  ME/EPP  DO
ITEM
2, (CONFORME ART.
48,  III,  DA  LEI
COMPLEMENTAR Nº
123/2006)

17 17* R$ 5.837,36

4

Licença SonicWall
Global Management
System para até 70 nós

1 -
R$

196.597,39
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por 03 anos
Referências:
a) 01 Licença 01-
SSC-3311;
b) 02 Licenças 01-
SSC-7664;
c) 01 Licença 01-
SSC-3301:
d) 02 Licenças 01-
SSC-6532;
e) 02 Licenças 01-
SSC-6536.

* Prioridade de aquisição do item 3 em relação ao item 2, conforme § 4º, do art. 8º do  DECRETO Nº
8.538, DE 6 DE OUTUBRO DE 2015: "Nas licitações por Sistema de Registro de Preço ou por

entregas parceladas, o instrumento convocatório deverá prever a prioridade de aquisição dos produtos

das cotas reservadas, ressalvados os casos em que a cota reservada for inadequada para atender as

quantidades ou as condições do pedido, justificadamente."

3.2. Padronização dos equipamentos: 

Conforme consta dos Estudos Técnicos 45 (SEI nº 1050655), o TRE-PI utiliza em sua infraestrutura
solução de firewall dos fabricantes SonicWall e CheckPoint, sendo que este último é de propriedade do
Tribunal Superior Eleitoral.

Sendo necessária a renovação da solução de firewall utilizada, ficou evidente nos estudos empreendidos
que a proposta com melhor custo/benefício foi apresentada pelo fabricante SonicWall.

Primeiro, a expertise adquirida nos equipamentos do fabricante SonicWall não será perdida e permitirá
que ocorra um menor impacto na migração para a nova solução.

Segundo, as propostas e contratos colhidos evidenciaram que a opção financeiramente mais viável é pela
continuidade do uso dos equipamentos SonicWall, Além de não haver necessidade de treinamentos para a
implantação/utilização dos equipamentos, o Tribunal poderá fazer uso do procedimento conhecido como
"trade up", que consiste em vantagens financeiras oferecidas pelo fabricante para que seus equipamentos
sejam substituídos por outros mais novos.

Terceiro, e o mais importante, a padronização dos equipamentos permitirá ao Tribunal a utilização
dos equipamentos antigos e novos em conjunto até que aqueles sejam totalmente substituídos, uma vez
que o valor previsto em orçamento não permitirá realizar a substituição de todos os
equipamentos existentes.

O próprio TCU prevê a indicação de marca quando necessária para atender exigências de padronização
(Súmula TCU nº 270).

4. ESPECIFICAÇÕES GERAIS

4.1 A Atualização da solução de Firewall do Tribunal consiste no seguinte:

4.1.1 Atualização dos atuais equipamentos por meio de Substituição por outros superiores, conforme
descrito neste Termo de Referência;

4.1.2 Fornecimento de serviços de suporte técnico para solução de eventuais problemas de funcionamento
dos equipamentos dos firewalls pelo período de Garantia contratado, incluindo substituições de hardwares
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quando necessário durante a vigência da Garantia;

4.1.3 Fornecimento, ativação e manutenção dos requisitos de segurança nos firewalls, conforme descritos
neste Termo de Referência, pelo período
de Garantia contratado;

4.1.4 Diante dos procedimentos legais para desfazimento de Patrimônios Públicos a Contratada ao
concordar em participar do Certame, tacitamente já concorda que os equipamentos substituídos serão
oportunamente incluídos ao processo administrativo de desfazimento de bens, o que impedirá de retirá-los
do Tribunal em ato contínuo à implantação da solução contratada;

4.1.5 Fornecimento dos Serviços de instalação dos novos equipamentos, configuração, migração de todos
os objetos e regras de firewall, configuração de VPNs entre firewall concentrador e firewalls de pequeno
porte, enfim, todos os serviços para a efetiva migração da solução de firewall do Tribunal até alcançar
plena estabilidade operacional;

4.1.6 A retirada dos atuais equipamentos do modo operacional se dará somente com a efetiva instalação e
estabilização dos serviços ativos nos novos equipamentos;

4.1.7 A substituição deverá ser por equipamentos novos, podendo ser da mesma família de produção,
porém, de modelos superiores, de lançamento no mercado em data mais recente dos atuais equipamentos;

4.1.8 Os novos equipamentos deverão estar em linha de produção quando da entrega dos equipamentos
para fins de substituição;

4.1.9 Deverá possuir recursos técnicos e desempenho de processamento equivalente ou superior aos
atuais equipamentos;

4.1.10 Na tabela a seguir consta os modelos dos atuais equipamentos, bem como os modelos de referência
mínimo aceitável, em termos de performance e capacidade de processamento, para fins de substituição:

Item
Modelo atual de

equipamento

Modelo mínimo aceitável
como referência técnica

para novos equipamentos

1
SonicWall NSA
5600

SonicWall NSA 5650

2
SonicWall TZ
205

SonicWall SOHO 250
Wireless

3
SonicWall TZ
205

SonicWall SOHO 250
Wireless

3
SonicWall
SOHO

SonicWall SOHO 250
Wireless

4.2 Especificações dos serviços de suporte e dos requisitos de segurança a serem fornecidos na
Atualização da solução de Firewall, tipo Concentrador, e mantidos durante a vigência da Garantia
Contratada.

4.2.1 A Contratada deverá fornecer os requisitos de segurança e mantê-los devidamente ativos e
atualizados, bem como os serviços de suporte, durante o período coberto pela garantia da Solução de
Firewall, que será de 60 Meses, compreendendo, no mínimo, nos seguintes:

a) Antivírus e antispyware;
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b) Prevenção contra intrusão;

c) Controle de aplicações (application control);

d) Filtragem de conteúdo;

e) Capture advanced threat protection;

f) Serviço de suporte técnico na modalidade de 24x7 (24 horas/dia e 7 dias/semana).

4.2.2 O Fornecimento desse requisitos integrantes da Solução de Firewall implicará na prestação
continuada coberta pela garantia do fabricante, atualizações de firmware, ativação completa para todas as
funcionalidades de segurança descrita neste Termo de Referência, incluindo atualização dinâmica de
antivírus, filtros de conteúdo WEB e demais recursos de segurança que requeiram atualização frequente;

4.2.3 A manutenção desses requisitos deve prover a atualização automática e em tempo real dos filtros de
conteúdo WEB, através da categorização contínua de novos sites da internet, dos mecanismos de
prevenção a intrusão e recursos de segurança contra novos vírus, spywares, vulnerabilidades de softwares
e códigos maliciosos;

4.2.4 As atualizações e upgrades de software e firmware devem ser disponibilizadas à CONTRATANTE
para download no site da CONTRATADA ou do fabricante.

4.3 A CONTRATADA será responsável por todo o processo de ativação dos requisitos de segurança
integrantes da solução de firewall, bem como nas demandas de atualização de todos os hardwares
contratados, dentre eles: gerar e fornecer os arquivos necessários, executar a renovação/atualização no
portal de gerência do fabricante para todos os firewalls, e demais demandas que forem necessárias.

5. REQUISITOS DE NEGÓCIO

5.1 REQUISITOS DE CAPACITAÇÃO

5.1.1 A CONTRATADA deverá fornecer, sem custo adicional, 04 (quatro) vouchers para treinamento
presencial oficial do fabricante com carga horária mínima de 24 horas/aula.

5.1.2 O curso a ser disponibilizado deverá pertencer ao catálogo de treinamento oficiais do fabricante.

5.1.3 Deverá abordar informações necessárias à gerência, administração e suporte interno da solução.

5.1.4 Deverá disponibilizar material didático oficial para cada treinando.

5.2. REQUISITOS LEGAIS

5.2 Devem-se observar as normas:

Lei n° 8.666, de 21 de junho de 1993, que institui normas para licitações e contratos da
Administração Pública.
Decreto n° 7.174, de 12 de maio de 2010, que regulamenta a contratação de bens e serviços de
informática e automação pela administração pública federal e faz exigência contratual de
comprovação da origem dos bens importados oferecidos pelos licitantes e da quitação dos tributos
de importação a eles referentes, que deve ser apresentada no momento da entrega do objeto, sob
pena de rescisão contratual e multa.
Resolução CNJ nº 182 de 17 de outubro de 2013, que dispõe sobre diretrizes para as contratações
de Solução de Tecnologia da Informação e Comunicação pelos órgãos submetidos ao controle
administrativo e financeiro do Conselho Nacional de Justiça (CNJ).
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Resolução TSE nº 23.234, de 15 de abril de 2010, que dispõe sobre regras e diretrizes para a
contratação de serviços no âmbito da Justiça Eleitoral.
Orientação Técnica n° 01 TiControle, de 12 de março de 2008, que dispõe sobre boas práticas para
a estimativa de preços na contratação de bens e serviços de TI.
Resolução TRE-PI nº 356/2017, de 19 de dezembro de 2017, que estabelece a Política de
Segurança da Informação (PSI) do Tribunal Regional Eleitoral do Piauí.
Lei nº 10.520/2002; Decretos nºs 10.024/2019 e 7.892/2013 e demais normas pertinentes.
Instrução Normativa nº 5, de 27 de Junho de 2014.

5.3 REQUISITOS DE MANUTENÇÃO

5.3.1 A manutenção em garantia poderá ser realizada pelo fabricante, porém, sendo responsabilidade
subsidiaria da CONTRATADA.

5.3.2 A CONTRATADA deverá informar o número do chamado e disponibilizar um meio de
acompanhamento do seu estado.

5.3.3 A manutenção deverá cobrir todas as peças e componentes mecânicos e eletrônicos substituídos,
decorrentes de manutenção corretiva, deverá apresentar padrões de qualidade e desempenho iguais ou
superiores aos utilizados na fabricação do equipamento, sendo sempre novos e de primeiro uso, durante
todo o período de garantia técnica.

5.3.4 O serviço de suporte técnico à solução fornecida e implementada se destina a correção de problemas
e esclarecimento de dúvidas sobre configuração e utilização da solução ofertada.

5.3.5 Os serviços serão na modalidade de 24x7 (24 horas/dia e 7 dias/semana) e serão solicitados pela
equipe técnica do Tribunal mediante abertura de chamado junto à CONTRATADA, via chamada
telefônica local ou gratuita, e-mail ou sítio web.

5.3.6 Os serviços deverão contemplar a prestação continuada de serviços de garantia do fabricante,
atualizações de firmware, ativação completa para todas as funcionalidades de segurança descrita
no Termo de Referência, incluindo atualização dinâmica de antivírus, filtros de conteúdo WEB e demais
recursos de segurança que requeiram atualização frequente.

5.3.7 Deverá ainda contemplar a atualização automática e em tempo real dos filtros de conteúdo WEB,
através da categorização contínua de novos sites da internet, dos mecanismos de prevenção a intrusão e
recursos de segurança contra novos vírus, spywares, vulnerabilidades de softwares e códigos maliciosos.

5.3.8 As atualizações e upgrades de software e firmware devem ser disponibilizadas à CONTRATANTE
para download no site da CONTRATADA ou do fabricante

5.3.9 O serviço de suporte técnico pelo período contratado deverá ser prestado através do acionamento da
CONTRATADA, para atendimento das necessidades de informação e restabelecimento de
funcionalidades nas condições e prazos a seguir:

Para correção de funcionalidade impactada e que não impede a continuidade da maior parte dos
negócios, será considerada como de SEVERIDADE BAIXA: Prazo máximo para resolução: 48
horas;
Para solicitação de informações sobre os produtos, incluindo configuração e instalação, será
considerada de SEVERIDADE BAIXA: Prazo máximo para resolução: 36 horas;
Para problemas que causem impactos significativos nos negócios incluindo degradação de
desempenho, serão considerados como de SEVERIDADE MÉDIA: Prazo máximo para resolução:
24 horas;
Para situações em que os serviços se encontrem indisponíveis, serão consideradas como de
SEVERIDADE ALTA: Prazo máximo para resolução:8 horas. Havendo necessidade de substituição
de equipamentos o prazo de resolução do problema será no máximo de 24 horas.
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5.3.10 Ocorrendo problemas técnicos ou físicos com os equipamentos cuja recuperação ao status
operacional fique prejudicada, durante a vigência contratual, a contratada deverá substituir os
equipamentos envolvidos.

5.3.11 Os serviços de suporte técnico deverão ser de responsabilidade da Contratada, podendo ser
prestado pela central de suporte técnico especializado do fabricante dos equipamentos. No caso dos
serviços serem prestados pela Contratada, deverá apresentar comprovação da existência de equipe
técnica disponível para atendimento das demandas e respectiva qualificações/certificações técnicas junto
ao Fabricante

5.4 REQUISITO TEMPORAL

5.4.1 Considerando possíveis dificuldades na logística de entrega ocasionadas pela pandemia provocada
pela COVID-19, o prazo máximo para entrega dos produtos/equipamentos deverá ser de 45 (quarenta e
cinco) dias corridos, contados a partir do recebimento, pela Contratada, da ordem de fornecimento.

5.5 REQUISITOS DE SEGURANÇA DA INFORMAÇÃO

5.5.1 A CONTRATADA se obriga a conhecer e observar a Política de Segurança da Informação do TRE.

5.5.2 A CONTRATADA deverá guardar sigilo sobre dados e informações obtidos em razão da execução
dos serviços contratados ou da relação contratual mantida com o TRE-PI, abstendo-se de divulgá-los a
terceiros sob qualquer pretexto, a menos que prévia e formalmente autorizado pelo TRE-PI.

5.5.3 A solução deverá proporcionar a disponibilidade, a integridade e a segurança de todas as
informações do TRE-PI por ela gerenciadas e armazenadas

5.5.4 Os dispositivos de armazenamento substituídos em função de troca em garantia, ou ficarão retidos
na Contratante até seu pagamento, ou somente serão devolvidos após sua inutilização completa.

5.5.5 A devolução do componente inutilizado ou desmagnetizado ficará a critério exclusivo da
CONTRATANTE, sem gerar direitos à CONTRATADA.

5.5.6 A CONTRATADA não poderá armazenar consigo qualquer documento técnico que contemple
configurações e regras de segurança aplicadas nos equipamentos implantados na rede da
CONTRATANTE.

5.5.7 A CONTRATADA responderá solidariamente com seus agentes empregados, prepostos, ou
subcontratados, no caso de violação do compromisso de confidencialidade ora assumido.

5.5.8 O TRE-PI terá propriedade sobre todos os documentos e procedimentos operacionais produzidos no
escopo da presente contratação.

5.5.9 Os equipamentos que vierem a ser substituídos deverão, sempre que possível, ter suas configurações
apagadas.

5.6 REQUISITOS SOCIAIS, AMBIENTAIS E CULTURAIS

5.6.1 Os materiais, objetos deste Termo deverão seguir, no que couberem, a Instrução Normativa n° 1 de
19 de janeiro de 2010 do Ministério do Planejamento, Orçamento e Gestão e Decreto 7.746/2012),
seguindo os seguintes critérios de sustentabilidade ambiental:

a) Os materiais deverão ser, preferencialmente, acondicionados em embalagem individual adequada,
preferencialmente a base de papel, com o menor volume possível, que utilize materiais recicláveis, de
forma a garantir a máxima proteção durante o transporte e o armazenamento.
b) Não serão aceitos, em hipótese alguma, fardos, caixas ou frascos violados ou com outros danos que
prejudiquem o acondicionamento e a qualidade do produto ou que causem vazamento e os lacres e selos

SEI/TRE-PI - 1094804 - Termo de Referência https://sei.tre-pi.jus.br/sei/controlador.php?acao=documento_imprimi...

8 of 21 16/12/2020 13:49



de segurança das embalagens e frascos deverão estar de acordo com as normas pertinentes, inclusive
contendo informações quanto as suas características na embalagem.
c) O materiais não poderão conter substâncias perigosas em concentração acima da recomendada na
diretiva RoHS (Restriction of Certain Hazardous Substances), tais como mercúrio (Hg), chumbo (Pb),
cromo hexavalente (Cr(VI)), cádmio (Cd), bifenil-polibromados (PBBs), éteres difenilpolibromados
(PBDEs).

5.6.2 Os equipamentos novos e de primeiro uso, deverão ser entregues em perfeito estado de
funcionamento, sem marcas, amassados, arranhões ou outros problemas físicos;

5.6.3 Os manuais devem estar em língua inglesa e/ou portuguesa. Os manuais poderão ser entregues em
meio digital ou disponibilizados para download.

5.7 REQUISITOS DA ARQUITETURA TECNOLÓGICA

5.7.1 Previstos no Item 3. Descrição da Solução.

5.8 REQUISITOS DO PROJETO DE IMPLANTAÇÃO DA SOLUÇÃO DE TI

5.8.1 A CONTRATADA deverá fornecer o conjunto de manuais técnicos oficiais, elaborados pelo
fabricante de cada equipamento, contendo todas as informações sobre o produto como instruções para
instalação, configuração, operação e gerenciamento.

5.8.2 Os manuais técnicos do fabricante devem estar escritos em português e/ou inglês, e podem ser
fornecidos em mídia digital (CD-ROM, DVD, PDF) ou disponibilizados para download.

5.9 REQUISITOS DA GARANTIA E MANUTENÇÃO

5.9.1 A empresa fornecedora do equipamento/serviços deverá:

a) Garantir os equipamentos e serviços (suporte) pelo período mínimo de 60 (sessenta) meses diretamente
com o fabricante do equipamento, contados a partir da data de emissão do Termo de Recebimento
Definitivo;
b) Prover assistência técnica no território brasileiro;
c) Dispor de um número telefônico para suporte técnico e abertura de chamados técnicos, disponíveis 24
horas por dia e 7 dias por semana, inclusive feriados;
d) possuir um sistema de atendimento de suporte via Chat, 0800, email ou através da Internet.

6. DO VALOR ESTIMADO PARA A CONTRATAÇÃO

6.1 A presente aquisição possui o valor estimado de R$ 1.204.066,89 (um milhão, duzentos e quatro
mil sessenta e seis reais e oitenta e nove centavos) , conforme Análise de Viabilidade de documento SEI
nº 1028711 e considerando também a participação do Instituto Federal de Educação, Ciência e
Tecnologia - MT, Campos Juina, para o item 1.

7. ENTREGA E CRITÉRIOS DE ACEITAÇÃO DO OBJETO

7.1 Prazo máximo de 45 (quarenta e cinco) dias corridos para entrega dos produtos/equipamentos,
contados a partir do recebimento, pela CONTRATADA, da ordem de fornecimento, que será recebido da
seguinte forma:

7.2 Provisoriamente, pela Seção de Almoxarifado e Patrimônio, para efeito de posterior verificação de
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sua conformidade com as especificações constantes neste Termo de Referência e com a proposta.

7.3 O local de entrega é a Seção de Almoxarifado e Patrimônio (SEALP) do Tribunal Regional Eleitoral
do Piauí, localizada na Praça Des. Edgard Nogueira, s/n, Bairro: Cabral, Prédio Sede, em Teresina-PI,
CEP: 64.000-920, no horário de 07:00 às 14:00 horas, ou previamente agendado;

7.3.1. local de entrega do item 1 para o órgão participante do registro de preços - Instituto
Federal de Educação, Ciência e Tecnologia - MT Campus Juina: Linha J, Quadra 8, Setor
Chácara, Caixa Postal 255, Juina, Mato Grosso. CEP: 78.320-000

7.4 Definitivamente, se não houver desconformidades, em até 10 dias úteis da emissão do recebimento
provisório, a ser realizado por Comissão Técnica formada por servidores da Secretaria de Tecnologia da
Informação do TRE-PI, após verificação da conformidade dos serviços e equipamentos com as
disposições deste Termo de Referência, com a proposta da contratada e Manual do Fabricante.

7.5 A existência de desconformidades caracteriza a execução irregular do objeto e implicará a recusa do
seu recebimento definitivo, que será fundamentada e circunstanciada pelo Contratante, suspendendo-se o
prazo de pagamento até que a Contratada promova as regularizações devidas, nos termos previstos neste
termo e no artigo 69 da Lei nº 8666/1993;

7.6 Os materiais que por ventura forem rejeitados, quando em desacordo com as especificações, e com a
proposta apresentada, deverão ser substituídos no prazo de até 10 (dez) dias úteis, a contar da notificação
da licitante vencedora;

7.7 Ocorrendo nova entrega ou a reapresentação de documentos e informações indispensáveis para o
recebimento, o prazo para emissão dos termos provisório e definitivo iniciar-se-ão novamente.

7.8 Caberá à licitante vencedora o ônus financeiro da substituição, sem prejuízo da aplicação das
penalidades.

7.9 O recebimento provisório ou definitivo não exclui a responsabilidade civil pelos serviços executados.

8. DAS OBRIGAÇÕES DO CONTRATANTE

8.1. Prestar informações e esclarecimentos que venham a ser solicitados pela CONTRATADA,
necessários à execução do contratado;

8.2. Notificar a Contratada por escrito da ocorrência de eventuais imperfeições dos equipamentos, fixando
prazo para a sua correção de acordo com os definidos no presente Termo;

8.3. Verificar se os equipamentos estão de acordo com as especificações, podendo sustar, recusar, mandar
fazer ou desfazer qualquer serviço que esteja em desacordo com as especificações deste documento;

8.4. Atestar a(s) notas fiscal(ais) apresentada(s) pela CONTRATADA após o recebimento definitivo dos
equipamentos, conforme especificações descritas neste Termo de Referência;

8.5. Efetuar o pagamento nas condições, preços e prazos pactuados;

8.6. Acompanhar e fiscalizar o cumprimento das obrigações da contratada, determinando o que for
necessário a regularização das falhas ou defeitos observados, ou ainda propor aplicações de penalidades e
a sanções administrativas regulamentares e contratuais cabíveis, sempre que for o caso.

9. DAS OBRIGAÇÕES DA CONTRATADA

9.1. A Contratada deve cumprir todas as obrigações constantes no Edital, seus anexos e sua proposta,

SEI/TRE-PI - 1094804 - Termo de Referência https://sei.tre-pi.jus.br/sei/controlador.php?acao=documento_imprimi...

10 of 21 16/12/2020 13:49



assumindo como exclusivamente seus os riscos e as despesas decorrentes da boa e perfeita execução do
objeto e, ainda:

9.1.1. Efetuar a entrega do objeto em perfeitas condições, conforme especificações, prazo e local
constantes no Edital e seus anexos.

9.1.2. Reparar, corrigir, remover, reconstruir ou substituir, às suas expensas, as partes do objeto deste
contrato em que se verificarem vícios, defeitos ou incorreções resultantes dos materiais empregados.

9.3.Deverá guardar sigilo sobre dados e informações obtidos em razão da execução dos serviços
contratados ou da relação contratual mantida com o TRE-PI, abstendo-se de divulgá-los a terceiros sob
qualquer pretexto, a menos que prévia e formalmente autorizado pelo TRE-PI.

9.1.4. Responsabilizar-se pelos vícios e danos decorrentes da execução do objeto, de acordo com os
artigos 14 e 17 a 27, do Código de Defesa do Consumidor (Lei nº 8.078, de 1990), ficando a Contratante
autorizada a descontar dos pagamentos devidos à Contratada, o valor correspondente aos danos sofridos;

9.2. A CONTRATADA deverá respeitar as normas de segurança estabelecidas pela CONTRATANTE
durante a realização de atividades no ambiente desta.

9.3. A CONTRATADA deverá:

a) prover assistência técnica no território brasileiro;

b) dispor de um número telefônico para suporte técnico e abertura de chamados técnicos,

c) apresentar tempo de resposta aos chamados abertos em até no máximo 6 horas;

d) possuir um sistema de atendimento de suporte via Chat, 0800 ou através da Internet;

e) dar garantia não inferior a 60 meses, a contar da data de emissão do Termo de Recebimento
Definitivo;

9.4. Manter, durante toda a execução do contrato, em compatibilidade com as obrigações assumidas,
todas as condições de habilitação e qualificação exigidas na licitação;

10. CONTROLE E FISCALIZAÇÃO

10.1. Nos termos do art. 67 Lei nº 8.666, de 1993, será designado representante  para acompanhar e
fiscalizar a entrega dos bens, anotando em registro próprio todas as ocorrências relacionadas com a
execução e determinando o que for necessário à regularização de falhas ou defeitos observados.

10.1.1. A minuta da portaria da Comissão Especial de Recebimento dos bens/serviços, consta do Anexo
I deste Termo de Referência.

10.2. A fiscalização de que trata este item não exclui nem reduz a responsabilidade da Contratada,
inclusive perante terceiros, por qualquer irregularidade, ainda que resultante de imperfeições técnicas ou
vícios redibitórios, e, na ocorrência desta, não implica em corresponsabilidade da Administração ou de
seus agentes e prepostos, de conformidade com o art. 70 da Lei nº 8.666, de 1993.

11. DA SUBCONTRATAÇÃO

11.1 Não será admitida a subcontratação do objeto licitatório.
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12. PAGAMENTO

12.1. O pagamento será efetuado pela Coordenadoria de Orçamento e Finanças deste TRE-PI, mediante
depósito bancário em conta corrente da empresa contratada, por intermédio de Ordem Bancária, após a
comprovação do recebimento definitivo dos bens adquiridos e instalados.

12.2. O prazo máximo para a efetivação do pagamento será de 10 (dez) dias úteis, após a entrega dos bens
e com a entrega da respectiva Nota Fiscal, devidamente conferida e atestada por servidor designado pelo
TRE-PI, observada a ordem cronológica de apresentação.

12.3. Nos casos de eventuais atrasos de pagamento provocados exclusivamente pela Administração, o
valor devido deverá ser acrescido de atualização financeira, e sua apuração se fará desde a data de seu
vencimento até a data do efetivo pagamento, em que os juros de mora serão calculados à taxa de 0,5%
(meio por cento) ao mês, ou 6% (seis por cento) ao ano, mediante aplicação das seguintes formulas:

I = (TX/100) / 365

EM = I x N x VP

Onde:

I = Índice de atualização financeira;

TX = Percentual da taxa de juros de mora anual;

EM = Encargos moratórios;

N = Número de dias entre a data prevista para o pagamento e a do efetivo pagamento;

VP = Valor da parcela em atraso.

12.4. Por ocasião do pagamento, será efetuada a retenção tributária prevista na legislação aplicável, nos
termos da Instrução Normativa n° 1.234, de 11 de janeiro de 2012, da Secretaria da Receita Federal do
Brasil.

12.5. A Contratada regularmente optante pelo Simples Nacional, instituído pelo artigo 12 da Lei
Complementar nº 123, de 2006, não sofrerá a retenção quanto aos impostos e contribuições abrangidos
pelo referido regime, em relação às suas receitas próprias, desde que, a cada pagamento, apresente a
declaração de que trata o artigo 6° da Instrução Normativa RFB n° 1.234, de 11 de janeiro de 2012.

12.6. Junto ao corpo da Nota Fiscal/Fatura a empresa deverá fazer constar, para fins de pagamento, as
informações relativas ao nome e número do banco, da agência e de sua conta corrente.

13. DAS SANÇÕES ADMINISTRATIVAS

13.1. No caso de a licitante deixar de cumprir sua proposta, será convocada a seguinte, na ordem de
classificação, e assim sucessivamente, sem prejuízo da aplicação das sanções cabíveis.

13.2. Comete infração administrativa, nos termos do art. 7º da Lei 10.520/2002 e art. 49 do Decreto n.º
10.024/2019, sem prejuízo das multas previstas neste Termo e das demais cominações legais, aquele que:

13.2.1. Não assinar o contrato ou ata de registro de preços;
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13.2.2. Deixar de entregar documentação exigida neste edital;

13.2.3. Apresentar documentação falsa;

13.2.4. Não mantiver a proposta;

13.2.5. Falhar ou fraudar na execução do contrato;

13.2.6. Comportar-se de modo inidôneo;

13.2.7. Fizer declaração falsa;

13.2.8. Cometer fraude fiscal.

13.3. O adjudicatário que cometer quaisquer das infrações discriminadas no subitem anterior ficará
sujeito, sem prejuízo da responsabilidade civil e criminal, às seguintes sanções:

13.3.1. Advertência por faltas leves, assim entendidas aquelas que não acarretem prejuízos significativos
para a Contratante.

13.3.2. Multa moratória, mensurada na forma da tabela a seguir, até o limite de 13% (treze por cento),
calculada sobre o valor do objeto em atraso:

DIAS DE

ATRASO

ÍNDICE DE

MULTA

DIAS DE

ATRASO

ÍNDICE DE

MULTA

DIAS DE

ATRASO

ÍNDICE DE

MULTA

1 0,1% 15 2,5% 29 7,6%

2 0,2% 16 2,8% 30 8,0%

3 0,3% 17 3,1% 31 8,5%

4 0,4% 18 3,4% 32 9,0%

5 0,5% 19 3,7% 33 9,5%

6 0,6% 20 4,0% 34 10,0%

7 0,7% 21 4,4% 35 10,5%

8 0,8% 22 4,8% 36 11,0%

9 0,9% 23 5,2% 37 11,5%

10 1,0% 24 5,6% 38 12,0%
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11 1,3% 25 6% 39 12,5%

12 1,6% 26 6,4% 40 13,0%

13 1,9% 27 6,8% - -

14 2,2% 28 7,2% - -

13.3.2.1. A multa moratória prevista neste subitem não impede que a Administração rescinda
unilateralmente o contrato e aplique as outras sanções previstas em Lei;

13.3.3. Multa compensatória de 15% (quinze por cento) sobre o valor do objeto, em caso de
inexecução total da obrigação, assim entendida aquela por período superior a 40 (quarenta) dias, sem
prejuízo das demais sanções cabíveis;

13.3.4. Se o atraso se der por mais de 40 (quarenta) dias, e, no entanto, a Administração considerar que
ainda há interesse na aquisição por ser vantajosa e necessária, a Administração concederá novo prazo para
entrega, observadas as sanções previstas no subitem 14.3.3.

13.3.5. As multas a que se referem os itens acima serão descontadas dos pagamentos devidos pelo TRE-
PI ou cobradas diretamente da adjudicatária, amigável ou judicialmente, e poderão ser aplicadas
cumulativamente com as demais sanções previstas neste item.

13.3.6. Não será aplicada multa de valor igual ou inferior a 10% (dez por cento) da quantia definida na
Portaria nº 75, de 22 de março de 2012, do Ministério da Fazenda, ou em norma que vier a substituí-la,
para inscrição de débito na Dívida Ativa da União.

13.3.6.1 As aplicações de penalidades que recaiam no subitem 14.3.6. serão convertidas em advertência
por escrito.

13.3.6.2 Não se aplica o disposto no caput deste subitem, quando verificada, em um período de 02 (dois)
anos, contados do registro da penalidade no SICAF, a ocorrência de multas que somadas ultrapassem o
valor fixado para inscrição em Dívida Ativa da União.

13.3.7. No caso de não-recolhimento do valor da multa dentro do prazo estipulado na GRU, serão
acrescidos juros moratórios de 0,03% ao dia até o prazo máximo de 15 (quinze) dias e, não sendo
recolhida, a multa será convertida em suspensão de licitar com o TRE-PI e o valor devido ou a diferença
ainda não recolhida aos cofres públicos será objeto de inscrição na Dívida Ativa da União, de acordo com
a legislação em vigor.

13.3.8. Suspensão temporária de participação em licitação e impedimento de contratar com o TRE-
PI, se, por culpa ou dolo, prejudicar ou tentar prejudicar a execução do Contrato, nos seguintes prazos e
situações:

Por até

1 (um) ano

Atraso no cumprimento das obrigações assumidas contratualmente, que tenha acarretado prejuízos financeiro

Entrega de objeto, em desacordo com a proposta aceita pela Contratante, sem prejuízo das demais sanções.

Por até Entrega  de  objeto  falso,  assim  entendido,  aquele  em  que  houve  manipulação  para  aparentar  ser  de  
características que originalmente não lhe pertençam, sem prejuízo das demais medidas cabíveis.
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2 (dois) anos

Não atendimento à solicitação de troca ou prestação de garantia do objeto, quando solicitado pela Contratant

Cometimento de  quaisquer  outras  irregularidades  que  acarretem prejuízo  ao TRE-PI,  ensejando a  resci
CONTRATADA.

Apresentação, ao TRE-PI, de qualquer documento falso ou falsificado, no todo ou em parte, com o ob
execução do Contrato, a manutenção das condições apresentadas na habilitação, sem prejuízo das demais me

13.3.9. Declaração de inidoneidade quando constatada má-fé, ações intencionais com prejuízos para o
TRE-PI, atuação com interesses escusos, reincidência em faltas que acarretem prejuízo ao TRE-PI ou
aplicações anteriores de sucessivas outras sanções, implicando proibição da CONTRATADA de
transacionar com a Administração Pública, enquanto perdurarem os motivos determinantes da punição ou
até que seja promovida a reabilitação perante a própria autoridade que aplicou a penalidade, podendo ser
aplicada, dentre outros casos, quando:

a) Tiver sofrido condenação definitiva por ter praticado, por meios dolosos, fraude fiscal no recolhimento
de quaisquer tributos;
b) Praticar atos ilícitos, visando a frustrar os objetivos da licitação;
c) Demonstrar, a qualquer tempo, não possuir idoneidade para licitar ou contratar com o TRE-PI, em
virtude de atos ilícitos praticados.

13.4. A aplicação de qualquer das penalidades previstas realizar-se-á em processo administrativo que
assegurará o contraditório e a ampla defesa à Contratada, observando-se o procedimento previsto na Lei
nº 8.666, de 1993, e subsidiariamente a Lei nº 9.784, de 1999.

13.5. A autoridade competente, na aplicação das sanções, levará em consideração a gravidade da conduta
do infrator, o caráter educativo da pena, bem como o dano causado à Administração, observado o
princípio da proporcionalidade.

13.6. As multas a que se referem os itens acima serão descontadas dos pagamentos devidos pelo TRE-PI
ou cobradas diretamente da empresa, amigável ou judicialmente, e poderão ser aplicadas
cumulativamente com as demais sanções previstas neste tópico.

13.7. As penalidades serão precedidas de notificação e obrigatoriamente registradas no SICAF e, no caso
de suspensão temporária e impedimento de licitar, estas deverão ser publicadas no Diário Oficial da
União e o adjudicatário deverá ser descredenciado pelo período indicado pelo Gestor, após observado o
devido contraditório e a ampla defesa, sem prejuízo das multas previstas neste Termo.

13.8. As penalidades só poderão ser relevadas nas hipóteses de caso fortuito ou força maior, devidamente
justificado e comprovado, a juízo da Administração.

13.9. Os prazos de adimplemento das obrigações contratadas admitem prorrogação nos casos e condições
especificados no § 1º do art. 57 da Lei 8.666/93, em caráter excepcional, sem efeito suspensivo, e deverá
ser encaminhado por escrito, com antecedência mínima de 01 (um) dia do seu vencimento, anexando-se
documento comprobatório do alegado pela Adjudicatária.

13.10. Eventual pedido de prorrogação deverá ser encaminhado para o seguinte endereço: Seção de
Almoxarifado e Patrimônio – SEALP, Tribunal Regional Eleitoral do Piauí, Praça Des. Edgar Nogueira,
S/N – Centro Cívico, bairro Cabral, Teresina-PI, CEP 64000-920, fones: (086) 2107-9811/9787,
e-mail: sealp@tre-pi.jus.br;

13.11. Em casos excepcionais, autorizados pelo Contratante, o documento comprobatório do alegado
poderá acompanhar a entrega do produto;
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13.12. Os atos lesivos praticados pela adjudicatária serão objeto de apuração e, portanto, passíveis de
responsabilização administrativa visando à aplicação das sanções previstas no art. 6º da Lei nº
12.846/2013, não afastando a possibilidade de sua responsabilização na esfera judicial.

14. PROPOSTA E CRITÉRIOS DE JULGAMENTO

14.1. A proposta deverá conter a descrição sucinta do objeto, respeitando as especificações deste Termo,
contendo a marca dos produtos cotados pela empresa, bem como o preço unitário e total do item.

14.2. A classificação das propostas será pelo critério do MENOR PREÇO POR ITEM (O item 3 será
destinado exclusivamente à participação de Microempresas e Empresas de
Pequeno Porte e os demais itens destinados à ampla concorrência) 

14.2.1. Os valores dos lances deverão observar um intervalo mínimo de 1% (um por cento) para
cada item deste Pregão (Parágrafo único do artigo 31, do Decreto nº 10.024/2019).

14.2.2.  Será adotado para o  envio de lances  o modo de disputa “aberto”,  em que os licitantes
apresentarão lances públicos e sucessivos, com prorrogações.

14.2.3. Na hipótese de não haver vencedor para a cota reservada, esta poderá ser adjudicada
ao vencedor da cota principal ou, diante de sua recusa, aos licitantes remanescentes, desde que
pratiquem o preço do primeiro colocado da cota principal.

14.2.4. Se a mesma empresa vencer a cota reservada e a cota principal, a contratação das cotas
deverá ocorrer pelo menor preço.

14.3.  Após  a  etapa  de  lances,  o  licitante  provisoriamente  classificado  deve  apresentar  sua  proposta
devidamente ajustada ao valor finalizado na sessão de lances ou na negociação, devidamente assinada,
sendo  redigida  em língua  portuguesa,  salvo  quanto  às  expressões  técnicas  de  uso  corrente.  Deverá,
também, ser apresentada, preferencialmente, em papel timbrado da proponente.

14.3.1. Se a proposta de menor valor não for aceitável, ou se o licitante desatender às exigências de
habilitação, o Pregoeiro examinará a proposta ou lance subsequente, verificando a sua aceitabilidade e
procedendo à sua habilitação, na ordem de classificação, e assim sucessivamente, até a apuração de uma
proposta ou lance que atenda ao edital.

14.3.1.1.  Ocorrendo a situação a que se refere o inciso anterior,  o Pregoeiro poderá negociar  com o
licitante para que seja obtido desconto maior, ou seja, melhor.

14.4. A proposta que deverá conter as seguintes informações mínimas:

a) Razão Social e CNPJ da empresa licitante;

b) PREÇO UNITÁRIO DOS ITENS, ajustado ao último lance ou ao valor após negociação;

c) MARCA e MODELO e descrição detalhada dos produtos;

d) Dados bancários (BANCO; AGÊNCIA e número da CONTA CORRENTE);

e) Dados do Representante legal do licitante que assinará a Ata nome completo, CPF, e-mail, telefone,
etc.)  e,  no  caso  do  representante  legal  não  ser  dirigente  cadastrado  no  SICAF,  o  licitante  deverá
encaminhar juntamente com a proposta, cópia do instrumento (procuração ou contrato social) que confere
poderes para assumir obrigações em decorrência desta licitação;

f) Validade de proposta, não inferior a 90 (noventa) dias corridos, a contar da data prevista para sua
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abertura, esteja expressamente indicado ou não na proposta. Se, por motivo de força maior, a adjudicação
não puder ocorrer dentro do período de validade da proposta o TRE-PI poderá solicitar prorrogação do
prazo por igual período, caso o fornecedor concorde.

14.5.  Nos preços ofertados deverão já  estar  considerados e inclusos  todos os  tributos,  fretes,  tarifas,
despesas  com material,  mão-de-obra,  encargos sociais,  trabalhistas,  fiscais,  embalagens,  montagens e
despesas diretas e indiretas decorrentes da execução do objeto.

14.6. Junto com a proposta de preços, deverão ser encaminhados os seguintes documentos:

14.6.1. Catálogo(s) (ou encarte(s)) contendo informação(ões) básica(s) dos bens cotados, neste Termo, em
língua  portuguesa  e  com  imagem  dos  objetos,  com  nível  de  informação  suficiente  para  a  perfeita
identificação  do  modelo  ou  da  linha  do bem para a  avaliação do Pregoeiro  e sua  Equipe  de  apoio,
demonstrando a adequação da linha de móveis da licitante às especificações requeridas neste Termo de
Referência;

14.7. A LICITANTE será inteiramente responsabilizada pelas informações prestadas em sua proposta."

15.  DA VIGÊNCIA DA ATA DE REGISTRO DE PREÇOS

15.1. O prazo de vigência da ata deverá abranger um período de 12 (doze) meses, contados a partir da
data de sua publicação.

 15.1.1.  A assinatura  da  ata  será  realizada  por  meio  eletrônico,  através  de  cadastramento  prévio  no
Sistema  Eletrônico  de  Informações  -  SEI  do  TRE-PI,  por  servidor  autorizado  por  este  Regional,
consoante disposto no art. 16, da instrução Normativa TRE-PI nº 01/2018.

15.1.2. A existência de preços registrados não obriga o TRE-PI a efetuar as contratações, facultando-se a
realização de licitação específica para as contratações pretendidas. Contudo, nesse caso, o beneficiário do
registro de preços terá preferência de fornecimento, em igualdade de condições.

16. DA ADESÃO À ATA DE REGISTRO DE PREÇOS

16.1. Desde que devidamente justificada a vantagem, a Ata de Registro de Preços, durante sua vigência,
poderá ser utilizada por qualquer órgão ou entidade da Administração Pública que não tenha participado
do certame licitatório desde que autorizada pelo TRE-PI.

16.2. O pedido de adesão dever ser formalizado por meio do Sistema Comprasnet.

17. DOS ÓRGÃOS PARTICIPANTES

17.1. Fará parte da licitação para o item 1, como órgão participante, o Instituto Federal de
Educação, Ciência e Tecnologia - MT Campus Juina, que ficará responsável por sua respectiva
contratação.

17.2. O TRE-PI consolidará as informações relativas à estimativa individual e total de consumo, listando
os participantes no Anexo II deste edital.

18. DO CONTRATO
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18.1. A licitante será convocada para assinatura o contrato, por meio eletrônico, durante a validade da ata
de registro de preços, no prazo máximo de 05 (cinco) dias úteis, conforme cronograma de aquisição
previsto no item 3 deste termo.

18.2. O Contrato terá vigência por período igual ao da garantia dos equipamentos/serviços, a contar do
recebimento definitivo.

19. DAS INFORMAÇÕES COMPLEMENTARES

19.1. Nenhuma indenização será devida às empresas por apresentarem documentação e/ou elaborarem
proposta relativa ao presente Termo de Referência.

19.2. Na contagem dos prazos estabelecidos, excluir-se-á o dia do início e incluir-se-á o do vencimento.
Vale ressaltar que somente se iniciam e vencem os prazos em dias de expediente no TRE-PI.

19.3. As empresas são responsáveis pela fidelidade e legitimidade das informações e dos documentos
apresentados em qualquer época ou fase em decorrência deste Termo.

ANEXO I - MINUTA DE PORTARIA

Institui  a  Comissão  de  Gestão  e  Fiscalização  do
Contrato TRE-PI nº 0XX/2020, referente à prestação
de serviços XXXXXX

O Presidente do Tribunal Regional Eleitoral do Piauí, no uso de suas atribuições legais e regimentais,

Considerando a necessidade de se buscar nas execuções contratuais a concreção e realização dos
princípios da economicidade, eficiência e eficácia administrativas;

Considerando que a execução do contrato deverá ser acompanhada e fiscalizada por um representante da
Administração especialmente designado para tal finalidade, conforme disposto no art. 58, inciso III, e
arts. 66 e 67, todos da Lei nº 8.666, de 21 de junho de 1993 (Lei Geral das Licitações e Contratações);

Considerando que cabe à Administração Superior deste Tribunal a competência para designar servidor
para acompanhar e fiscalizar a execução de contratos, nos termos do art. 2º da Resolução TRE-PI nº
146/2008;

Considerando o disposto na Resolução TSE nº 23.234/2010, no Acórdão nº 1214/2013-TCU/Plenário, nas
recomendações contidas no Relatório de Auditoria da COCIN/TRE-PI, expostas no PAD nº 001122/2016
e na decisão da Presidência deste Tribunal (PAD nº 1269/2016),
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RESOLVE:

Art. 1°- Fica criada a Comissão de Gestão do Contrato TRE-PI nº 045/2020, que trata da prestação
de serviços de XXXXXXX.

Art. 2° As atribuições da fiscalização técnica, tanto dos titulares como dos substitutos eventuais, deverão
recair em servidores lotados na unidade interessada pelo serviço.

Art. 3º Os casos omissos serão apreciados e resolvidos pela Secretaria de Administração, Orçamento e
Finanças deste Tribunal.

Art. 4º Esta Portaria entra em vigor na data de sua publicação.

Des. JOSÉ JAMES GOMES PEREIRA 

Presidente do TRE-PI

ANEXO I DA PORTARIA

COMPOSIÇÃO

A gestão administrativa do Contrato, caberá à Comissão Permanente de Fiscalização Financeira e Gestão
de Contratos, instituída através da Portaria Presidência Nº 358/2020 TRE/PRESI/DG/SGP/COPES
/SEREF, de 23 de abril de 2020 , evento SEI 0941392, exceto a servidora LYA RACHEL BRANDÃO E
MENDES PINHEIRO, Técnico Judiciário, Área Administrativa, matrícula nº 360, tendo em vista
mudança de sua lotação, a partir de 29/06/2020, conforme Portaria DG 53/2020, evento SEI 1000554.

FISCAIS TÉCNICOS

CARLOS ALBERTO RIBEIRO DO NASCIMENTO JUNIOR,  matrícula TRE-PI nº 580, como fiscal
técnico titular, e PAULO DAS NEVES E SILVA JÚNIOR, matrícula TRE-PI nº 584, como substituto,
ambos lotados na Secretaria de Tecnologia da Informação - STI.

ANEXO II DA PORTARIA

ATRIBUIÇÕES

FUNÇÕES ATRIBUÍDAS À COMISSÃO PERMANENTE DE FISCALIZAÇÃO FINANCEIRA E
GESTÃO DE CONTRATOS

GESTÃO ADMINISTRATIVA

a) Coordenar e acompanhar toda a execução do contrato, verificando a prestação dos serviços de forma a
assegurar o cumprimento do contrato, consolidando as informações repassadas pelo fiscal técnico do
contrato;
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b) Convocar o preposto da CONTRATADA a comparecer à unidade de vínculo da gestão do contrato,
caso seja necessário, após a assinatura de contrato, para realizar a reunião de esclarecimento das
obrigações contratuais, devidamente registrada em Ata, em que esteja presente e fiscal técnico do
contrato;

c) Comunicar, formalmente, a Secretaria de Administração Orçamento e Finanças o descumprimento total
ou parcial, por parte da contratada, das responsabilidades assumidas em contrato, indicando o dispositivo
descumprido e sugerindo as medidas julgadas necessárias à regularização das faltas observadas;

d) Encaminhar documentação comprobatória de penalizações ou multas administrativas para os setores
responsáveis e solicitar providências;

e) Exigir o cumprimento de todos os itens constantes do Termo de Referência, da proposta da
CONTRATADA e das cláusulas do contrato;

f) Atestar a prestação dos serviços para os fins de pagamento da fatura mensal encaminhada pela
CONTRATADA, consubstanciada nos atestes da Fiscalização Técnica da contratação, quando
estabelecido;

g) Autuar e instruir, mediante autorização, procedimento administrativo para tratar de vigência contratual,
reajustes, prorrogações, retenções de pagamentos devidos em razão de obrigações trabalhistas
inadimplidas pela contratada e para apuração de irregularidade por descumprimento total ou parcial do
pacto, bem como para as demais situações ligadas à execução contratual;

h) Manter atualizado o processo de execução do contrato, com as informações de ocorrências da execução
do contrato;

i) Manifestar-se, formalmente, sobre aditivos e prorrogações do contrato;

j) Cumprir e fazer cumprir nesta contratação, as determinações insertas na Resolução TRE-PI nº146/2008
e Resolução TSE nº 23.234/2010;

k) Registrar em livro e/ou arquivo digital as ocorrências encaminhadas pela fiscalização e da própria
gestão, a fim de que se tenha o histórico de falhas porventura cometidas pela CONTRATADA e as
providências da gestão e fiscalização do pacto para o saneamento das mesmas.

FUNÇÕES ATRIBUÍDAS AOS FISCAIS TÉCNICOS DA CONTRATAÇÃO

a) Fazer-se presente no local da execução do contrato;

b) Auxiliar a Comissão de Gestão na fiscalização da execução do contrato;

c) Comunicar à Comissão de Gestão sempre que necessário ou quando observar qualquer
descumprimento na execução do contrato;

d) Dirigir-se ao preposto da contratada para resolver qualquer problema na execução do objeto,
comunicando o fato a Comissão de Gestão do contrato em caso de não cumprimento, o qual deverá
determinar, por escrito e com prazo para cumprimento, o que for necessário para a regularização das
falhas ou fatos observados;

e) Observar as determinações insertas na Resolução TRE/PI n.º 146/2008 e o disposto na Seção IX,
Capítulo III da Resolução TSE 23.234/2010;

f) Atestar, em documento apresentado pela contratada, a correta prestação dos serviços;
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g) Observar rigorosamente os princípios legais e éticos em todos os atos inerentes às suas atribuições,
agindo com transparência no desempenho de suas atividades;

h) Apresentar críticas e propor sugestões que visem tornar a fiscalização efetiva e aprimorar a agilização
dos trabalhos de fiscalização, tornando-os mais eficazes, propondo medidas regularizadoras;

i) Acompanhar e fiscalizar a execução dos serviços e anotar em registro próprio - Livro e/ou arquivo
digital, todas as ocorrências relacionadas com a execução, sob os aspectos quantitativos e qualitativos,
comunicando as ocorrências de quaisquer fatos que exijam medidas corretivas por parte da
CONTRATADA a Comissão de Gestão.

Documento assinado eletronicamente por Sidnei Antunes Ribeiro, Chefe de Seção, em 22/10/2020, às
13:07, conforme art. 1º, § 2º, III, "b", da Lei 11.419/2006.

Documento assinado eletronicamente por Carlos Alberto Ribeiro do Nascimento Junior, Técnico
Judiciário, em 22/10/2020, às 13:13, conforme art. 1º, § 2º, III, "b", da Lei 11.419/2006.

Documento assinado eletronicamente por Antonio Manoel Silveira de Sousa, Coordenador de
Desenvolvimento e Infraestrutura, em 22/10/2020, às 13:54, conforme art. 1º, § 2º, III, "b", da Lei
11.419/2006.

A autenticidade do documento pode ser conferida no site https://sei.tre-pi.jus.br
/sei/controlador_externo.php?acao=documento_conferir&id_orgao_acesso_externo=0 informando o código
verificador 1094804 e o código CRC 05E5C1DE.

0012283-09.2020.6.18.8000 1094804v6
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PROPOSTA DE PREÇOS 
 

UASG: 070006 

PREGÃO ELETRÔNICO nº 74/2020 

 

Nome da empresa: Nova Serviços de Tecnologia da Informação e Networking EIRELI 

CNPJ nº: 10.685.932/0001-79 

Endereço: SCS Quadra 04 Bloco A Lote 219/237 1º Andar Parte O, Ed. Vera Cruz 

CEP:  70.304-913 Cidade: Brasília UF: DF Telefone: 99411-7460 

Fax:  e-mail: administrativo@grupoinovva.com.br 

Banco Sicoob (756) Conta Corrente: 115241-6 Agência: 4001 – Brasília – DF 

 

 

ITEM ESPECIFICAÇÕES UNIDADE QTDE 
PREÇO (R$) 

UNITÁRIO TOTAL 

1 

Atualização da Solução de Firewall tipo 
concentrador com atualização dos 
equipamentos existentes para, no mínimo, o 
SonicWall NSA 5650, com serviço de suporte 
24X7 cobertos pela Garantia de 60 meses 
Fabricante: SonicWall   /   Modelo: NSA 5650 
PN: 01-SSC-1939 / 01-SSC-3217 / 01-SSC-3678 

Unidade 

2 
(1 para 
TRE-PI + 
1 para 
IFMT) 

R$   295.000,00 R$      590.000,00 

2 

Atualização da Solução de Firewall tipo 
pequeno porte com atualização dos 
equipamentos existentes para, no mínimo, o 
SonicWall SOHO 250 W, com serviço de 
suporte 8x5 cobertos pela Garantia de 60 
meses 
Fabricante: SonicWall  /  Modelo: SOHO 250W 
PN: 02-SSC-1865 / 02-SSC-1760 

Unidade 51 R$       5.700,00 R$      290.700,00 

3 

Atualização da Solução de Firewall tipo 
pequeno porte com atualização dos 
equipamentos existentes para, no mínimo, o 
SonicWall SOHO 250 W, com serviço de 
suporte 8x5 cobertos pela Garantia de 60 
meses 
Fabricante: SonicWall  /  Modelo: SOHO 250W 
PN: 02-SSC-1865 / 02-SSC-1760 

Unidade 17 R$       5.700,00 R$       96.900,00 

4 

Licença SonicWall Global Management 
System para até 70 nós por 03 anos 
Referências: 
a) 01 Licença 01-SSC-3311; 
b) 02 Licenças 01-SSC-7664; 
c) 01 Licença 01-SSC-3301; 
d) 02 Licenças 01-SSC-6532; 
e) 02 Licenças 01-SSC-6536. 
Fabricante: SonicWall   /   Modelo: GMS 
PN: 01-SSC-3311 / 01-SSC-7664 / 01-SSC-3301 
/ 01-SSC-6532 / 01-SSC-6536 

Unidade 1 R$   175.000,00 R$     175.000,00 

 TOTAL GERAL DA PROPOSTA    R$  1.152.600,00 

 

mailto:administrativo@grupoinovva.com.br


 

Importa a presente proposta no valor total de R$ 1.152.600,00 (um milhão, cento e cinquenta e 

dois mil e seiscentos reais) 

 

Prazo de validade da proposta: 90 (noventa) dias; 

 

Prazo de entrega dos materiais: Conforme especificações do Termo de Referência; 

 

• Declaramos que todos os impostos, taxas, fretes, seguros, bem como quaisquer outras 

despesas, diretas e indiretas, estão inclusas na proposta 

 

Declaramos, também, que concordamos com todas as condições estabelecidas no Edital e seus 

respectivos Anexos. 

 

Declaramos, ainda, que todos os equipamentos serão entregues embalados em caixas, conforme 

enviado pela fábrica e têm prazo de validade indefinido, devendo evitar ser armazenados ao relento 

ou expostos a água e luz solar direta. 

 

 

Brasília, 25 de novembro de 2020. 

 

 

 

 

_______________________________ 

Marli Teresinha Erbe 

CPF 393.391.060-91 

Sócia Proprietária 

administrativo@grupoinovva.com.br 

(61) 9 9411-7460 



The SonicWall Network Security 
appliance (NSa) series provides 
organizations that range in scale from 
mid-sized networks to distributed 
enterprises and data centers with 
advanced threat prevention in a high-
performance security platform. Utilizing 
innovative deep learning technologies in 
the SonicWall Capture Cloud Platform, 
the NSa series delivers the automated 
real-time breach detection and 
prevention organizations need. 

Cutting-edge threat prevention with 
superior performance 
Today’s network threats are highly 
evasive and increasingly difficult to 
identify using traditional methods of 
detection. Staying ahead of sophisticated 
attacks requires a more modern 
approach that heavily leverages security 
intelligence in the cloud. Without that 
cloud intelligence, gateway security 
solutions can’t keep pace with today’s 
complex threats. NSa series next-
generation firewalls (NGFWs) integrate 
two advanced security technologies to 
deliver cutting-edge threat prevention 
that keeps your network one step ahead. 
Enhancing SonicWall’s multi-engine 
Capture Advanced Threat Protection 
(ATP) service is our patent-pending 
Real-Time Deep Memory Inspection 
(RTDMI™) technology. The RTDMI 
engine proactively detects and blocks 
mass market, zero-day threats and 
unknown malware by inspecting 
directly in memory. Because of the 
real-time architecture, SonicWall RTDMI 
technology is precise, minimizes false 
positives, and identifies and mitigates 

sophisticated attacks where the 
malware’s weaponry is exposed for less 
than 100 nanoseconds. In combination, 
SonicWall’s patented* single-pass 
Reassembly-Free Deep Packet 
Inspection (RFDPI) engine examines 
every byte of every packet, inspecting 
both inbound and outbound traffic on 
the firewall. By leveraging the SonicWall 
Capture Cloud Platform in addition to 
on-box capabilities including intrusion 
prevention, anti-malware and web/URL 
filtering, the NSa series blocks even the 
most insidious threats at the gateway. 

Further, SonicWall firewalls provide 
complete protection by performing 
full decryption and inspection of TLS/
SSL and SSH encrypted connections 
regardless of port or protocol. The 
firewall looks deep inside every packet 
(the header and data) searching for 
protocol non-compliance, threats, 
zero-days, intrusions, and even defined 
criteria. The deep packet inspection 
engine detects and prevents hidden 
attacks that leverage cryptography, 
blocks encrypted malware downloads, 
ceases the spread of infections, and 
thwarts command and control (C&C) 
communications and data exfiltration. 
Inclusion and exclusion rules allow total 
control to customize which traffic is 
subjected to decryption and inspection 
based on specific organizational 
compliance and/or legal requirements. 

When organizations activate deep packet 
inspection functions such as IPS, anti-
virus, anti-spyware, TLS/SSL decryption/
inspection and others on their firewalls, 

SonicWall Network Security 
appliance (NSa) series

Industry-validated security effectiveness and performance for mid-sized 
networks, distributed enterprises and data centers

Benefits:
•	 Superior threat prevention 

and performance

•	 Patent-pending real-time deep 
memory inspection technology 

•	 Patented reassembly-free deep 
packet inspection technology 

•	 On-box and cloud-based threat 
prevention

•	 TLS/SSL decryption and inspection

•	 Industry-validated security 
effectiveness

•	 Multi-core hardware architecture

•	 Dedicated Capture Labs threat 
research team

Network control and flexibility
•	 Secure SD-WAN

•	 Powerful SonicOS operating 
system 

•	 Application intelligence and control

•	 Network segmentation with VLANs

•	 High-speed wireless security

Easy deployment, setup and 
ongoing management

•	 Zero-Touch Deployment

•	 Cloud-based and on-premises 
centralized management 

•	 Scalable line of firewalls

•	 Low total cost of ownership

*U.S. Patents 7,310,815; 7,600,257; 7,738,380; 7,835,361; 7,991,723
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network performance often slows down, 
sometimes dramatically. NSa series 
firewalls, however, feature a multi-core 
hardware architecture that utilizes 
specialized security microprocessors. 
Combined with our RTDMI and RFDPI 
engines, this unique design eliminates 
the performance degradation networks 
experience with other firewalls.

Network control and flexibility
At the core of the NSa series is SonicOS, 
SonicWall’s feature-rich operating 
system. SonicOS provides organizations 
with the network control and flexibility 
they require through application 
intelligence and control, real-time 
visualization, an intrusion prevention 
system (IPS) featuring sophisticated 
anti-evasion technology, high-speed 
virtual private networking (VPN) and 
other robust security features.

Using application intelligence and 
control, network administrators can 
identify and categorize productive 
applications from those that are 
unproductive or potentially dangerous, 
and control that traffic through powerful 
application-level policies on both a per-
user and a per-group basis (along with 
schedules and exception lists). Business-
critical applications can be prioritized 
and allocated more bandwidth 

while non-essential applications are 
bandwidth-limited. Real-time monitoring 
and visualization provides a graphical 
representation of applications, users and 
bandwidth usage for granular insight 
into traffic across the network.

For distributed organizations requiring 
advanced flexibility in their network 
design, the SD-WAN technology in 
SonicOS is a perfect complement to NSa 
firewalls deployed at the headquarters 
or at remote and branch sites. Instead 
of relying on more expensive legacy 
technologies such as MPLS and T1, 
organizations using SD-WAN can 
choose lower-cost public Internet 
services while continuing to achieve a 
high level of application availability and 
predictable performance.

Built into every NSa series firewall is a 
wireless access controller that enables 
organizations to extend the network 
perimeter securely through the use of 
wireless technology. Together, SonicWall 
firewalls and SonicWave 802.11ac 
Wave 2 wireless access points create 
a wireless network security solution 
that combines industry-leading next-
generation firewall technology with 
high-speed wireless for enterprise-class 
network security and performance 
across the wireless network.

Easy deployment, setup and 
ongoing management
Like all SonicWall firewalls, the NSa 
series tightly integrates key security, 
connectivity and flexibility technologies 
into a single, comprehensive solution. 
This includes SonicWave wireless 
access points and the SonicWall WAN 
Acceleration (WXA) series, both of 
which are automatically detected 
and provisioned by the managing 
NSa firewall. Consolidating multiple 
capabilities eliminates the need to 
purchase and install point products that 
don’t always work well together. This 
reduces the effort it takes to deploy the 
solution into the network and configure 
it, saving both time and money. 

Cloud-based centralized management, 
reporting, licensing and analytics are 
handled through the SonicWall Capture 
Security Center. A key component of the 
Capture Security Center is Zero-Touch 
Deployment. This cloud-based feature 
simplifies and speeds the deployment 
and provisioning of SonicWall firewalls 
at remote and branch office locations. 
Together, the simplified deployment 
and setup along with the ease of 
management enable organizations to 
lower their total cost of ownership and 
realize a high return on investment.

Bi-directional scanning

4 x 2.5GbE
SFP ports

4 x 2.5GbE 
ports

1 x 2.5GbE

SonicWall
SonicWave 432i

SonicWall NSa 5650

Secure, High-speed Wireless
Combine an NSa series next-generation firewall with a SonicWall SonicWave 802.11ac Wave 2 wireless access point to create a 
high-speed wireless network security solution. NSa series firewalls and SonicWave access points both feature 2.5 GbE ports that 
enable multi-gigabit wireless throughput offered in Wave 2 wireless technology. The firewall scans all wireless traffic coming into 
and going out of the network using deep packet inspection technology and then removes harmful threats such as malware and 
intrusions, even over encrypted connections. Additional security and control capabilities such as content filtering, application control 
and intelligence and Capture Advanced Threat Protection can be run on the wireless network to provide added layers of protection.
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Capture Cloud Platform
SonicWall's Capture Cloud Platform 
delivers cloud-based threat prevention 
and network management plus reporting 
and analytics for organizations of any 
size. The platform consolidates threat 
intelligence gathered from multiple 
sources including our award-winning 
multi-engine network sandboxing 
service, Capture Advanced Threat 
Protection, as well as more than 1 million 
SonicWall sensors located around  
the globe.

If data coming into the network is found 
to contain previously-unseen malicious 
code, SonicWall’s dedicated, in-house 
Capture Labs threat research team 
develops signatures that are stored in 
the Capture Cloud Platform database 
and deployed to customer firewalls for 
up-to-date protection. New updates take 
effect immediately without reboots or 
interruptions. The signatures resident 

on the appliance protect against wide 
classes of attacks, covering tens of 
thousands of individual threats. In 
addition to the countermeasures on 
the appliance, NSa firewalls also have 
continuous access to the Capture Cloud 
Platform database which extends the 
onboard signature intelligence with tens 
of millions of signatures. 

In addition to providing threat 
prevention, the Capture Cloud Platform 
offers single pane of glass management 
and administrators can easily create 
both real-time and historical reports on 
network activity.

Advanced threat protection
At the center of SonicWall’s automated, 
real-time breach prevention are 
two advanced malware detection 
technologies; Capture Advanced  
Threat Protection™ (Capture ATP)  
and Capture Security appliance™ (CSa). 

Capture ATP is a cloud-based multi-
engine sandbox platform, which includes 
Real-Time Deep Memory Inspection™ 
(RTDMI), virtualized sandboxing, full 
system emulation and hypervisor  
level analysis technology. CSa is an  
on-premises device that features  
RTDMI, which utilizes memory-based 
static and dynamic techniques for fast  
and accurate verdicts. Both solutions 
extend advanced threat protection to 
detect and prevent zero-day threats in  
a variety of SonicWall solutions such  
as next-generation firewalls. 

Suspicious files are sent to either solution 
where they are analyzed using deep 
learning algorithms with the option to 
hold them at the gateway until a verdict  
is determined. 

In the case of Capture ATP, when files are 
identified as malicious, they are blocked, 
and a hash is immediately created 
within the Capture ATP database for all 
customers to leverage to block follow-on 
attacks. These signatures are eventually 
sent to firewalls to create static defenses. 
Results generated by CSa are not shared 
outside your organization for privacy and 
compliance reasons. 

These services analyze a broad range 
of operating systems and file types, 
including executable programs, DLL, 
PDFs, MS Office documents, archives, 
JAR and APK. 

For complete endpoint protection, the 
SonicWall Capture Client combines next-
generation antivirus technology with 
SonicWall's cloud-based multi-engine 
sandbox with optional integration with 
SonicWall firewalls.

Streaming Data

PDF

Email

Data File

101001001010

010100101101

010010100100

101001010010

110101010010

010100100010

101100100101

Endpoint

Artifact 1

Artifact 2

Artifact 3

Artifact 4

Hypervisor

Emulation

Virtualization

RTDMI

Deep Learning 
Algorithms

MACHINE 
LEARNING

Classified Malware

RANSOMWARE
Locky

RANSOMWARE
WannaCry

TROJAN
Spartan

UNKNOWN

CLOUD CAPTURE 
SANDBOX

SENT

BLOCK

A

B

C

D

A B C D

BLOCK 
until 

VERDICT

GoodBad



4

Reassembly-Free Deep Packet 
Inspection engine
The SonicWall Reassembly-Free Deep 
Packet Inspection (RFDPI) is a single-
pass, low latency inspection system that 
performs stream-based, bi-directional 
traffic analysis at high speed without 
proxying or buffering to effectively 
uncover intrusion attempts and malware 
downloads while identifying application 
traffic regardless of port and protocol. 
This proprietary engine relies on 
streaming traffic payload inspection to 
detect threats at Layers 3-7, and takes 

network streams through extensive and 
repeated normalization and decryption 
in order to neutralize advanced evasion 
techniques that seek to confuse 
detection engines and sneak malicious 
code into the network.

Once a packet undergoes the necessary 
pre-processing, including TLS/SSL 
decryption, it is analyzed against a single, 
proprietary memory representation of 
three signature databases: intrusion 
attacks, malware and applications.  
The connection state is then advanced 
to represent the position of the stream 

relative to these databases until it 
encounters a state of attack, or other 

“match” event, at which point a pre-set 
action is taken.

In most cases, the connection is 
terminated and proper logging and 
notification events are created. However, 
the engine can also be configured for 
inspection only or, in case of application 
detection, to provide Layer 7 bandwidth 
management services for the remainder 
of the application stream as soon as the 
application is identified.

Traffic outTraffic out

Proxy
 

Scanning
Packet 

disassembly

Packet assembly-based process

SonicWall stream-based architectureCompetitive proxy-based architecture

When proxy buffer
becomes full or

content too large,
files bypass
scanning.

Traffic in Traffic in

TLS/SSL

Reassembly-free Deep Packet Inspection (RFDPI)

Reassembly-free packet
scanning eliminates proxy

and content size limitations.

Inspection time

Less More

Inspection capacity

Min Max

Inspection time

Less More

Inspection capacity

Min Max
CPU 1

CPU 2

CPU 3

CPU 4

CPU n

TLS/SSL

Centralized management  
and reporting
For highly regulated organizations 
wanting to achieve a fully coordinated 
security governance, compliance and 
risk management strategy, SonicWall 
provides administrators a unified, 
secure and extensible platform to 

manage SonicWall firewalls, wireless 
access points and Dell N-Series 
and X-Series switches through a 
correlated and auditable workstream 
process. Enterprises can easily 
consolidate the management of security 
appliances, reduce administrative 
and troubleshooting complexities, 
and govern all operational aspects of 
the security infrastructure, including 
centralized policy management and 
enforcement; real-time event monitoring; 
user activities; application identifications; 
flow analytics and forensics; compliance 
and audit reporting; and more. In 
addition, enterprises meet the firewall’s 

change management requirements 
through workflow automation which 
provides the agility and confidence 
to deploy the right firewall policies 
at the right time and in conformance 
with compliance regulations. Available 
on premises as SonicWall Global 
Management System and in the cloud 
as Capture Security Center, SonicWall 
management and reporting solutions 
provide a coherent way to manage 
network security by business processes 
and service levels, dramatically 
simplifying lifecycle management of your 
overall security environments compared 
to managing on a device-by-device basis.
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NSa 2650
The NSa 2650 delivers high-speed threat prevention 
over thousands of encrypted and even more unencrypted 
connections to mid-sized organizations and distributed 
enterprises.

NSa 3650 
The SonicWall NSa 3650 is ideal for branch office and small- 
to medium-sized corporate environments concerned about 
throughput capacity and performance.

Dual fansDual fans

8 x 2.5GbE 
SFP ports

4 x 2.5GbE 
SFP ports 12 x 1GbE 

ports
12 x 1GbE 

ports

Expansion bay for future useExpansion module

1GbE 
management

1GbE 
management

Optional 
redundant 

power

Optional 
redundant 

power

PowerPower
Storage 
module

Storage 
module

Console

Console

Dual 
USB ports

Dual 
USB ports

4 x 2.5GbE 
ports2 x 10GbE 

SFP+ ports

4 x 2.5GbE 
ports

Firewall NSa 3650

Firewall throughput 3.75 Gbps 

IPS throughput 1.8 Gbps

Anti-malware throughput 1.5 Gbps

Threat Prevention throughput 1.75 Gbps

Maximum connections 2,000,000

New connections/sec 14,000/sec

Storage module 32 GB

Description SKU

NSa 3650 firewall only 01-SSC-1937

NSa 3650 TotalSecure Advanced (1-
year) 01-SSC-4081

Firewall NSa 2650

Firewall throughput 3.0 Gbps 

IPS throughput 1.4 Gbps

Anti-malware throughput 1.3 Gbps

Threat Prevention throughput 1.5 Gbps 

Maximum connections 1,000,000

New connections/sec 14,000/sec

Storage module 16 GB

Description SKU

NSa 2650 firewall only 01-SSC-1936

NSa 2650 TotalSecure Advanced (1-
year) 01-SSC-1988
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Dual fans Dual fans

Dual power supplies 
(One included)

Dual power supplies 
(One included)

Expansion bay 
for future use

Expansion bay 
for future use

Firewall NSa 4650

Firewall throughput 6.0 Gbps

IPS throughput 2.3 Gbps

Anti-malware throughput 2.45 Gbps

Threat Prevention throughput 2.5 Gbps

Maximum connections 3,000,000

New connections/sec 40,000/sec

Storage module 32 GB

Description SKU

NSa 4650 firewall only 01-SSC-1938

NSa 4650 TotalSecure Advanced (1-
year) 01-SSC-4094

2 x 10GbE 
SFP+ ports

2 x 10GbE 
SFP+ ports

2 x 10GbE 
ports4 x 2.5GbE 

ports
4 x 2.5GbE 

ports

16 x 1GbE 
ports

16 x 1GbE 
ports

Console Console

Storage  
module

Storage  
module

Dual 
USB ports

Dual 
USB ports

1GbE 
management

1GbE 
management

NSa 4650
The SonicWall NSa 4650 secures growing medium-sized 
organizations and branch office locations with enterprise-class 
features and uncompromising performance.

NSa 5650
The SonicWall NSa 5650 is ideal for distributed,  
branch office and corporate environments needing 
significant throughput and high port density.

Firewall NSa 5650

Firewall throughput 6.25 Gbps

IPS throughput 3.4 Gbps

Anti-malware throughput 2.8 Gbps

Threat Prevention throughput 3.4 Gbps

Maximum connections 4,000,000

New connections/sec 40,000/sec

Storage module 64 GB

Description SKU

NSa 5650 firewall only 01-SSC-1939

NSa 5650 TotalSecure Advanced (1-
year) 01-SSC-4342

4 x 2.5GbE 
SFP ports

4 x 2.5GbE 
SFP ports
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Triple fans Triple fans

Dual power supplies 
(One included)

Dual power 
supplies

Expansion bay 
for future use Expansion bay 

for future use

Firewall NSa 6650

Firewall throughput 12.0 Gbps

IPS throughput 6.0 Gbps

Anti-malware throughput 5.4 Gbps

Threat Prevention throughput 5.5 Gbps

Maximum connections 5,000,000

New connections/sec 90,000/sec

Storage module 64 GB

Description SKU

NSa 6650 firewall only 01-SSC-1940

NSa 6650 TotalSecure Advanced (1-
year) 01-SSC-2209

2 x 10GbE 
ports

10 x 10GbE 
SFP+ ports

2 x 10GbE 
ports

6 x 10GbE 
SFP+ ports 8 x 2.5GbE 

ports 8 x 2.5GbE 
ports

8 x 1GbE 
ports 8 x 1GbE 

ports

Console Console

Storage  
module Storage  

module

Dual 
USB ports

Dual 
USB ports

1GbE 
management

LCD 
display

LCD 
controls 1GB 

management

NSa 6650
The SonicWall NSa 6650 is ideal for large distributed and 
corporate central site sites requiring high throughput capacity 
and performance. 

NSa 9250/9450/9650
The SonicWall NSa 9250/9450/9650 provide distributed 
enterprises and data centers with scalable, deep security  
at multi-gigabit speeds.

Firewall NSa 9250 NSa 9450 NSa 9650

Firewall throughput 12.0 Gbps 17.1 Gbps 17.1 Gbps

IPS throughput 7.2 Gbps 10.2 Gbps 10.3 Gbps

Anti-malware 
throughput 6.5 Gbps 8.0 Gbps 8.5 Gbps

Threat Prevention 
throughput 6.5 Gbps 9.0 Gbps 9.4 Gbps

Maximum 
connections 7,500,000 10,000,000 12,500,000

New connections/sec 90,000/sec 130,000/sec 130,000/sec

Storage modules 1 TB, 128 GB 1 TB, 128 GB 1 TB, 256 GB

Description SKU SKU SKU

NSa firewall only 01-SSC-1941 01-SSC-1942 01-SSC-1943

NSa TotalSecure 
Advanced (1-year) 01-SSC-2854 01-SSC-4358 01-SSC-3475

4 x 2.5GbE 
SFP ports
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Features

RFDPI ENGINE
Feature Description

Reassembly-Free Deep Packet 
Inspection (RFDPI)

This high-performance, proprietary and patented inspection engine performs stream-based, bi-directional traffic analysis, 
without proxying or buffering, to uncover intrusion attempts and malware and to identify application traffic regardless of 
port.

Bi-directional inspection Scans for threats in both inbound and outbound traffic simultaneously to ensure that the network is not used to distribute 
malware and does not become a launch platform for attacks in case an infected machine is brought inside.

Stream-based inspection Proxy-less and non-buffering inspection technology provides ultra-low latency performance for DPI of millions of 
simultaneous network streams without introducing file and stream size limitations, and can be applied on common 
protocols as well as raw TCP streams.

Highly parallel and scalable The unique design of the RFDPI engine works with the multi-core architecture to provide high DPI throughput and 
extremely high new session establishment rates to deal with traffic spikes in demanding networks.

Single-pass inspection A single-pass DPI architecture simultaneously scans for malware, intrusions and application identification, drastically 
reducing DPI latency and ensuring that all threat information is correlated in a single architecture.

Feature Description

Secure SD-WAN An alternative to more expensive technologies such as MPLS, Secure SD-WAN enables distributed enterprise 
organizations to build, operate and manage secure, high-performance networks across remote sites for the purpose of 
sharing data, applications and services using using readily-available, low-cost public internet services.

REST APIs Allows the firewall to receive and leverage any and all proprietary, original equipment manufacturer and third-party 
intelligence feeds to combat advanced threats such as zero-day, malicious insider, compromised credentials, ransomware 
and advanced persistent threats.

Stateful packet inspection All network traffic is inspected, analyzed and brought into compliance with firewall access policies.

High availability/clustering The NSa series supports Active/Passive (A/P) with state synchronization, Active/Active (A/A) DPI and Active/Active 
clustering high availability modes. Active/Active DPI offloads the deep packet inspection load to cores on the passive 
appliance to boost throughput.

DDoS/DoS attack protection SYN flood protection provides a defense against DoS attacks using both Layer 3 SYN proxy and Layer 2 SYN blacklisting 
technologies. Additionally, it protects against DoS/DDoS through UDP/ICMP flood protection and connection rate limiting.

IPv6 support Internet Protocol version 6 (IPv6) is in its early stages to replace IPv4. With SonicOS, the hardware will support filtering 
and wire mode implementations.

Flexible deployment options The NSa series can be deployed in traditional NAT, Layer 2 bridge, wire and network tap modes.

WAN load balancing Load-balances multiple WAN interfaces using Round Robin, Spillover or Percentage methods. 

Advanced quality of service (QoS) Guarantees critical communications with 802.1p, DSCP tagging, and remapping of VoIP traffic on the network.

H.323 gatekeeper and SIP proxy support Blocks spam calls by requiring that all incoming calls are authorized and authenticated by H.323 gatekeeper or SIP proxy.

Single and cascaded Dell N-Series and 
X-Series switch management

Manage security settings of additional ports, including Portshield, HA, PoE and PoE+, under a single pane of glass using 
the firewall management dashboard for Dell’s N-Series and X-Series network switch.

Biometric authentication Supports mobile device authentication such as fingerprint recognition that cannot be easily duplicated or shared to 
securely authenticate the user identity for network access.

Open authentication and social login Enable guest users to use their credentials from social networking services such as Facebook, Twitter, or Google+ to sign 
in and access the Internet and other guest services through a host's wireless, LAN or DMZ zones using pass-through 
authentication.

MANAGEMENT AND REPORTING
Feature Description

Cloud-based and on-premises 
management

Configuration and management of SonicWall appliances is available via the cloud through the SonicWall Capture Security 
Center and on-premises using SonicWall Global Management System (GMS).

Powerful single device management An intuitive web-based interface allows quick and convenient configuration, in addition to a comprehensive command-line 
interface and support for SNMPv2/3.

IPFIX/NetFlow application flow reporting Exports application traffic analytics and usage data through IPFIX or NetFlow protocols for real-time and historical 
monitoring and reporting with tools such as SonicWall Scrutinizer or other tools that support IPFIX and NetFlow with 
extensions.

VIRTUAL PRIVATE NETWORKING (VPN)
Feature Description

Auto-provision VPN Simplifies and reduces complex distributed firewall deployment down to a trivial effort by automating the initial site-to-site 
VPN gateway provisioning between SonicWall firewalls while security and connectivity occurs instantly and automatically.

IPSec VPN for site-to-site connectivity High-performance IPSec VPN allows the NSa series to act as a VPN concentrator for thousands of other large sites,
branch offices or home offices.

SSL VPN or IPSec client remote access Utilizes clientless SSL VPN technology or an easy-to-manage IPSec client for easy access to email, files, computers, 
intranet sites and applications from a variety of platforms.
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Redundant VPN gateway When using multiple WANs, a primary and secondary VPN can be configured to allow seamless, automatic failover and 
failback of all VPN sessions.

Route-based VPN The ability to perform dynamic routing over VPN links ensures continuous uptime in the event of a temporary VPN tunnel 
failure, by seamlessly re-routing traffic between endpoints through alternate routes.

CONTENT/CONTEXT AWARENESS
Feature Description

User activity tracking User identification and activity are made available through seamless AD/LDAP/Citrix/Terminal Services SSO integration
combined with extensive information obtained through DPI.

GeoIP country traffic identification Identifies and controls network traffic going to or coming from specific countries to either protect against attacks from 
known or suspected origins of threat activity, or to investigate suspicious traffic originating from the network. Ability 
to create custom country and Botnet lists to override an incorrect country or Botnet tag associated with an IP address. 
Eliminates unwanted filtering of IP addresses due to misclassification.

Regular expression DPI filtering Prevents data leakage by identifying and controlling content crossing the network through regular expression matching. 
Provides the ability to create custom country and Botnet lists to override an incorrect country or Botnet tag associated with 
an IP address. 

Breach prevention subscription services

CAPTURE ADVANCED THREAT PROTECTION
Feature Description

Multi-engine sandboxing The multi-engine sandbox platform, which includes virtualized sandboxing, full system emulation, and hypervisor level 
analysis technology, executes suspicious code and analyzes behavior, providing comprehensive visibility to malicious 
activity.

Real-Time Deep Memory Inspection 
(RTDMI)

This patent-pending cloud-based technology detects and blocks malware that does not exhibit any malicious behavior and 
hides its weaponry via encryption. By forcing malware to reveal its weaponry into memory, the RTDMI engine proactively 
detects and blocks mass-market, zero-day threats and unknown malware.

Block until verdict To prevent potentially malicious files from entering the network, files sent to the cloud for analysis can be held at the 
gateway until a verdict is determined.

Broad file type and size analysis Supports analysis of a broad range of file types, either individually or as a group, including executable programs (PE), DLL, 
PDFs, MS Office documents, archives, JAR, and APK plus multiple operating systems including Windows, Android, Mac 
OS X and multi-browser environments.

Rapid deployment of signatures When a file is identified as malicious, a signature is immediately deployed to firewalls with SonicWall Capture ATP 
subscriptions and Gateway Anti-Virus and IPS signature databases and the URL, IP and domain reputation databases 
within 48 hours.

Capture Client Capture Client is a unified client platform that delivers multiple endpoint protection capabilities, including advanced 
malware protection and support for visibility into encrypted traffic. It leverages layered protection technologies, 
comprehensive reporting and endpoint protection enforcement.

 CAPTURE SECURITY APPLIANCE (CSa)
Feature Description

Compliance-centered malware detection Analyze suspicious files in your own environment without sending files or results to a third-party cloud.

Built-in integrations CSa supports out of the box integrations with other security solutions (firewalls and email security) from SonicWall.

Near real-time protection SonicWall’s patented RTDMI technology helps detect malware quickly, even for previously unknown malware, that CSa 
can enable the block until verdict capability on SonicWall next-generation firewalls.

Deployment CSa can be configured on a private network directly connected to a singular edge firewall or be reachable over the Internet 
directly or using VPN by branch firewalls.

ENCRYPTED THREAT PREVENTION
Feature Description

TLS/SSL decryption and inspection Decrypts and inspects TLS/SSL encrypted traffic on the fly, without proxying, for malware, intrusions and data leakage, 
and applies application, URL and content control policies in order to protect against threats hidden in encrypted traffic. 
Included with security subscriptions for all NSa series models.

SSH inspection Deep packet inspection of SSH (DPI-SSH) decrypts and inspect data traversing over SSH tunnel to prevent attacks that leverage 
SSH.

INTRUSION PREVENTION
Feature Description

Countermeasure-based protection Tightly integrated intrusion prevention system (IPS) leverages signatures and other countermeasures to scan packet 
payloads for vulnerabilities and exploits, covering a broad spectrum of attacks and vulnerabilities.

Automatic signature updates The SonicWall Threat Research Team continuously researches and deploys updates to an extensive list of IPS countermeasures 
that covers more than 50 attack categories. The new updates take immediate effect without any reboot or service interruption 
required.

Intra-zone IPS protection Bolsters internal security by segmenting the network into multiple security zones with intrusion prevention, preventing 
threats from propagating across the zone boundaries.
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Botnet command and control (CnC) 
detection and blocking

Identifies and blocks command and control traffic originating from bots on the local network to IPs and domains that are 
identified as propagating malware or are known CnC points.

Protocol abuse/anomaly Identifies and blocks attacks that abuse protocols in an attempt to sneak past the IPS.

Zero-day protection Protects the network against zero-day attacks with constant updates against the latest exploit methods and techniques 
that cover thousands of individual exploits.

Anti-evasion technology Extensive stream normalization, decoding and other techniques ensure that threats do not enter the network undetected 
by utilizing evasion techniques in Layers 2-7.

THREAT PREVENTION
Feature Description

Gateway anti-malware The RFDPI engine scans all inbound, outbound and intra-zone traffic for viruses, Trojans, key loggers and other malware in 
files of unlimited length and size across all ports and TCP streams.

Capture Cloud malware protection A continuously updated database of tens of millions of threat signatures resides in the SonicWall cloud servers and is 
referenced to augment the capabilities of the onboard signature database, providing RFDPI with extensive coverage of 
threats.

Around-the-clock security updates New threat updates are automatically pushed to firewalls in the field with active security services, and take effect 
immediately without reboots or interruptions.

Bi-directional raw TCP inspection The RFDPI engine is capable of scanning raw TCP streams on any port bi-directionally preventing attacks that they to 
sneak by outdated security systems that focus on securing a few well-known ports.

Extensive protocol support Identifies common protocols such as HTTP/S, FTP, SMTP, SMBv1/v2 and others, which do not send data in raw TCP, and 
decodes payloads for malware inspection, even if they do not run on standard, well-known ports.

APPLICATION INTELLIGENCE AND CONTROL
Feature Description

Application control Control applications, or individual application features, that are identified by the RFDPI engine against a continuously 
expanding database of over thousands of application signatures, to increase network security and enhance network 
productivity.

Custom application identification Control custom applications by creating signatures based on specific parameters or patterns unique to an application in its 
network communications, in order to gain further control over the network.

Application bandwidth management Granularly allocate and regulate available bandwidth for critical applications or application categories while inhibiting 
nonessential application traffic.

Granular control Control applications, or specific components of an application, based on schedules, user groups, exclusion lists and a 
range of actions with full SSO user identification through LDAP/AD/Terminal Services/Citrix integration.

CONTENT FILTERING
Feature Description

Inside/outside content filtering Enforce acceptable use policies and block access to HTTP/HTTPS websites containing information or images that are 
objectionable or unproductive with Content Filtering Service and Content Filtering Client.

Enforced Content Filtering Client Extend policy enforcement to block internet content for Windows, Mac OS, Android and Chrome devices located outside 
the firewall perimeter.

Granular controls Block content using the predefined categories or any combination of categories. Filtering can be scheduled by time of day, 
such as during school or business hours, and applied to individual users or groups.

Web caching URL ratings are cached locally on the SonicWall firewall so that the response time for subsequent access to frequently 
visited sites is only a fraction of a second.

ENFORCED ANTIVIRUS AND ANTI-SPYWARE
Feature Description

Multi-layered protection Utilize the firewall capabilities as the first layer of defense at the perimeter, coupled with endpoint protection to block, 
viruses entering network through laptops, thumb drives and other unprotected systems.

Automated enforcement option Ensure every computer accessing the network has the appropriate antivirus software and/or DPI-SSL certificate installed 
and active, eliminating the costs commonly associated with desktop antivirus management.

Automated deployment and installation 
option

Machine-by-machine deployment and installation of antivirus and anti-spyware clients is automatic across the network, 
minimizing administrative overhead.

Next-generation antivirus Capture Client uses a static artificial intelligence (AI) engine to determine threats before they can execute and roll back to 
a previous uninfected state.

Spyware protection Powerful spyware protection scans and blocks the installation of a comprehensive array of spyware programs on desktops 
and laptops before they transmit confidential data, providing greater desktop security and performance.
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Firewall
•	 Stateful packet inspection 

•	 Reassembly-Free Deep Packet Inspection

•	 DDoS attack protection (UDP/ICMP/ 
SYN flood)

•	 IPv4/IPv6

•	 Biometric authentication for remote access

•	 DNS proxy

•	 REST APIs

TLS/SSL/SSH decryption  
and inspection1

•	 Deep packet inspection for TLS/SSL/SSH

•	 Inclusion/exclusion of objects, groups or 
hostnames

•	 TLS/SSL control

•	 Granular DPI SSL controls per zone or rule

Capture advanced threat protection1

•	 Real-Time Deep Memory Inspection

•	 Cloud-based multi-engine analysis

•	 Virtualized sandboxing

•	 Hypervisor level analysis

•	 Full system emulation

•	 Broad file type examination

•	 Automated and manual submission

•	 Real-time threat intelligence updates

•	 Block until verdict

•	 Capture Client 

Intrusion prevention1

•	 Signature-based scanning 

•	 Automatic signature updates

•	 Bi-directional inspection

•	 Granular IPS rule capability

•	 GeoIP enforcement

•	 Botnet filtering with dynamic list

•	 Regular expression matching

Anti-malware1

•	 Stream-based malware scanning

•	 Gateway anti-virus

•	 Gateway anti-spyware

•	 Bi-directional inspection

•	 No file size limitation

•	 Cloud malware database 

Application identification1

•	 Application control

•	 Application bandwidth management

•	 Custom application signature creation

•	 Data leakage prevention

•	 Application reporting over NetFlow/IPFIX

•	 Comprehensive application signature 
database

Traffic visualization and analytics
•	 User activity

•	 Application/bandwidth/threat usage

•	 Cloud-based analytics 

HTTP/HTTPS Web content filtering1

•	 URL filtering

•	 Proxy avoidance

•	 Keyword blocking

•	 Policy-based filtering (exclusion/inclusion)

•	 HTTP header insertion

•	 Bandwidth manage CFS rating categories

•	 Unified policy model with app control

•	 Content Filtering Client

VPN 
•	 Auto-provision VPN

•	 IPSec VPN for site-to-site connectivity

•	 SSL VPN and IPSec client remote access

•	 Redundant VPN gateway

•	 Mobile Connect for iOS, Mac OS X, Windows, 
Chrome, Android and Kindle Fire

•	 Route-based VPN (OSPF, RIP, BGP)

Networking
•	 Secure SD-WAN 

•	 PortShield

•	 Jumbo frames

•	 Enhanced logging

•	 VLAN trunking

•	 RSTP (Rapid Spanning Tree Protocol)

•	 Port mirroring

•	 Layer-2 QoS

•	 Port security

•	 Dynamic routing (RIP/OSPF/BGP)

•	 SonicWall wireless controller

•	 Policy-based routing (ToS/metric and ECMP)

•	 NAT

•	 DNS security

•	 DHCP server

•	 Bandwidth management

•	 Link aggregation (static and dynamic)

•	 Port redundancy

•	 A/P high availability with state sync

•	 A/A clustering

•	 Inbound/outbound load balancing

•	 L2 bridge, wire/virtual wire mode, tap mode

•	 3G/4G WAN failover

•	 Asymmetric routing

•	 Common Access Card (CAC) support

Wireless
•	 WIDS/WIPS

•	 RF spectrum analysis

•	 Rogue AP prevention

•	 Fast roaming (802.11k/r/v)

•	 Auto-channel selection

•	 Floor plan view/Topology view

•	 Band steering

•	 Beamforming

•	 AirTime fairness

•	 MiFi extender

•	 Guest cyclic quota

•	 LHM guest portal

VoIP
•	 Granular QoS control

•	 Bandwidth management

•	 SIP and H.323 transformations per access rule

•	 H.323 gatekeeper and SIP proxy support

Management and monitoring
•	 Capture Security Center, GMS, Web UI, CLI, 

REST APIs, SNMPv2/v3 

•	 Logging

•	 Netflow/IPFix exporting

•	 Cloud-based configuration backup 

•	 BlueCoat Security Analytics Platform

•	 SonicWall access point management

•	 Dell N-Series and X-Series switch 
management including cascaded switches

Local storage
•	 Logs

•	 Reports

•	 Firmware backups

1Requires added subscription

SonicOS feature summary
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NSa series system specifications
Firewall general NSa 2650 NSa 3650 NSa 4650 NSa 5650
Operating system SonicOS 6.5.4

Interfaces

4 x 2.5-GbE SFP,
4 x 2.5-GbE,
12 x 1-GbE,

1 GbE Management,
1 Console

2 x 10-GbE SFP+, 
8 x 2.5-GbE SFP, 

4 x 2.5-GbE, 
12 x 1-GbE, 

1 GbE Management, 
1 Console

2 x 10-GbE SFP+, 
4 x 2.5-GbE SFP, 

4 x 2.5-GbE, 
16 x 1-GbE, 

1 GbE Management, 
1 Console

2 x 10-GbE SFP+, 
2 x 10-GbE,

4 x 2.5-GbE SFP, 
4 x 2.5-GbE, 
16 x 1-GbE, 

1 GbE Management, 
1 Console

Expansion 1 Expansion Slot (Rear)*
Built-in storage (SSD) 16 GB 32 GB 32 GB 64 GB
Management CLI, SSH, Web UI, Capture Security Center, GMS, REST APIs
SSO users 40,000 50,000 60,000 70,000 
Maximum access points supported 48 96 128 192
Logging Analyzer, Local Log, Syslog
Firewall/VPN Performance NSa 2650 NSa 3650 NSa 4650 NSa 5650
Firewall inspection throughput1 3.0 Gbps 3.75 Gbps 6.0 Gbps 6.25 Gbps
Threat Prevention throughput2 1.5 Gbps 1.75 Gbps 2.5 Gbps 3.4 Gbps
Application inspection throughput2 1.85 Gbps 2.1 Gbps 3.0 Gbps 4.25 Gbps
IPS throughput2 1.4 Gbps 1.8 Gbps 2.3 Gbps 3.4 Gbps
Anti-malware inspection throughput2 1.3 Gbps 1.5 Gbps 2.45 Gbps 2.8 Gbps
TLS/SSL decryption and inspection throughput (DPI SSL)2 300 Mbps 320 Mbps 675 Mbps 800 Mbps
VPN throughput3 1.45 Gbps 1.5 Gbps 3.0 Gbps 3.5 Gbps
Connections per second 14,000/sec 14,000/sec 40,000/sec 40,000/sec
Maximum connections (SPI) 1,000,000 2,000,000 3,000,000 4,000,000
Maximum connections (DPI) 500,000 750,000 1,000,000 1,500,000
Default/Maximum Connections (DPI SSL) 100,000/60,000 100,000/40,000 175,000/145,000 175,000/125,000

VPN NSa 2650 NSa 3650 NSa 4650 NSa 5650
Site-to-site tunnels 1,000 3,000 4,000 6,000
IPSec VPN clients (max) 50 (1,000) 500 (3,000) 2,000 (4,000) 2,000 (6,000)
SSL VPN NetExtender clients (max) 2 (350) 2 (500) 2 (1,000) 2 (1,500)
Encryption/Authentication DES, 3DES, AES (128, 192, 256-bit)/MD5, SHA-1, Suite B Cryptography
Key exchange Diffie Hellman Groups 1, 2, 5, 14v
Route-based VPN RIP, OSPF, BGP
Networking NSa 2650 NSa 3650 NSa 4650 NSa 5650
IP address assignment Static (DHCP, PPPoE, L2TP and PPTP client), Internal DHCP server, DHCP Relay
NAT modes 1:1, many:1, 1:many, flexible NAT (overlapping IPS), PAT, transparent mode
VLAN interfaces 256 256 400 500
Routing protocols BGP, OSPF, RIPv1/v2, static routes, policy-based routing
QoS Bandwidth priority, max bandwidth, guaranteed bandwidth, DSCP marking, 802.1p

Authentication LDAP (multiple domains), XAUTH/RADIUS, SSO, Novell, internal user database, Terminal Services, Citrix,  
Common Access Card (CAC)

VoIP Full H323-v1-5, SIP
Standards TCP/IP, ICMP, HTTP, HTTPS, IPSec, ISAKMP/IKE, SNMP, DHCP, PPPoE, L2TP, PPTP, RADIUS, IEEE 802.3
Certifications (in progress) ICSA Firewall, ICSA Anti-Virus, FIPS 140-2, Common Criteria NDPP (Firewall and IPS), UC APL, USGv6, CsFC

High availability5 Active/Passive with State 
Sync

Active/Passive with State Sync
Active/Active Clustering

Active/Passive with State 
Sync, Active/Active DPI 
with State Sync, Active/

Active Clustering
Hardware NSa 2650 NSa 3650 NSa 4650 NSa 5650

Power supply Dual, redundant
120W (one included)

Dual, redundant
350W (one included)

Fans Dual, Fixed Dual, Removable
Input power 100-240 VAC, 50-60 Hz
Maximum power consumption (W) 37.2 46 93.6 103.6
MTBF @25ºC in hours 162,231 156,681 154,529 153,243
MTBF @25ºC in years 18.5 17.9 17.6 17.5
Form factor 1U Rack Mountable
Dimensions 16.9 x 12.8 x 1.8 in (43 x 32.5 x 4.5 cm) 16.9 x 16.3 x 1.8 in (43 x 41.5 x 4.5 cm)
Weight 11.5 lb (5.2 kg) 11.7 lb (5.3 kg) 15.2 lb (6.9 kg) 15.2 lb (6.9 kg)
WEEE weight 12.1 lb (5.5 kg) 12.3 lb (5.6 kg) 19.6 lb (8.9 kg) 19.6 lb (8.9 kg)
Shipping weight 17.0 lb (7.7 kg) 17.2 lb (7.8 kg) 24.9 lb (11.3 kg) 24.9 lb (11.3 kg)

Major regulatory FCC Class A, ICES Class A, CE (EMC, LVD, RoHS), C-Tick, VCCI Class A, UL/cUL, TUV/GS, CB, Mexico CoC by UL, WEEE, 
REACH, BSMI, KCC/MSIP, ANATEL

Environment (Operating/Storage) 32°-105° F (0°-40° C)/-40° to 158° F (-40° to 70° C)
Humidity 10-90% non-condensing
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NSa series system specifications con't
Firewall general NSa 6650 NSa 9250 NSa 9450 NSa 9650
Operating system SonicOS 6.5.4

Interfaces

6 x 10-GbE SFP+,  
2 x 10-GbE,  

4 x 2.5-GbE SFP,  
8 x 2.5-GbE,  
8 x 1-GbE,  

1 GbE Management,  
1 Console

10 x 10-GbE SFP+,  
2 x 10-GbE,  
8 x 2.5-GbE,  
8 x 1-GbE,  

1 GbE Management,  
1 Console

10 x 10-GbE SFP+,  
2 x 10-GbE,  
8 x 2.5-GbE, 
8 x 1-GbE,  

1 GbE Management,  
1 Console

10 x 10-GbE SFP+,  
2 x 10-GbE,  
8 x 2.5-GbE,  
8 x 1-GbE,  

1 GbE Management,  
1 Console

Expansion 1 Expansion Slot (Rear)*
Built-in storage (SSD) 64 GB 1TB, 128 GB 1TB, 128 GB 1TB, 256 GB

Management
CLI, SSH, Web UI, Capture 

Security Center, GMS,  
REST APIs

CLI, SSH, Web UI, GMS, REST APIs

SSO users 70,000 80,000 90,000 100,000 
Maximum access points supported 192 192 192 192
Logging Analyzer, Local Log, Syslog, IPFIX, NetFlow
Firewall/VPN Performance NSa 6650 NSa 9250 NSa 9450 NSa 9650
Firewall inspection throughput1 12.0 Gbps 12.0 Gbps 17.1 Gbps 17.1 Gbps
Threat Prevention throughput2 5.5 Gbps 6.5 Gbps 9.0 Gbps 9.4 Gbps
Application inspection throughput2 6.0 Gbps 7.8 Gbps 10.8 Gbps 11.5 Gbps
IPS throughput2 6.0 Gbps 7.2 Gbps 10.2 Gbps 10.3 Gbps
Anti-malware inspection throughput2 5.4 Gbps 6.5 Gbps 8.0 Gbps 8.5 Gbps
TLS/SSL decryption and inspection throughput (DPI SSL)2 1.45 Gbps 1.5 Gbps 2.1 Gbps 2.25 Gbps
VPN throughput3 6.0 Gbps 6.75 Gbps 10.0 Gbps 10.0 Gbps
Connections per second 90,000/sec 90,000/sec 130,000/sec 130,000/sec
Maximum connections (SPI) 5,000,000 7,500,000 10,000,000 12,500,000
Maximum connections (DPI) 2,000,000 3,000,000 4,000,000 5,000,000
Default/Maximum Connections (DPI SSL) 250,000/170,000 250,000/170,000 450,000/290,000 550,000/320,000

VPN NSa 6650 NSa 9250 NSa 9450 NSa 9650
Site-to-site tunnels 8,000 12,000 12,000 12,000
IPSec VPN clients (max) 2,000 (6,000) 2,000 (6,000) 2,000 (6,000) 2,000 (6,000)
SSL VPN NetExtender clients (max) 2 (2,000) 2 (3,000) 2 (3,000) 50 (3,000)
Encryption/Authentication DES, 3DES, AES (128, 192, 256-bit)/MD5, SHA-1, Suite B Cryptography
Key exchange Diffie Hellman Groups 1, 2, 5, 14v
Route-based VPN RIP, OSPF, BGP
Networking NSa 6650 NSa 9250 NSa 9450 NSa 9650
IP address assignment Static (DHCP, PPPoE, L2TP and PPTP client), Internal DHCP server, DHCP Relay
NAT modes 1:1, many:1, 1:many, flexible NAT (overlapping IPS), PAT, transparent mode
VLAN interfaces 512
Routing protocols BGP, OSPF, RIPv1/v2, static routes, policy-based routing
QoS Bandwidth priority, max bandwidth, guaranteed bandwidth, DSCP marking, 802.1p

Authentication LDAP (multiple domains), XAUTH/RADIUS, SSO, Novell, internal user database, Terminal Services, Citrix,
Common Access Card (CAC)

VoIP Full H323-v1-5, SIP
Standards TCP/IP, ICMP, HTTP, HTTPS, IPSec, ISAKMP/IKE, SNMP, DHCP, PPPoE, L2TP, PPTP, RADIUS, IEEE 802.3
Certifications (in progress) ICSA Firewall, ICSA Anti-Virus, FIPS 140-2, Common Criteria NDPP (Firewall and IPS), UC APL, USGv6, CsFC
High availability5 Active/Passive with State Sync, Active/Active DPI with State Sync, Active/Active Clustering

Hardware NSa 6650 NSa 9250 NSa 9450 NSa 9650

Power supply Dual, redundant
350W (one included) Dual, redundant, 350W

Fans Triple, Removable
Input power 100-240 VAC, 50-60 Hz
Maximum power consumption (W) 144.3 86.7 90.9 113.1
MTBF @25ºC in hours 157,193 139,783 134,900 116,477
MTBF @25ºC in years 17.9 15.96 15.4 13.3
Form factor 1U Rack Mountable
Dimensions 16.9 x 16.3 x 1.8 in (43 x 41.5 x 4.5 cm)
Weight 17.9 lb (8.1 kg) 17.9 lb (8.1 kg)
WEEE weight 22.5 lb (10.2 kg) 22.5 lb (10.2 kg)
Shipping weight 27.8 lb (12.6 kg) 27.8 lb (12.6 kg)

Major regulatory FCC Class A, CE (EMC, LVD, RoHS), C-Tick, VCCI Class A, MSIP/KCC Class A, UL, cUL, TUV/GS, CB, Mexico CoC by UL,
WEEE , REACH, ANATEL, BSMI

Environment (Operating/Storage) 32°-105° F (0°-40° C)/-40° to 158° F (-40° to 70° C)
Humidity 10-90% non-condensing

1 Testing Methodologies: Maximum performance based on RFC 2544 (for firewall). Actual performance may vary depending on network conditions and activated services.  
2 Threat Prevention/Gateway AV/Anti-Spyware/IPS throughput measured using industry standard Spirent WebAvalanche HTTP performance test and Ixia test tools. Testing done with multiple 
flows through multiple port pairs. Threat Prevention throughput measured with Gateway AV, Anti-Spyware, IPS and Application Control enabled. DPI SSL performance measured on HTTPS traffic 
with IPS enabled. 
3 VPN throughput measured using UDP traffic at 1280 byte packet size adhering to RFC 2544. All specifications, features and availability are subject to change. 
4 For every 125,000 DPI connections reduced, the number of available DPI SSL connections increases by 3,000 except for NSa 9250 and above. 
5 Active/Active Clustering and Active/Active DPI with State Sync require purchase of Expanded License except for NSa 9250 and above. 
*Future use. All specifications, features and availability are subject to change.
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NSa series ordering information

NSa 2650 SKU
NSa 2650 TotalSecure Advanced Edition (1-year) 01-SSC-1988

Advanced Gateway Security Suite – Capture ATP, Threat Prevention, and 24x7 Support for NSa 2650 (1-year) 01-SSC-1783

Capture Advanced Threat Protection for NSa 2650 (1-year) 01-SSC-1935

Threat Prevention–Intrusion Prevention, Gateway Anti-Virus, Gateway Anti-Spyware, Cloud Anti-Virus for NSa 2650 (1-year) 01-SSC-1976

24x7 Support for NSa 2650 (1-year) 01-SSC-1541

Content Filtering Service for NSa 2650 (1-year) 01-SSC-1970

Capture Client Based on user count

Comprehensive Anti-Spam Service for NSa 2650 (1-year) 01-SSC-2001

NSa 3650 SKU
NSa 3650 TotalSecure Advanced Edition (1-year) 01-SSC-4081

Advanced Gateway Security Suite – Capture ATP, Threat Prevention, and 24x7 Support for NSa 3650 (1-year) 01-SSC-3451

Capture Advanced Threat Protection for NSa 3650 (1-year) 01-SSC-3457

Threat Prevention–Intrusion Prevention, Gateway Anti-Virus, Gateway Anti-Spyware, Cloud Anti-Virus for NSa 3650 (1-year) 01-SSC-3632

24x7 Support for NSa 3650 (1-year) 01-SSC-3439

Content Filtering Service for NSa 3650 (1-year) 01-SSC-3469

Capture Client Based on user count

Comprehensive Anti-Spam Service for NSa 3650 (1-year) 01-SSC-4030

NSa 4650 SKU
NSa 4650 TotalSecure Advanced Edition (1-year) 01-SSC-4094

Advanced Gateway Security Suite – Capture ATP, Threat Prevention, and 24x7 Support for NSa 4650 (1-year) 01-SSC-3493

Capture Advanced Threat Protection for NSa 4650 (1-year) 01-SSC-3499

Threat Prevention–Intrusion Prevention, Gateway Anti-Virus, Gateway Anti-Spyware, Cloud Anti-Virus for NSa 4650 (1-year) 01-SSC-3589

24x7 Support for NSa 4650 (1-year) 01-SSC-3487

Content Filtering Service for NSa 4650 (1-year) 01-SSC-3583

Capture Client Based on user count

Comprehensive Anti-Spam Service for NSa 4650 (1-year) 01-SSC-4062

NSa 5650 SKU
NSa 5650 TotalSecure Advanced Edition (1-year) 01-SSC-4342

Advanced Gateway Security Suite – Capture ATP, Threat Prevention, and 24x7 Support for NSa 5650 (1-year) 01-SSC-3674

Capture Advanced Threat Protection for NSa 5650 (1-year) 01-SSC-3680

Threat Prevention – Intrusion Prevention, Gateway Anti-Virus, Gateway Anti-Spyware, Cloud Anti-Virus for NSa 5650 (1-year) 01-SSC-3698

24x7 Support for NSa 5650 (1-year) 01-SSC-3660

Content Filtering Service for NSa 5650 (1-year) 01-SSC-3692

Capture Client Based on user count

Comprehensive Anti-Spam Service for NSa 5650 (1-year) 01-SSC-4068

NSa 6650 SKU
NSa 6650 TotalSecure Advanced Edition (1-year) 01-SSC-2209

Advanced Gateway Security Suite – Capture ATP, Threat Prevention, and 24x7 Support for NSa 6650 (1-year) 01-SSC-8761

Capture Advanced Threat Protection for NSa 6650 (1-year) 01-SSC-8930

Threat Prevention – Intrusion Prevention, Gateway Anti-Virus, Gateway Anti-Spyware, Cloud Anti-Virus for NSa 6650 (1-year) 01-SSC-8979

24x7 Support for NSa 6650 (1-year) 01-SSC-8663

Content Filtering Service for NSa 6650 (1-year) 01-SSC-8972

Capture Client Based on user count

Comprehensive Anti-Spam Service for NSa 6650 (1-year) 01-SSC-9131

NSa 9250 SKU
NSa 9250 TotalSecure Advanced Edition (1-year) 01-SSC-2854

Advanced Gateway Security Suite – Capture ATP, Threat Prevention, and 24x7 Support for NSa 9250 (1-year) 01-SSC-0038

Capture Advanced Threat Protection for NSa 9250 (1-year) 01-SSC-0121

Threat Prevention – Intrusion Prevention, Gateway Anti-Virus, Gateway Anti-Spyware, Cloud Anti-Virus for NSa 9250 (1-year) 01-SSC-0343

24x7 Support for NSa 9250 (1-year) 01-SSC-0032

Content Filtering Service for NSa 9250 (1-year) 01-SSC-0331

Capture Client Based on user count
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About SonicWall
SonicWall delivers Boundless Cybersecurity for the hyper-distributed 
era and a work reality where everyone is remote, mobile and unsecure. 
By knowing the unknown, providing real-time visibility and enabling 
breakthrough economics, SonicWall closes the cybersecurity business gap 
for enterprises, governments and SMBs worldwide. For more information, 
visit www.sonicwall.com

Regulatory model numbers:
NSa 2650 - 1RK38-0C8
NSa 3650 - 1RK38-0C7
NSa 4650 - 1RK39-0C9
NSa 5650 - 1RK39-0CA
NSa 6650 - 1RK39-0CB
NSa 9250 - 1RK39-0CC
NSa 9450 - 1RK39-0CD
NSa 9650 - 1RK39-0CE

NSa 9450 SKU
NSa 9450 TotalSecure Advanced Edition (1-year) 01-SSC-4358

Advanced Gateway Security Suite – Capture ATP, Threat Prevention, and 24x7 Support for NSa 9450 (1-year) 01-SSC-0414

Capture Advanced Threat Protection for NSa 9450 (1-year) 01-SSC-0855

Threat Prevention – Intrusion Prevention, Gateway Anti-Virus, Gateway Anti-Spyware, Cloud Anti-Virus for NSa 9450 (1-year) 01-SSC-1196

24x7 Support for NSa 9450 0 (1-year) 01-SSC-0407

Content Filtering Service for NSa 9450 (1-year) 01-SSC-1158

Capture Client Based on user count

NSa 9650 SKU
NSa 9650 TotalSecure Advanced Edition (1-year) 01-SSC-3475

Advanced Gateway Security Suite – Capture ATP, Threat Prevention, 24x7 Support for NSa 9650 (1-year) 01-SSC-2036

Capture Advanced Threat Protection for NSa 9650 (1-year) 01-SSC-2042

Threat Prevention – Intrusion Prevention, Gateway Anti-Virus, Gateway Anti-Spyware, Cloud Anti-Virus for NSa 9650 (1-year) 01-SSC-2142

24x7 Support for NSa 9650 0 (1-year) 01-SSC-1989

Content Filtering Service for NSa 9650 (1-year) 01-SSC-2136

Capture Client Based on user count

Modules and accessories* SKU
10GBASE-SR SFP+ Short Reach Module 01-SSC-9785

10GBASE-LR SFP+ Long Reach Module 01-SSC-9786

10GBASE SFP+ 1M Twinax Cable 01-SSC-9787

10GBASE SFP+ 3M Twinax Cable 01-SSC-9788

1000BASE-SX SFP Short Haul Module 01-SSC-9789

1000BASE-LX SFP Long Haul Module 01-SSC-9790

1000BASE-T SFP Copper Module 01-SSC-9791
 
*Please consult with your local SonicWall reseller for a complete list of supported SFP and SFP+ modules

NSa series ordering information con't

Partner Enabled Services

Need help to plan, deploy 
or optimize your SonicWall 
solution? SonicWall Advanced 
Services Partners are trained 
to provide you with world class 
professional services. Learn more 
at www.sonicwall.com/PES.

The Gartner Peer Insights Customers’ Choice logo is a trademark and service mark of Gartner, Inc., and/or its affiliates, and is used herein with permission. All rights reserved. Gartner Peer Insights 
Customers’ Choice distinctions are determined by the subjective opinions of individual end-user customers based on their own experiences, the number of published reviews on Gartner Peer Insights and 
overall ratings for a given vendor in the market, as further described here, and are not intended in any way to represent the views of Gartner or its affiliates.

SonicWall NSa/NSv Firewall Bundle
The following NSa series firewalls are eligible to receive a one-year license to the 
corresponding NSv Virtual Appliance TotalSecure Subscription* at no additional cost.

Eligible NSa Firewall Corresponding NSv Firewall
NSa 5650 NSv 200
NSa 6650 NSv 200
NSa 9250 NSv 400
NSa 9450 NSv 400
NSa 9650 NSv 400

* NSv Virtual Appliance TotalSecure Subscription includes NSv virtual firewall, Gateway Anti-Virus, Anti-
Spyware, Intrusion Prevention and Application Firewall Service, Content Filtering Service and 24x7 Support.

http://www.sonicwall.com
http://www.sonicwall.com
https://www.sonicwall.com/partners/partner-enabled-services/


The SonicOS architecture is at the core of every SonicWall 
physical and virtual firewall including the TZ, NSa, NSv and 
SuperMassive Series. SonicOS leverages our patented*, 
single-pass, low-latency, Reassembly-Free Deep Packet 
Inspection® (RFDPI) and patent-pending Real-Time Deep 

Memory Inspection™ (RTDMI) technologies to deliver 
industry-validated high security effectiveness, SD-WAN, 
real-time visualization, high-speed virtual private networking 
(VPN) and other robust security features.

SonicOS Platform

Firewall features

REASSEMBLY-FREE DEEP PACKET INSPECTION (RFDPI) ENGINE
Feature Description

Reassembly-Free Deep Packet 
Inspection (RFDPI)

This high-performance, proprietary and patented inspection engine performs stream-based, bi-directional 
traffic analysis, without proxying or buffering, to uncover intrusion attempts and malware and to identify 
application traffic regardless of port.

Bi-directional inspection Scans for threats in both inbound and outbound traffic simultaneously to ensure that the network is not 
used to distribute malware and does not become a launch platform for attacks in case an infected machine is 
brought inside.

Stream-based inspection Proxy-less and non-buffering inspection technology provides ultra-low latency performance for DPI of 
millions of simultaneous network streams without introducing file and stream size limitations, and can be 
applied on common protocols as well as raw TCP streams.

Highly parallel and scalable The unique design of the RFDPI engine works with the multi-core architecture to provide high DPI throughput 
and extremely high new session establishment rates to deal with traffic spikes in demanding networks.

Single-pass inspection A single-pass DPI architecture simultaneously scans for malware, intrusions and application identification, 
drastically reducing DPI latency and ensuring that all threat information is correlated in a single architecture.

FIREWALL AND NETWORKING
Feature Description

Secure SD-WAN An alternative to more expensive technologies such as MPLS, Secure SD-WAN enables distributed enterprise 
organizations to build, operate and manage secure, high-performance networks across remote sites for the 
purpose of sharing data, applications and services using readily-available, low-cost public internet services.

REST API Allows the firewall to receive and leverage any and all proprietary, original equipment manufacturer and 
third-party intelligence feeds to combat advanced threats such as zero-day, malicious insider, compromised 
credentials, ransomware and advanced persistent threats.

Stateful packet inspection All network traffic is inspected, analyzed and brought into compliance with firewall access policies.

High availability/clustering Supports Active/Passive (A/P) with state synchronization, Active/Active (A/A) DPI2 and Active/Active 
clustering high availability modes.2 Active/Active DPI offloads the deep packet inspection load to passive 
appliance to boost throughput.

DDoS/DoS attack protection SYN flood protection provides a defense against DOS attacks using both Layer 3 SYN proxy and Layer 2 SYN 
blacklisting technologies. Additionally, it protects against DOS/DDoS through UDP/ICMP flood protection and 
connection rate limiting.

Flexible deployment options The firewall can be deployed in wire, network tap NAT or Layer 2 bridge2 modes.
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FIREWALL AND NETWORKING (CONTINUED)
Feature Description

WAN load balancing Load-balances multiple WAN interfaces using Round Robin, Spillover or Percentage methods. Policy-based 
routing Creates routes based on protocol to direct traffic to a preferred WAN connection with the ability to fail 
back to a secondary WAN in the event of an outage.

Advanced quality of service (QoS) Guarantees critical communications with 802.1p, DSCP tagging and remapping of VoIP traffic on the network.

H.323 gatekeeper and SIP 
proxy support

Blocks spam calls by requiring that all incoming calls are authorized and authenticated by H.323 gatekeeper or 
SIP proxy.

Single and cascaded Dell N-Series 
and X-Series switch management2

Manage security settings of additional ports, including Portshield, HA, PoE and PoE+, under a single pane of 
glass using the firewall management dashboard for Dell's N-Series and X-Series network switches.  

Biometric authentication Supports mobile device authentication such as fingerprint recognition that cannot be easily duplicated or 
shared to securely authenticate the user identity for network access.

Open authentication and social login Enable guest users to use their credential from social networking service such as Facebook, Twitter, or 
Google+ to sign in and access the Internet and other guest services through a host's wireless, LAN or DMZ 
zones using pass-through authentication.

Multi-domain authentication Provides a simple and fast way to administer security polices across all network domains.  Manage individual 
policy to a single domain or group of domains.

MANAGEMENT AND REPORTING
Feature Description

Cloud-based and on-premises 
management

Configuration and management of SonicWall appliances is available via the cloud through the SonicWall 
Capture Security Center and on-premises using SonicWall Global Management System (GMS). 

Powerful single device management An intuitive web-based interface allows quick and convenient configuration, in addition to a comprehensive 
command-line interface and support for SNMPv2/3.

IPFIX/NetFlow application 
flow reporting

Exports application traffic analytics and usage data through IPFIX or NetFlow protocols for real-time and 
historical monitoring and reporting with tools such as SonicWall Analytics or other tools that support IPFIX 
and NetFlow with extensions.

VIRTUAL PRIVATE NETWORKING (VPN)

Feature Description

Auto-provision VPN Simplifies and reduces complex distributed firewall deployment down to a trivial effort by automating the 
initial site-to-site VPN gateway provisioning between SonicWall firewalls while security and connectivity 
occurs instantly and automatically.

IPSec VPN for site-to-site 
connectivity

High-performance IPSec VPN allows the firewall to act as a VPN concentrator for thousands of other large 
sites, branch offices or home offices.

SSL VPN or IPSec client 
remote access

Utilizes clientless SSL VPN technology or an easy-to-manage IPSec client for easy access to email, files, 
computers, intranet sites and applications from a variety of platforms.

Redundant VPN gateway When using multiple WANs, a primary and secondary VPN can be configured to allow seamless, automatic 
failover and failback of

Route-based VPN The ability to perform dynamic routing over VPN links ensures continuous uptime in the event of a temporary 
VPN tunnel failure, by seamlessly re-routing traffic between endpoints through alternate routes.

CONTENT/CONTEXT AWARENESS
Feature Description

User activity tracking User identification and activity are made available through seamless AD/LDAP/Citrix/Terminal Services SSO 
integration combined with extensive information obtained through DPI.

GeoIP country traffic identification Identifies and controls network traffic going to or coming from specific countries to either protect against 
attacks from known or suspected origins of threat activity, or to investigate suspicious traffic originating from 
the network. Ability to create custom country and Botnet lists to override an incorrect country or Botnet tag 
associated with an IP address. Eliminates unwanted filtering of IP addresses due to misclassification.

Regular expression matching 
and filtering

Prevents data leakage by identifying and controlling content crossing the network through regular 
expression matching.
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Breach prevention subscription services
CAPTURE ADVANCED THREAT PROTECTION1

Feature Description

Multi-engine sandboxing The multi-engine sandbox platform, which includes virtualized sandboxing, full system emulation 
and hypervisor level analysis technology, executes suspicious code and analyzes behavior, providing 
comprehensive visibility to malicious activity.

Block until verdict To prevent potentially malicious files from entering the network, files sent to the cloud for analysis can be held 
at the gateway until a verdict is determined.

Broad file type analysis Supports analysis of a broad range of file types, including executable programs (PE), DLL, PDFs, MS Office 
documents, archives, JAR and APK plus multiple operating systems including Windows, Android, Mac OS and 
multi-browser environments.

Rapid deployment of signatures When a file is identified as malicious, a signature is immediately deployed to firewalls with SonicWALL 
Capture subscriptions and Gateway Anti-Virus and IPS signature databases and the URL, IP and domain 
reputation databases within 48 hours.

Capture Client Capture Client uses a static artificial intelligence (AI) engine to determine threats before they can execute and 
rollback to a previous uninfected state.

ENCRYPTED THREAT PREVENTION
Feature Description

TLS/SSL decryption and inspection Decrypts and inspects TLS/SSL encrypted traffic on the fly, without proxying, for malware, intrusions and 
data leakage, and applies application, URL and content control policies in order to protect against threats 
hidden inside of encrypted traffic. Included with security subscriptions for all models except SOHO. Sold as a 
separate license on SOHO.

SSH inspection Deep packet inspection of SSH (DPI-SSH) decrypts and inspects data traversing over SSH tunnels to prevent 
attacks that leverage SSH.

INTRUSION PREVENTION1

Feature Description

Countermeasure-based protection Tightly integrated intrusion prevention system (IPS) leverages signatures and other countermeasures to scan 
packet payloads for vulnerabilities and exploits, covering a broad spectrum of attacks and vulnerabilities.

Automatic signature updates The SonicWall Threat Research Team continuously researches and deploys updates to an extensive list of IPS 
countermeasures that covers more than 50 attack categories. The new updates take immediate effect without 
any reboot or service interruption required.

Intra-zone IPS protection Bolsters internal security by segmenting the network into multiple security zones with intrusion prevention, 
preventing threats from propagating across the zone boundaries.

Botnet command and control (CnC) 
detection and blocking 

Identifies and blocks command and control traffic originating from bots on the local network to IPs and 
domains that are identified as propagating malware or are known CnC points. 

Protocol abuse/anomaly Identifies and blocks attacks that abuse protocols as they attempt to sneak past the IPS.

Zero-day protection Protects the network against zero-day attacks with constant updates against the latest exploit methods and 
techniques that cover thousands of individual exploits.

Anti-evasion technology Extensive stream normalization, decoding and other techniques ensure that threats do not enter the network 
undetected by utilizing evasion techniques in Layers 2-7.

THREAT PREVENTION1

Feature Description

Gateway anti-malware The RFDPI engine scans all inbound, outbound and intra-zone traffic for viruses, Trojans, key loggers and 
other malware in files of unlimited length and size across all ports and TCP streams.

Capture Cloud malware protection A continuously updated database of tens of millions of threat signatures resides in the SonicWall cloud servers 
and is referenced to augment the capabilities of the onboard signature database, providing RFDPI with 
extensive coverage of threats.

Around-the-clock security updates New threat updates are automatically pushed to firewalls in the field with active security services, and take 
effect immediately without reboots or interruptions.

Bi-directional raw TCP inspection The RFDPI engine scans raw TCP streams on any port and bi-directionally to detect and prevent both inbound 
and outbond threats.

Extensive protocol support Identifies common protocols such as HTTP/S, FTP, SMTP, SMBv1/v2 and others, which do not send data in 
raw TCP. Decodes payloads for malware inspection, even if they do not run on standard, well-known ports.
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APPLICATION INTELLIGENCE AND CONTROL1

Feature Description

Application control Controls applications, or individual application features that are identified by the RFDPI engine against a 
continuously expanding database of over thousands of application signatures. This increases network security 
and enhances network productivity.

Custom application identification Controls custom applications by creating signatures based on specific parameters or patterns unique to an 
application in its network communications. This helps gain further control over the network.

Application bandwidth management Application bandwidth management granularly allocates and regulates available bandwidth for critical 
applications (or application categories), while inhibiting nonessential application traffic.

Granular control Controls applications (or specific components of an application) based on schedules, user groups, exclusion lists 
and a range of actions with full SSO user identification through LDAP/AD/Terminal Services/Citrix integration.

CONTENT FILTERING1

Feature Description

Inside/outside content filtering Enforce acceptable use policies and block access to HTTP/HTTPS websites containing information or images 
that are objectionable or unproductive with Content Filtering Service and Content Filtering Client. 

Enforced content filtering client Extends policy enforcement to block internet content for Windows, Mac OS, Android and Chrome devices 
located outside the firewall perimeter.

Granular controls Blocks content using any combination of categories. Filtering can be scheduled by time of day, such as during 
school or business hours, and applied to individual users or groups.

Web caching URL ratings are cached locally on the SonicWall firewall so that the response time for subsequent access to 
frequently visited sites is only a fraction of a second.

Local CFS Responder Local CFS Responder can be deployed as a virtual appliance in private clouds based on VMWare or Microsoft 
Hyper-V. This provides deployment flexibility option (Light weight VM) of CFS ratings database in various 
customer network use cases that require a dedicated on premise solution that speeds up CFS ratings request 
and response times, supports large number of allowed/blocked URL list (+100K), and adds up to 1000 
SonicWall firewalls for CFS rating lookups.

ENFORCED ANTI-VIRUS AND ANTI-SPYWARE1

Feature Description

Multi-layered protection Utilizes the firewall capabilities as the first layer of defense at the perimeter, coupled with endpoint protection 
to block viruses entering the network through laptops, thumb drives and other unprotected systems.

Automated enforcement option Ensure every computer accessing the network has the appropriate antivirus software and/or DPI-
SSL certificate installed and active, eliminating the costs commonly associated with desktop 
antivirus management.

Automated deployment and 
installation option

Machine-by-machine deployment and installation of anti-virus and anti-spyware clients is automatic across 
the network, minimizing administrative overhead.

Next-generation antivirus Capture Client uses a static artificial intelligence (AI) engine to determine threats before they can execute and 
roll back to a previous uninfected state.

Spyware protection Powerful spyware protection scans and blocks the installation of a comprehensive array of spyware 
programs on desktops and laptops before they transmit confidential data, providing greater desktop security 
and performance.

1 Requires added subscription
2 Not supported NSv firewall series
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1 Not supported on NSv Series firewalls
2 Requires added subscription.

Firewall
•	 Stateful packet inspection 

•	 Reassembly-Free Deep Packet Inspection

•	 DDoS attack protection  
(UDP/ICMP/SYN flood)

•	 IPv4/IPv6 support

•	 Biometric authentication for remote access

•	 DNS proxy

•	 REST APIs

TLS/SSL/SSH decryption and 
inspection2

•	 Deep packet inspection for TLS/SSL/SSH

•	 Inclusion/exclusion of objects, groups 
or hostnames

•	 SSL control

•	 Granular DPI SSL controls per zone or rule

Capture advanced threat protection2

•	 Real-Time Deep Memory Inspection

•	 Cloud-based multi-engine analysis

•	 Virtualized sandboxing

•	 Hypervisor level analysis

•	 Full system emulation

•	 Broad file type examination

•	 Automated & manual submission

•	 Real-time threat intelligence updates

•	 Block until verdict

•	 Capture Client

Intrusion prevention2

•	 Signature-based scanning 

•	 Automatic signature updates 

•	 Bi-directional inspection engine 

•	 Granular IPS rule capability 

•	 GeoIP enforcement

•	 Botnet filtering with dynamic list

•	 Regular expression matching

Anti-malware2

•	 Stream-based malware scanning 

•	 Gateway anti-virus 

•	 Gateway anti-spyware 

•	 Bi-directional inspection 

•	 No file size limitation 

•	 Cloud malware database

Application identification2

•	 Application control

•	 Application bandwidth management 

•	 Custom application signature creation 

•	 Data leakage prevention 

•	 Application reporting over NetFlow/IPFIX

•	 Comprehensive application 
signature database

Traffic visualization and analytics
•	 User activity 

•	 Application/bandwidth/threat usage 

•	 Cloud-based analytics

HTTP/HTTPS Web content filtering2

•	 URL filtering 

•	 Proxy avoidance

•	 Keyword blocking

•	 Policy-based filtering (exclusion/inclusion)

•	 HTTP header insertion

•	 Bandwidth manage CFS rating categories

•	 Unified policy model with app control 

•	 Content Filtering Client

VPN 
•	 Secure SD-WAN 

•	 Auto-provision VPN

•	 IPSec VPN for site-to-site connectivity 

•	 SSL VPN and IPSec client remote access 

•	 Redundant VPN gateway 

•	 Mobile Connect for iOS, Mac OS X, 
Windows, Chrome, Android and  
Kindle Fire

•	 Route-based VPN (RIP/OSPF/BGP)

Networking
•	 PortShield

•	 Jumbo frames

•	 Path MTU discovery

•	 Enhanced logging

•	 VLAN trunking

•	 Port mirroring (NSa 2650 and above)

•	 Layer-2 QoS

•	 Port security

•	 Dynamic routing  
(RIP/OSPF/BGP)

•	 SonicWall wireless controller1

•	 Policy-based routing (ToS/metric 
and ECMP)

•	 NAT

•	 DHCP server

•	 Bandwidth management

•	 Link aggregation1 (static and dynamic)

•	 Port redundancy1

•	 A/P high availability with state sync

•	 A/A clustering1

•	 Inbound/outbound load balancing

•	 L2 bridge,1 wire/virtual wire mode, tap 
mode, NAT mode

•	 3G/4G WAN failover1

•	 Asymmetric routing

•	 Common Access Card (CAC) support

VoIP
•	 Granular QoS control 

•	 Bandwidth management 

•	 DPI for VoIP traffic 

•	 H.323 gatekeeper and SIP proxy support

SonicOS feature summary
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Management and monitoring
•	 Web GUI

•	 Command-line interface (CLI)

•	 SNMPv2/v3

•	 Centralized management and reporting 
with SonicWall Global Management 
System (GMS)2

•	 Logging

•	 Netflow/IPFix exporting

•	 Cloud-based configuration backup 

•	 BlueCoat security analytics platform

•	 Application and bandwidth visualizer

•	 IPv4 and IPv6 Management

•	 Off-box reporting (Scrutinizer)

•	 LCD management screen1

•	 Dell N-Series and X-Series 
switch management including 
cascaded switches1

Wireless1

•	 SonicWave AP cloud management

•	 WIDS/WIPS 

•	 Rogue AP prevention 

•	 Fast roaming (802.11k/r/v) 

•	 802.11s mesh networking

•	 Auto-channel selection

•	 RF spectrum analysis

•	 Floor plan view 

•	 Topology view 

•	 Band steering 

•	 Beamforming 

•	 AirTime fairness 

•	 Bluetooth Low Energy

•	 MiFi extender 

•	 Guest cyclic quota 

•	 LHM guest portal

Integrated Wireless  
(TZ Series only)

•	 Dual-band (2.4 GHz and 5.0 GHz)

•	 802.11 a/b/g/n/ac wireless standards

•	 Wireless intrusion detection 
and prevention

•	 Wireless guest services

•	 Lightweight hotspot messaging

•	 Virtual access point segmentation

•	 Captive portal

•	 Cloud ACL

Datasheet-SonicOSplatform-US-KJ-MKTG5158

Partner Enabled Services
Need help to plan, deploy 
or optimize your SonicWall 
solution? SonicWall Advanced 
Services Partners are 
trained to provide you with 
world class professional 
services. Learn more at 
www.sonicwall.com/PES.

About SonicWall

SonicWall has been fighting the cybercriminal industry for over 27 years defending small and medium businesses, enterprises and 
government agencies worldwide. Backed by research from SonicWall Capture Labs, our award- winning, real-time breach detection 
and prevention solutions secure more than a million networks, and their emails, applications and data, in over 215 countries and 
territories. These organizations run more effectively and fear less about security. For more information, visit www.sonicwall.com or 
follow us on Twitter, LinkedIn, Facebook and Instagram.

SonicOS feature summary (continued)

http://www.sonicwall.com
http://www.sonicwall.com/PES


SONICWALL GLOBAL 
MANAGEMENT SYSTEM
Comprehensive security management, monitoring, reporting and analytics

A winning security management strategy 
demands deep understanding of the 
security environment to promote better 
policy coordination and decisions. Not 
having an enterprise-wide view of the full 
security construct often leaves 
organizations at risk to preventable 
cyber-attacks and compliance violations. 
Using numerous tools running on 
different platforms and reporting data in 
different formats make security analytics 
and reporting operationally inefficient. 
This further impairs the organization’s 
ability to quickly recognize and respond 
to security risks. Organizations must 
establish a systematic approach to 
governing the network security 
environment to overcome 
these challenges.

SonicWall Global Management System 
(GMS) solves these challenges. GMS 
integrates management and monitoring, 

analytics, forensics and audit reporting. 
This forms the foundation of a security 
governance, compliance and risk 
management strategy. The feature-rich 
GMS platform gives distributed 
enterprises, service providers and other 
organizations a fluid, holistic approach 
to unifying all operational aspects of 
their security environment. With GMS, 
security teams can easily manage 
SonicWall firewall, wireless access 
point, email security and secure mobile 
access solutions, as well as third-party 
network switch solutions. This is all 
done via a controlled and auditable 
work-stream process to keep networks 
sharp, safe and compliant. GMS 
includes centralized policy management 
and enforcement, real-time event 
monitoring, granular data analytics and 
reporting, audit trails, and more, under 
a unified management platform.

Benefits:

•	 Establishes a unified security 
governance, compliance and risk 
management security program

•	 Adopts a coherent and auditable 
approach to security orchestration, 
forensics, analytics and reporting

•	 Reduces risk and provide a fast 
response to security events

•	 Provides an enterprise-wide view of 
the security ecosystem

•	 Automates workflows and assures 
security operation compliance

•	 Operationalize firewalls at remote and 
branch offices in four easy steps with 
Zero-Touch Deployment

•	 Provisions, manages and monitors SD-
WAN deployment, connectivity and 
performance centrally

•	 Reports on HIPAA, SOX, and PCI for 
internal and external auditors

•	 Deploys fast and easy with software, 
virtual appliance or cloud deployment 
options — all at a low cost

GOVERNS CENTRALLY
•	 Establish an easy path to comprehensive 

security management, analytic reporting 
and compliance to unify your network 
security defense program

•	 Automate and correlate workflows 
to form a fully coordinated security 
governance, compliance and risk 
management strategy

COMPLIANCE
•	 Helps make regulatory bodies and 

auditors happy with automatic PCI, 
HIPAA and SOX security reports

•	 Customize any combination of security 
auditable data to help you move towards 
specific compliance regulations

RISK MANAGEMENT
•	 Move fast and drive collaboration, 

communication and knowledge across 
the shared security framework

•	 Make informed security policy decisions 
based on time-critical and consolidated 
threat information for higher level of 
security efficiency

GMS provides a holistic approach to security governance, compliance and risk management
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Workflow Automation

Employing native workflow automation, 
GMS helps security operations conform 
to firewall policy change management 
and auditing requirements of various 
regulatory laws such as PCI, HIPPA and 
GDPR. It enables policy changes by 
applying a series of rigorous procedures 
for configuring, comparing, validating, 

reviewing and approving firewall policies 
prior to deployment. The approval groups 
are flexible to comply with varying 
authorization and audit procedures from 
different types of organizations. 
Workflow automation programmatically 
deploys sanctioned security policies to 
improve operational efficiency, mitigate 
risks and eliminate errors.

GMS provides a holistic 
approach to security 
governance, compliance 
and risk management.

GMS Workflow Automation: Five steps to error-free policy management

1. CONFIGURE 
AND COMPARE

GMS configures 
policy change 
orders and color-
codes differences 
for clear 
comparisons

2. VALIDATE

GMS performs an 
integrity validation 
of the policy’s logic

3. REVIEW & 
APPROVE

GMS emails 
reviewers and logs 
a (dis)approval 
audit trail of the 
policy

4. DEPLOY

GMS deploys the 
policy changes 
immediately or on 
a schedule

5. AUDIT

The change logs 
enable accurate 
policy auditing and 
precise compliance 
data

Partner Enabled Services

Need help to plan, deploy 
or optimize your SonicWall 
solution? SonicWall 
Advanced Services 
Partners are trained 
to provide you with 
world class professional 
services. Learn more at 
www.sonicwall.com/PES.
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Zero-Touch Deployment

Integrated into GMS is the Zero-Touch 
Deployment service, which simplifies and 
speeds the provisioning process for 
SonicWall firewalls at remote and branch 
office locations. The process requires 
minimal user intervention and is fully 
automated to operationalize firewalls at 
scale in four easy deployment steps. This 
significantly reduces the time, cost and 
complexity associated with installation 
and configuration, while security and 
connectivity occur instantly and 
automatically.

STEP 1 REGISTER THE FIREWALL
Registers the new firewall in MySonicWall using its assigned serial 
number and authentication code.

STEP 2 CONNECT THE FIREWALL
Connects the firewall to the network using the ethernet cable that came 
with the unit.

STEP 3 POWER UP THE FIREWALL
Power up the firewall after connecting the power cable and plugging 
it into a standard wall outlet. Units are automatically assigned a WAN 
IP using DHCP server. Once connectivity is established, the unit 
is automatically discovered, authenticated, and added to Capture 
Security Center with all licensed and configurations synchronized with 
MySonicWall and License Manager.

STEP 4 MANAGE THE FIREWALL
The unit is now operational and managed via the Capture Security Center 
cloud-based central management console such as firmware upgrades, 
security patching, and group level configuration changes.

Zero-Touch Deployment: Operationalize firewall in four easy steps
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Reporting

GMS offers over 140 pre-defined reports 
as well as the flexibility to create custom 
reports using any combination of auditable 
data to acquire various use case outcomes. 
These outcomes include big-picture and 
detailed awareness of network events, 
user activities, threats, operational and 
performance issues, security efficacy, 
risks and security gaps, compliance 

readiness, and even post-mortem 
analysis. Every report is designed, with 
the collective input from many years of 
SonicWall customer and partner 
collaborations. This provides the deep 
granularity, scope and knowledge of 
syslog and IPFIX/NetFlow data needed to 
track, measure and run an effective 
network and security operation.

Intuitive graphical reports simplify 
managed appliance monitoring. 
Administrators can easily identify traffic 
anomalies based on usage data for a 
specific timeline, initiator, responder or 
service. They can also export reports to a 
Microsoft® Excel® spreadsheet, portable 
document format (PDF) file or directly to 
a printer for regular business review.
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Security management and monitoring features

Feature Description

Centralized security and 
network management

Helps administrators deploy, manage and monitor a distributed network security environment.

Federate policy configuration Easily sets policies for thousands of SonicWall firewalls, wireless access points, email security, 
secure remote access devices and switches from a central location.

Change Order Management 
and Work Flow

Assures the correctness and compliance of policy changes by enforcing a process for configuring, 
comparing, validating, reviewing and approving policies prior to deployment. The approval groups 
are user-configurable for adherence to company security policy. All policy changes are logged in 
an auditable form that ensures the firewall complies with regulatory requirements. 
All granular details of any changes made are historically preserved to help with compliance, audit 
trailing, and troubleshooting.

Zero-Touch Deployment Simplifies and speeds the deployment and provisioning of SonicWall firewalls remotely using the 
cloud. Automatically pushes policies; performs firmware upgrades; and synchronizes licenses.

SD-WAN Provisioning	 Centrally provision, manage and monitor SD-WAN deployment and connectivity with ease across 
a distributed enterprise environment.

Sophisticated VPN deployment 
and configuration

Simplifies the enablement of VPN connectivity, and consolidates thousands of security policies.

Offline management Enables scheduling of configurations and firmware updates on managed appliances to minimize 
service disruptions.

Streamlined license management Simplifies appliance management via a unified console, as well as the management of security and 
support license subscriptions.

Universal dashboard Features customizable widgets, geographic maps and user-centric reporting.

Active-device monitoring and 
alerting

Provides real-time alerts with integrated monitoring capabilities, and facilitates 
troubleshooting efforts, thus allowing administrators to take preventative action and deliver 
immediate remediation.

SNMP support Provides powerful, real-time traps for all Transmission Control Protocol/Internet Protocol (TCP/
IP) and SNMP-enabled devices and applications, greatly enhancing troubleshooting efforts to 
pinpoint and respond to critical network events.

Application Visualization 
and Intelligence

Shows historic and real-time reports of what applications are being used, and by which users. 
Reports are completely customizable using intuitive filtering and drill-down capabilities. 

Rich integration options Provides application programming interface (API) for web services, command line interface 
(CLI) support for the majority of functions, and SNMP trap support for both service providers 
and enterprises.

Dell Networking X-Series switch 
management

Dell X-Series switches can now be managed easily within TZ, NSA and SuperMassive series 
firewalls to offer single-pane-of-glass management of the entire network security infrastructure.

Closed Network Support Deploy GMS in closed environments, such as highly protected government networks. All license 
keysets and signature files from SonicWall backend services are packaged, encrypted and securely 
transferred to the local file system, where GMS can access, upload and then push required 
updates to all managed security appliances.

Security reporting and analytics

Feature Description

Botnet Report Includes four report types: Attempts, Targets, Initiators, and Timeline containing attack vector 
context such as Botnet ID, IP Addresses, Countries, Hosts, Ports, Interfaces, Initiator/Target, 
Source/Destination, and User.

Geo IP Report Contains information on blocked traffic that is based on the traffic’s country of origin or 
destination. Includes four report types: Attempts, Targets, Initiators, and Timeline containing 
attack vector context such as Botnet ID, IP Addresses, Countries, Hosts, Ports, Interfaces, 
Initiator/Target, Source/Destination, and User
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Security reporting and analytics (continued)

Feature Description

MAC Address Report Shows the Media Access Control (MAC) address on the report page. Includes device-specific 
information (Initiator MAC and Responder MAC ) in five report types: 
• Data Usage > Initiators  
• Data Usage > Responders  
• Data Usage > Details  
• User Activity > Details  
• Web Activity > Initiators

Capture ATP Report Shows detail threat behavior information to respond to a threat or infection.

HIPPA, PCI and SOX reports Includes pre-defined PCI, HIPAA and SOX report templates to satisfy security compliance audits.

Rogue Wireless Access 
Point Reporting

Shows all wireless devices in use as well as rogue behavior from ad-hoc or peer-to-peer networking 
between hosts and accidental associations for users connecting to neighboring rogue networks.

Flow analytics and reports Provides a flow reporting agent for application traffic analytics and usage data through IPFIX or 
NetFlow protocols for real-time and historical monitoring. Offers administrators an effective and 
efficient interface to visually monitor their network in real-time, providing the ability to identify 
applications and websites with high bandwidth demands, view application usage per user and 
anticipate attacks and threats encountered by the network.
• A Real-Time Viewer with drag and drop customization  
• A Real-Time Report screen with one-click filtering  
• A Top Flows Dashboard with one-click View By buttons  
• A Flow Reports screen with five additional flow attribute tabs  
• A Flow Analytics screen with powerful correlation and pivoting features  
• A Session Viewer for deep drill-downs of individual sessions and packets.

Intelligent reporting and activity 
visualization

Provides comprehensive management and graphical reports for SonicWall firewalls, email security 
and secure mobile access devices. Enables greater insight into usage trends and security events 
while delivering a cohesive branding for service providers.

Centralized logging Offers a central location for consolidating security events and logs for thousands of appliances, 
providing a single point to conduct network forensics.

Real-time and historic next-
generation syslog reporting

Through a revolutionary enhancement in architecture, streamlines the time-consuming 
summarization process, allowing for near real-time reporting on incoming syslog messages. Also 
provides the ability to drill down into data and customize reports extensively.

Universal scheduled reports Schedules reports that are automatically created and mailed out across multiple appliances of 
various types to authorized recipients.

Application traffic analytics Provides organizations with powerful insight into application traffic, bandwidth utilization and 
security threats, while providing powerful troubleshooting and forensics capabilities.

Authentication security

Feature Description

Account lockout Account lockout policy disables a GMS user account if incorrect passwords are entered after a 
specified number of allowed attempts during a given period.  This helps prevent attackers from 
guessing users' passwords and reducing the chance of successful attacks gaining unauthorized 
access to protected assets and data on the network.

Password Complexity The password complexity policy sets the minimum guidelines considered important for a strong 
password to log in and access the GMS system.

Admin access to specific 
address range

Customers will be able to control admin access to specific IP address ranges.
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SonicWall Global Management System (GMS)

On-premise GMS provides a complete and scalable security management, analytic and reporting platform for distributed enterprises 
and data centers.

• Capture Threat Research
• Capture Labs
• Capture Sandbox
• Application Control
• Content Filtering

• Botnet Filtering
• Anti-Malware
• Intrusion Prevention
• SSL Inspection

Firewall Security Services Layers

Headquarters
Distributed Enterprise

Branch Offices

Secure Mobile Access

Secure Wireless Zone

SonicPoint ACe

Internal Firewall

LAN Zone

DMZ Zone

Server Zone

Guest Zone
Email Security

Switch

WAN Acceleration

IoT Zone

Internal Firewall

Internal Firewall

Internal Firewall

Gateway Firewall

Global 
Management 
System (GMS)
(Software or virtual 
appliance)

International Offices

Retail Locations

POS

Guest IoT

POSInternet

VPN

On-Premise SonicWall Global Management System Environments

Scalable distributed architecture

GMS is an on-premises solution, deployable as a software 
or a virtual appliance.  At the core of GMS is a distributed 
architecture that facilitates limitless system availability and 
scalability. A single instance of GMS can add visibility and 
control over thousands of your network security devices under 
its management, regardless of location. At the customer-
facing level, its highly interactive universal dashboards, loaded 
with real-time monitoring, reporting, and analytics data, help 
guide smart security policy decisions, and drive collaboration, 
communication and knowledge across the shared security 
framework. With an enterprise-wide view of the security 
environment and real-time security intelligence reaching the 
right people in the organization, accurate security policies and 
controls actions can be made towards attaining a stronger 
adaptive security posture.

Single 
Management 
Console

Reporting
Converged 

Infrastructure• Centralized 
management

• Error-free policy 
management

• Strong access control

• Comprehensive 
audit trails

• PCI, HIPAA, SOX 
report templates

• Lower operating costs

Port Expansion Scalability

SonicWall Firewall

SonicWall WAN 
Acceleration

X-Series Switch 
with PoE

SonicWall 
SonicPoint

SonicWall GMS Secure Compliance Enforcement

Benefits
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Reporting

•	 Comprehensive Set of Graphical 
Reports

•	 Compliance Reporting

•	 Customizable Reporting with Drill 
Down Capabilities

•	 Centralized Logging

•	 Multi-threat Reporting

•	 User-centric Reporting

•	 Application Usage Reporting

•	 Granular Services Reporting

•	 New Attack Intelligence

•	 Bandwidth and Services Report 
per Interface

•	 Reporting for SonicWall Firewall 
Appliances

•	 Reporting for SonicWall SRA SSL 
VPN Appliances

•	 Universal Scheduled Reports

•	 Next-generation Syslog and IPFIX 
Reporting

•	 Flexible and Granular Near  
Real-Time Reporting

•	 Per User Bandwidth Reporting

•	 Client VPN Activity Reporting

•	 Detailed Summary of Services over 
VPN Report

•	 Rogue Wireless Access Point Reporting 
SRA SMB Web Application Firewall 
(WAF) Reporting

Management

•	 Ubiquitous Access

•	 Alerts and Notifications

•	 Diagnostic Tools

•	 Multiple Concurrent User Sessions

•	 Offline Management and Scheduling

•	 Management of Security 
Firewall Policies

•	 Management of Security VPN Policies

•	 Management of Email Security Policies

•	 Management of Secure Remote 
Access/SSL VPN Policies

•	 Management of Value Added 
Security Services

•	 Define Policy Templates at the 
Group Level

•	 Policy Replication from Device to a 
Group of Devices

•	 Policy Replication from Group Level to 
a Single Device

•	 Redundancy and High Availability

•	 Provisioning Management

•	 Scalable and Distributed Architecture

•	 Dynamic Management Views

•	 Unified License Manager

•	 Command Line Interface (CLI)

•	 Web Services Application Programming 
Interface (API)

•	 Role Based Management (Users, 
Groups)

•	 Universal Dashboard

•	 Backup of preference files for firewall 
appliances

•	 SD-WAN

•	 Zero-Touch Deployment

•	 Closed network support

•	 Firewall Sandwich support

Monitoring

IPFIX Data Flows in Real time

SNMP Support

Active Device Monitoring and Alerting

SNMP Relay Management

VPN and Firewall Status Monitoring

Live Syslog Monitoring and Alerting

Authentication Security

Account lockout

Password Complexity

Admin access to specific address range

Feature summary
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Global Management System (GMS) ordering information
Product SKU

SONICWALL GMS 5 NODE SOFTWARE LICENSE 01-SSC-3311

SONICWALL GMS 10 NODE SOFTWARE LICENSE 01-SSC-7662

SONICWALL GMS 25 NODE SOFTWARE LICENSE 01-SSC-3350

SONICWALL GMS 1 NODE SOFTWARE UPGRADE 01-SSC-7664

SONICWALL GMS 5 NODE SOFTWARE UPGRADE 01-SSC-3301

SONICWALL GMS 10 NODE SOFTWARE UPGRADE 01-SSC-3303

SONICWALL GMS 25 NODE SOFTWARE UPGRADE 01-SSC-3304

SONICWALL GMS 100 NODE SOFTWARE UPGRADE 01-SSC-3306

SONICWALL GMS 250 NODE SOFTWARE UPGRADE 01-SSC-0424

SONICWALL GMS 1000 NODE SOFTWARE UPGRADE 01-SSC-7675

SONICWALL GMS CHANGE MANAGEMENT AND WORKFLOW 01-SSC-6524

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 1 NODE (1 YR) 01-SSC-6514

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 5 NODE (1 YR) 01-SSC-3334

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 10 NODE (1 YR) 01-SSC-3336

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 25 NODE (1 YR) 01-SSC-3337

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 100 NODE (1 YR) 01-SSC-3338

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 250 NODE (1 YR) 01-SSC-6524

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 1000 NODE (1 YR) 01-SSC-6514

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 25 NODE (1 YR) 01-SSC-3334

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 100 NODE (1 YR) 01-SSC-3336

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 250 NODE (1 YR) 01-SSC-3337

SONICWALL GMS E-CLASS 24X7 SOFTWARE SUPPORT FOR 1000 NODE (1 YR) 01-SSC-3338

Minimum system requirements
Below are the minimum requirements for SonicWall GMS with 
respect to the operating systems, databases, drivers, hardware 
and SonicWall-supported appliances:

Operating system1
•	 Windows Server 2016
•	 Windows Server 2012 Standard 64-bit 
•	 Windows Server 2012 R2 Standard 64-bit (English and 

Japanese language versions) 
•	 Windows Server 2012 R2 Datacenter 

Hardware requirements

•	 Use the GMS Capacity Calculator to determine the hardware 
requirements for your deployment.

Virtual appliance requirements
•	 Hypervisor: ESXi 6.5, 6.0 or 5.5 
•	 Use the GMS Capacity Calculator to determine the hardware 

requirements for your deployment.

VMware Hardware Compatibility Guide:  
www.vmware.com/resources/compatibility/search.php

Supported databases
•	 External databases: Microsoft SQL Server 2012 and 2014
•	 Bundled with the GMS application: MySQL

Internet browsers
•	 Microsoft® Internet Explorer 11.0 or higher (do not use 

compatibility mode) 
•	 Mozilla Firefox 37.0 or higher
•	 Google Chrome 42.0 or higher Safari (latest version)

Supported SonicWall appliances managed by GMS
•	 SonicWall Network Security Appliances: SuperMassive 

E10000 and 9000 Series, E-Class NSA, NSa Series, and  
TZ Series appliances® 

•	 SonicWall Network Security Virtual Appliances: NSv Series
•	 SonicWall Secure Mobile Access (SMA) appliances:  

SMA Series and E-Class SRA 
•	 SonicWall Email Security appliances 
•	 All TCP/IP and SNMP-enabled devices and applications for 

active monitoring 

About Us
SonicWall has been fighting the cybercriminal industry for over 27 years, defending small, medium-sized businesses and enterprises 
worldwide. Our combination of products and partners has enabled an automated real-time breach detection and prevention solution 
tuned to the specific needs of the more than 500,000 organizations in over 215 countries and territories, so you can do more business 
with less fear. For more information, visit www.sonicwall.com or follow us on Twitter, LinkedIn, Facebook and Instagram.

http://www.sonicwall.com
http://www.vmware.com/resources/compatibility/search.php
http://www.sonicwall.com/
https://twitter.com/SonicWall
https://www.linkedin.com/company/SonicWall
https://www.facebook.com/SonicWall
https://www.instagram.com/sonicwall_inc


The SonicWall TZ series enables small to 
mid-size organizations and distributed 
enterprises realize the benefits of an 
integrated security solution that checks 
all the boxes. Combining high-speed 
threat prevention and software-defined 
wide area networking (SD-WAN) 
technology with an extensive range of 
networking and wireless features plus 
simplified deployment and centralized 
management, the TZ series provides a 
unified security solution at a low total 
cost of ownership.

Flexible, integrated security solution
The foundation of the TZ series is 
SonicOS, SonicWall’s feature-rich 
operating system. Firewalls supporting 
the latest SonicOS 7.0 OS, features 
new modern-look UI/UX, advanced 
security, networking and simplified policy 
management capabilities. 

SonicOS further includes a powerful set 
of capabilities that provides organizations 
with the flexibility to tune these Unified 
Threat Management (UTM) firewalls to 
their specific network requirements. For 
example, creating a secure high-speed 
wireless network is simplified through 
a built-in wireless controller which 
supports IEEE 802.11 standards or by 
adding our SonicWave 802.11ac Wave 
2 access points. To reduce the cost and 
complexity of connecting high-speed 
wireless access points and other Power 
over Ethernet (PoE)-enabled devices such 
as IP cameras, phones and printers, the 
TZ300P, TZ600P and TZ570P provide 
PoE/PoE+ power.

Distributed retail businesses and 
campus environments can take 
advantage of the many tools in 
SonicOS to gain even greater benefits. 
Branch locations are able to exchange 
information securely with the central 
office using virtual private networking 
(VPN). Creating virtual LANs (VLANs) 
enables segmentation of the network 
into separate corporate and customer 
groups with rules that determine the 
level of communication with devices on 
other VLANs. SD-WAN offers a secure 
alternative to costly MPLS circuits 
while delivering consistent application 
performance and availability. Deploying 
TZ firewalls to remote locations is easy 
using Zero-Touch Deployment which 
enables provisioning of the firewall 
remotely through the cloud.

Superior threat prevention  
and performance
Our vision for securing networks in 
today’s continually-evolving cyber 
threat landscape is automated, real-
time threat detection and prevention. 
Through a combination of cloud-based 
and on-box technologies we deliver 
protection to our firewalls that’s been 
validated by independent third-party 
testing for its extremely high security 
effectiveness. Unknown threats are sent 
to SonicWall’s cloud-based Capture 
Advanced Threat Protection (ATP) multi-
engine sandbox for analysis. Enhancing 
Capture ATP is our patent-pending 
Real-Time Deep Memory Inspection 
(RTDMI™) technology. The RTDMI 
engine detects and blocks malware 

Benefits:
Flexible, integrated security solution

•	 Multi-gigabit interfaces in a desktop 
form factor

•	 Secure SD-Branch with SD-WAN 

•	 Powerful SonicOS 7.0 operating system 

•	 High-speed 802.11ac Wave 2 wireless

•	 Power over Ethernet (PoE/PoE+)

•	 5G/4G/LTE support

•	 Built-in and expandable storage

•	 Redundant power

Superior threat prevention 
and performance 

•	 Patent-pending real-time deep 
memory inspection technology 

•	 Patented reassembly-free deep 
packet inspection technology 

•	 TLS 1.3 support 

•	 Industry-validated security 
effectiveness 

Easy deployment, setup and 
ongoing management 

•	 Zero-Touch Deployment 

•	 Cloud-based and on-premises 
centralized management 

•	 SonicExpress App onboarding

SonicWall TZ series
Integrated threat prevention and SD-Branch platform for  
small/medium organizations and distributed enterprises
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and zero-day threats by inspecting 
directly in memory. RTDMI technology 
is precise, minimizes false positives, and 
identifies and mitigates sophisticated 
attacks where the malware’s weaponry is 
exposed for less than 100 nanoseconds. 
In combination, our patented single-pass 
Reassembly-Free Deep Packet Inspection 
(RFDPI) engine examines every byte of 
every packet, inspecting both inbound 
and outbound traffic directly on the 
firewall. By leveraging Capture ATP with 
RTDMI technology in the SonicWall 
Capture Cloud Platform in addition to 
on-box capabilities including intrusion 
prevention, anti-malware and web/
URL filtering, TZ series firewalls stop 
malware, ransomware and other threats 
at the gateway. For mobile devices used 
outside the firewall perimeter, SonicWall 
Capture Client provides an added layer of 
protection by applying advanced threat 
protection techniques such as machine 
learning and system rollback. Capture 
Client also leverages the deep inspection 
of encrypted TLS traffic (DPI-SSL) on 
TZ series firewalls by installing and 
managing trusted TLS certificates.

The continued growth in the use of 
encryption to secure web sessions 
means it is imperative firewalls are able 

to scan encrypted traffic for threats. 
TZ series firewalls provide complete 
protection by performing full decryption 
and inspection of TLS/SSL and SSH 
encrypted connections regardless of 
port or protocol. The firewall searches for 
protocol non-compliance, threats, zero-
days, intrusions, and even defined criteria 
by looking deep inside every packet. 
The deep packet inspection engine 
detects and prevents hidden attacks 
that leverage cryptography. It also 
blocks encrypted malware downloads, 
ceases the spread of infections and 
thwarts command and control (C&C) 
communications and data exfiltration. 
Inclusion and exclusion rules allow total 
control to customize which traffic is 
subjected to decryption and inspection 
based on specific organizational 
compliance and/or legal requirements.

TZ670 and TZ570 provides TLS 1.3 
support, which offers several changes 
that improves performance and security, 
while eliminating complexities.

Easy deployment, setup and 
ongoing management
SonicWall makes it easy to configure 
and manage TZ series firewalls and 
SonicWave 802.11ac Wave 2 access 

points no matter where you deploy them. 
Centralized management, reporting, 
licensing and analytics are handled 
through our cloud-based Capture 
Security Center which offers the ultimate 
in visibility, agility and capacity to 
centrally govern the entire SonicWall 
security ecosystem from a single pane 
of glass.

A key component of the Capture Security 
Center is Zero-Touch Deployment. This 
cloud-based feature simplifies and 
speeds the deployment and provisioning 
of SonicWall firewalls at remote and 
branch office locations. The process 
requires minimal user intervention, and 
is fully automated to operationalize 
firewalls at scale in just a few steps. 
This significantly reduces the time, 
cost and complexity associated with 
installation and configuration, while 
security and connectivity occurs 
instantly and automatically. Together, the 
simplified deployment and setup along 
with the ease of management enable 
organizations to lower their total cost 
of ownership and realize a high return 
on investment. 

* 802.11ac currently not available on SOHO/SOHO 250 models; SOHO/SOHO 250 models support 802.11a/b/g/n

Bi-directional 
scanning

SonicWave 432i
access point

Printer

IP Phone

Camera

802.3at PoE+ Devices

SonicWall TZ570P

Integrated Security and Power for 
Your PoE-enabled Devices 
Provide power to your PoE-enabled 
devices without the cost and complexity 
of a Power over Ethernet switch or 
injector. TZ300P, TZ600P and TZ570P 
firewalls integrate IEEE 802.3at 
technology to power PoE and PoE+ 
devices such as wireless access points, 
cameras, IP phones and more. The 
firewall scans all traffic coming from 
and going to each device using deep 
packet inspection technology and 
then removes harmful threats such 
as malware and intrusions, even over 
encrypted connections.
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Capture Cloud Platform
SonicWall's Capture Cloud Platform 
delivers cloud-based threat prevention 
and network management plus reporting 
and analytics for organizations of any 
size. The platform consolidates threat 
intelligence gathered from multiple 
sources including our award-winning 
multi-engine network sandboxing service, 
Capture Advanced Threat Protection, as 
well as more than 1 million SonicWall 
sensors located around the globe.

If data coming into the network is found 
to contain previously-unseen malicious 
code, SonicWall’s dedicated, in-house 
Capture Labs threat research team 
develops signatures that are stored in 
the Capture Cloud Platform database 
and deployed to customer firewalls for 
up-to-date protection. New updates take 
effect immediately without reboots or 
interruptions. The signatures resident 
on the appliance protect against wide 

classes of attacks, covering tens of 
thousands of individual threats. In 
addition to the countermeasures on 
the appliance, TZ firewalls also have 
continuous access to the Capture Cloud 
Platform database which extends the 
onboard signature intelligence with tens 
of millions of signatures. 

In addition to providing threat prevention, 
the Capture Cloud Platform offers 
single pane of glass management and 
administrators can easily create both 
real-time and historical reports on 
network activity.

Advanced threat protection
At the center of SonicWall’s automated, 
real-time breach prevention are 
two advanced malware detection 
technologies; Capture Advanced Threat 
Protection™ (Capture ATP) and Capture 
Security appliance™ (CSa). 

Capture ATP is a cloud-based multi-
engine sandbox platform, which includes 
Real-Time Deep Memory Inspection™ 
(RTDMI), virtualized sandboxing, full 
system emulation and hypervisor level 
analysis technology. CSa is an on-
premises device that features RTDMI, 
which utilizes memory-based static and 
dynamic techniques for fast and accurate 
verdicts. Both solutions extend advanced 
threat protection to detect and prevent 
zero-day threats in a variety of SonicWall 
solutions such as next-generation firewalls. 

Suspicious files are sent to either solution 
where they are analyzed using deep 
learning algorithms with the option 
to hold them at the gateway until a 
verdict is determined. In the case of 
Capture ATP, when files are identified 

as malicious, they are blocked, and a 
hash is immediately created within the 
Capture ATP database for all customers 
to leverage to block follow-on attacks. 
These signatures are eventually sent 
to firewalls to create static defenses. 
Results generated by CSa are not shared 
outside your organization for privacy and 
compliance reasons. 

These services analyze a broad range of 
operating systems and file types, including 
executable programs, DLL, PDFs, MS 
Office documents, archives, JAR and APK. 

For complete endpoint protection, the 
SonicWall Capture Client combines next-
generation antivirus technology with 
SonicWall's cloud-based multi-engine 
sandbox with optional integration with 
SonicWall firewalls.
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Reassembly-Free Deep Packet 
Inspection engine
The SonicWall Reassembly-Free Deep 
Packet Inspection (RFDPI) is a single-
pass, low latency inspection system that 
performs stream-based, bi-directional 
traffic analysis at high speed without 
proxying or buffering to effectively 
uncover intrusion attempts and malware 
downloads while identifying application 
traffic regardless of port and protocol. 
This proprietary engine relies on 
streaming traffic payload inspection to 
detect threats at Layers 3-7, and takes 

network streams through extensive and 
repeated normalization and decryption 
in order to neutralize advanced evasion 
techniques that seek to confuse detection 
engines and sneak malicious code into 
the network.

Once a packet undergoes the necessary 
pre-processing, including TLS/SSL 
decryption, it is analyzed against a single, 
proprietary memory representation of 
three signature databases: intrusion 
attacks, malware and applications. The 
connection state is then advanced to 
represent the position of the stream 

relative to these databases until it 
encounters a state of attack, or other 

“match” event, at which point a pre-set 
action is taken.

In most cases, the connection is 
terminated and proper logging and 
notification events are created. However, 
the engine can also be configured for 
inspection only or, in case of application 
detection, to provide Layer 7 bandwidth 
management services for the remainder 
of the application stream as soon as the 
application is identified.

Traffic outTraffic out

Proxy
 

Scanning
Packet 

disassembly

Packet assembly-based process

SonicWall stream-based architectureCompetitive proxy-based architecture

When proxy buffer
becomes full or

content too large,
files bypass
scanning.

Traffic in Traffic in

TLS/SSL

Reassembly-free Deep Packet Inspection (RFDPI)

Reassembly-free packet
scanning eliminates proxy

and content size limitations.

Inspection time

Less More

Inspection capacity

Min Max

Inspection time

Less More

Inspection capacity

Min Max
CPU 1

CPU 2

CPU 3

CPU 4

CPU n

TLS/SSL

Centralized management 
and reporting
For highly regulated organizations 
wanting to achieve a fully coordinated 
security governance, compliance and 
risk management strategy, SonicWall 
provides administrators a unified, 
secure and extensible platform to 
manage SonicWall firewalls, wireless 

access points and Dell N-Series 
and X-Series switches through a 
correlated and auditable workstream 
process. Enterprises can easily 
consolidate the management of security 
appliances, reduce administrative and 
troubleshooting complexities, and govern 
all operational aspects of the security 
infrastructure, including centralized 
policy management and enforcement; 
real-time event monitoring; user 
activities; application identifications; flow 
analytics and forensics; compliance and 
audit reporting; and more. In addition, 
enterprises meet the firewall’s change 
management requirements through 
workflow automation which provides the 

agility and confidence to deploy the right 
firewall policies at the right time and in 
conformance with compliance regulations. 
Available on premises as SonicWall 
Global Management System and in 
the cloud as Capture Security Center, 
SonicWall management and reporting 
solutions provide a coherent way to 
manage network security by business 
processes and service levels, dramatically 
simplifying lifecycle management of your 
overall security environments compared 
to managing on a device-by-device basis.



5

Capture Security Center 
Tying the distributed network together 
is SonicWall’s cloud-based Capture 
Security Center (CSC) which centralizes 
deployment, ongoing management 
and real-time analytics of the TZ 
firewalls. A key feature of CSC is Zero-
Touch Deployment. Configuring and 
deploying firewalls across multiple 
sites is time-consuming and requires 
on-site personnel. However Zero-
Touch Deployment removes these 
challenges by simplifying and speeding 
the deployment and provisioning of 
SonicWall firewalls remotely through 
the cloud. Similarly, CSC eases ongoing 
management by providing cloud-based 
single-pane-of-glass management for 
SonicWall devices on the network. For 
complete situational awareness of the 
network security environment, SonicWall 
Analytics offers a single-pane view 
into all activity occurring inside the 
network. Organizations gain a deeper 
understanding of application usage 
and performance while reducing the 
possibility of Shadow IT.

Part of CSC, SonicWall Network 
Security Manager (NSM), a multi-tenant 
centralized firewall manager, allows 
you to centrally manage all firewall 
operations error-free by adhering to 
auditable workflows. Its native analytic 
engine gives single-pane visibility and 
lets you monitor and uncover threats 

by unifying and correlating logs across 
all firewalls. NSM also helps you stay 
compliant as it provides full audit trail of 
every configuration changes and granular 
reporting. NSM scales to any size 
organization managing networks with up 
to thousands of firewall devices deployed 
across many locations.

Distributed networks
Because of their flexibility, TZ series 
firewalls are ideally suited for both 
distributed enterprise and single site 
deployments. In distributed networks 
like those found in retail organizations, 
each site has its own TZ firewall which 
connects to the Internet often through 
a local provider using a DSL, cable 
or 3G/4G connection. In addition to 
Internet access, each firewall utilizes 
an Ethernet connection to transport 
packets between remote sites and the 
central headquarters. Web services and 
SaaS applications such as Office 365, 
Salesforce and others are served up 
from the data center. Through mesh VPN 
technology, IT administrators can create a 
hub and spoke configuration for the safe 
transport of data between all locations.

The SD-WAN technology in SonicOS 
is a perfect complement to TZ firewalls 
deployed at remote and branch sites. 

Instead of relying on more expensive 
legacy technologies such as MPLS 
and T1, organizations using SD-WAN 
can choose lower-cost public Internet 

services while continuing to achieve a 
high level of application availability and 
predictable performance.

SD-WAN Enabled 
Transport

Application Server Farm

Web Server Farm

· Anti-malware
· IPS
· Content filtering
· Capture ATP
· VPN

SonicWave 
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IP Phones, etc.

Corp 
WiFi

TZ600P Firewall
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Terminal
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Data Center
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IP
PBX

SonicWall Secure 
SD-WAN Features

• NetSecOPEN certified
• Zero-touch deployment
• WAN load balancing
• Dynamic path selection for 

business-critical applications
• Secure AES 256 VPN
• Application identification and visibility
• Cloud-based central management

Low-Cost Transport Technologies
Ethernet / DSL / Cable / 3G / 4G

Distributed Enterprise 
Network with SD-WAN

Capture 
Security Center

Cloud Orchestration 
and Management

Sales network

SonicWall Switch
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Secure wireless zone
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SonicWall TZ670 series
Designed for mid-sized organizations and distributed enterprise with SD-Branch locations, the TZ670 delivers industry-
validated security effectiveness with best-in-class price-performance.

SonicWall TZ570 series

Designed for small to mid-sized organizations and distributed enterprise with SD-Branch locations, the TZ570 series deliver 
industry-validated security effectiveness with best-in-class price-performance.

-Test LED
-Security LED
-M.2 SSD LED

SonicWall TZ600 series
For emerging enterprises, retail and branch offices looking for security, performance and options such as 802.3at PoE+ support 
at a value price, the SonicWall TZ600 secures networks with enterprise-class features and uncompromising performance.

USB port 
(3G/4G WAN 
failover)

Link and 
activity 
indicator LEDs

Power LED Test LED X0 LAN port
X1 WAN port

12V DC 2A 
power

8x1-GbE 
switch 
(configurable)

Console 
port 

Expansion 
module

TZ600P
PoE/PoE+ ports (4 PoE/PoE+)

- LAN/MGMT X0 Port LED
- WAN X1 and X2 Port LEDs
- X0–X7 RJ45 Port LEDs
- X8 / X9 SFP/SFP+ Port LEDs

USB 3.0 
SuperSpeed 
Ports

Power  
LEDs

-Test LED
-Security LED
-Storage LED

Primary 
Power 
Input

Redundant 
Power Input

SafeMode 
Button

Grounding 
ScrewRJ45  

Console 
Port

X8/X9 
SFP/SFP+ 
Ports

Micro-USB 
Console Port

X4/X5/X6/X7 RJ45 PortsWWAN LEDs for USB 5G/LTE

X1 WAN 
RJ45 
Port

X3 RJ45 
Port

X2 WAN RJ45 Port
X0 LAN RJ45

- LAN/MGMT X0 Port LED
- WAN X1 and X2 Port LEDs
- X0–X7 RJ45 Port LEDs
- X8 / X9 SFP/SFP+ Port LEDs

USB 3.0 
SuperSpeed 
Ports

Power  
LEDs

WWAN LEDs for USB 5G/LTE

Primary 
Power 
Input

Redundant 
Power Input

SafeMode 
Button

Grounding 
ScrewRJ45  

Console 
Port

X8/X9 
SFP/SFP+ 
Ports

Micro-USB 
Console Port

X4/X5/X6/X7 RJ45 Ports

X1 WAN 
RJ45 
Port

X3 RJ45 
Port

X2 WAN RJ45 Port
X0 LAN RJ45



7

SonicWall TZ500 series
For growing branch offices and SMBs, the SonicWall TZ500 series delivers highly effective, no-compromise protection with 
network productivity and optional integrated 802.11ac dual-band wireless. 

X0 LAN port 
X1 WAN port

Optional 
802.11ac 
wireless

12V DC 2A 
power

6x1-GbE switch 
(configurable)

Console 
port 

USB port 
(3G/4G WAN 
failover)

Link and 
activity 
indicator LEDs

Power LED Test LED

SonicWall TZ400 series
For small business, retail and branch office locations, the SonicWall TZ400 series delivers enterprise-grade protection. Flexible 
wireless deployment is available with optional 802.11ac dual-band wireless integrated into the firewall. 

USB port 
(3G/4G WAN 
failover)

X0 LAN port 
X1 WAN port

Optional 
802.11ac 
wireless

12V DC 
2A power 

Link and 
activity 
indicator 
LEDs

Power LED Test LED 5x1-GbE switch 
(configurable)

Console 
port 
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SonicWall TZ350/TZ300 series
The SonicWall TZ300 and TZ350 series offer an all-in-one solution that protects networks from advanced attacks. 
Unlike consumer grade products, these UTM firewalls combine high-speed intrusion prevention, anti-malware and 
content/URL filtering plus broad secure mobile access support for laptops, smartphones and tablets along with optional 
integrated 802.11ac wireless. In addition, the TZ300 offers optional 802.3at PoE+ to power PoE-enabled devices. 

USB port 
(3G/4G WAN 
failover)

X0 LAN port
X1 WAN port 

Optional 
802.11ac 
wireless

12V DC 2A 
power 

Link and 
activity 
indicator LEDs

Power LED Test LED

3x1-GbE switch 
(configurable)

Console 
port 

TZ300P PoE/PoE+ ports (2 PoE or 1 PoE+)

SonicWall SOHO 250/SOHO series
For wired and wireless small and home office environments, the 
SonicWall SOHO 250 and SOHO series deliver the same business-
class protection large organizations require at a more affordable 
price point. Add optional 802.11n wireless to provide employees, 
customers and guests with secure wireless connectivity.

USB port 
(3G/4G WAN 
failover)

X0 LAN port 
X1 WAN port

Optional 
802.11n 
wireless

12V DC 2A 
power

Link and 
activity 
indicator LEDs 

Power LED Test LED 3x1-GbE switch 
(configurable)

Console 
port 

Partner Enabled Services

Need help to plan, deploy or optimize your SonicWall solution? SonicWall Advanced Services Partners are trained to provide 
you with world class professional services. Learn more at www.sonicwall.com/PES.

https://www.sonicwall.com/en-us/support/partner-enabled-services?utm_source=PDF&utm_medium=Collateral&utm_campaign=Product%20Datasheet
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SonicOS 7.0 feature summary

Firewall
•	 Stateful packet inspection 
•	 Reassembly-Free Deep Packet Inspection 
•	 DDoS attack protection (UDP/ICMP/SYN flood)
•	 IPv4/IPv6 support
•	 Biometric authentication for remote access
•	 DNS proxy
•	 Full API support
•	 SonicWall Switch integration
•	 SD-WAN scalability
•	 SD-WAN Usability Wizard1  
•	 SonicCoreX and SonicOS containerization1

•	 Connections scalability (SPI, DPI, DPI SSL)

Enhanced dashboard1

•	 Enhanced device view
•	 Top traffic and user summary
•	 Insights to threats
•	 Notification center 

TLS/SSL/SSH decryption and inspection
•	 TLS 1.3 with enhanced security1

•	 Deep packet inspection for TLS/SSL/SSH 
•	 Inclusion/exclusion of objects, groups  

or hostnames
•	 SSL control
•	 Enhancements for DPI-SSL with CFS
•	 Granular DPI SSL controls per zone or rule

Capture advanced threat protection2
•	 Real-Time Deep Memory Inspection
•	  Cloud-based multi-engine analysis
•	 Virtualized sandboxing
•	 Hypervisor level analysis
•	 Full system emulation
•	 Broad file type examination
•	 Automated and manual submission
•	 Real-time threat intelligence updates
•	 Block until verdict
•	 Capture Client

Intrusion prevention2
•	 Signature-based scanning 
•	 Automatic signature updates 
•	 Bi-directional inspection 
•	 Granular IPS rule capability 
•	 GeoIP enforcement
•	 Botnet filtering with dynamic list
•	 Regular expression matching

Anti-malware2
•	 Stream-based malware scanning 
•	 Gateway anti-virus 
•	 Gateway anti-spyware 
•	 Bi-directional inspection 
•	 No file size limitation 
•	 Cloud malware database

Application identification2
•	 Application control
•	 Application bandwidth management 
•	 Custom application signature creation 
•	 Data leakage prevention 

•	 Application reporting over NetFlow/IPFIX 
•	 Comprehensive application signature database 

Traffic visualization and analytics 
•	 User activity 
•	 Application/bandwidth/threat usage 
•	 Cloud-based analytics

HTTP/HTTPS Web content filtering2
•	 URL filtering 
•	 Proxy avoidance 
•	 Keyword blocking 
•	 Policy-based filtering (exclusion/inclusion)
•	 HTTP header insertion
•	 Bandwidth manage CFS rating categories 
•	 Unified policy model with app control 
•	 Content Filtering Client

VPN 
•	 Secure SD-WAN
•	 Auto-provision VPN
•	 IPSec VPN for site-to-site connectivity 
•	 SSL VPN and IPSec client remote access 
•	 Redundant VPN gateway 
•	 Mobile Connect for iOS, Mac OS X, Windows, 

Chrome, Android and Kindle Fire
•	 Route-based VPN (OSPF, RIP, BGP)

Networking 
•	 PortShield 
•	 Jumbo frames
•	 Path MTU discovery
•	 Enhanced logging 
•	 VLAN trunking
•	 Port mirroring (NSa 2650 and above)
•	 Layer-2 QoS
•	 Port security 
•	 Dynamic routing (RIP/OSPF/BGP) 
•	 SonicWall wireless controller
•	 Policy-based routing (ToS/metric and ECMP) 
•	 NAT
•	 DHCP server
•	  Bandwidth management
•	 A/P high availability with state sync
•	 Inbound/outbound load balancing
•	 High availability - Active/Standby with  

state sync
•	 L2 bridge, wire/virtual wire mode, tap mode, 

NAT mode 
•	 Asymmetric routing
•	 Common Access Card (CAC) support

VoIP 
•	 Granular QoS control 
•	 Bandwidth management 
•	 DPI for VoIP traffic 
•	 H.323 gatekeeper and SIP proxy support 

Management, monitoring and support 
•	 Capture Security Appliance (CSa) support
•	 Capture Threat Assessment (CTA) v2.0

•	 New design or template
•	 Industry and global average comparison

•	 New UI/UX, Intuitive feature layout1

•	 Dashboard 
•	 Device information, application, threats
•	 Topology view 
•	 Simplified policy creation and management

•	 Policy/Objects usage statistics1

•	 Used vs Un-used
•	 Active vs Inactive

•	 Global search for static data
•	 Storage support1

•	 Internal and external storage management1

•	 WWAN USB card support (5G/LTE/4G/3G)
•	 Network Security Manager (NSM) support
•	 Web GUI 
•	 Command line interface (CLI) 
•	 Zero-Touch registration & provisioning
•	 CSC Simple Reporting1

•	 SonicExpress mobile app support
•	 SNMPv2/v3 
•	 Centralized management and reporting with 

SonicWall Global Management System (GMS)2

•	 Logging 
•	 Netflow/IPFix exporting 
•	 Cloud-based configuration backup 
•	 BlueCoat security analytics platform
•	 Application and bandwidth visualization 
•	 IPv4 and IPv6 management
•	 CD management screen
•	 Dell N-Series and X-Series switch 

management including cascaded switches

Debugging and diagnostics
•	 Enhanced packet monitoring
•	 SSH terminal on UI

Wireless
•	 SonicWave AP cloud management
•	 WIDS/WIPS
•	 Rogue AP prevention
•	 Fast roaming (802.11k/r/v)
•	 802.11s mesh networking
•	 Auto-channel selection
•	 RF spectrum analysis
•	 Floor plan view
•	 Topology view
•	 Band steering
•	 Beamforming
•	 AirTime fairness
•	 Bluetooth Low Energy
•	 MiFi extender
•	 RF enhancements and improvements
•	 Guest cyclic quota

Integrated Wireless Models 
•	 802.11ac Wave 2 wireless (TZ570W)
•	 Dual-band (2.4 GHz and 5.0 GHz)
•	 802.11 a/b/g/n/ac wireless standards
•	 Wireless intrusion detection and prevention
•	 Wireless guest services
•	 Lightweight hotspot messaging
•	 Virtual access point segmentation
•	 Captive portal
•	 Cloud ACL

1 New feature, available on SonicOS 7.0
2 Requires added subscription
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SonicWall TZ Series system specifications — SOHO, SOHO 250, TZ300 and TZ350

FIREWALL GENERAL SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES
Operating system SonicOS

Interfaces 5x1GbE, 1 USB, 1 Console 5x1GbE, 1 USB,  
1 Console

5x1GbE, 1 USB,  
1 Console

Power over Ethernet (PoE) support — — TZ300P - 2 ports  
(2 PoE or 1 PoE+) —

Expansion USB
Management CLI, SSH, Web UI, Capture Security Center, GMS, REST APIs 
Single Sign-On (SSO) Users 250 350 500 500
VLAN interfaces 25
Access points supported (maximum) 2 4 8 8
FIREWALL/VPN PERFORMANCE SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES
Firewall inspection throughput1 300 Mbps 600 Mbps 750 Mbps 1.0 Gbps
Threat Prevention throughput2 150 Mbps 200 Mbps 235 Mbps 335 Mbps
Application inspection throughput2 — 275 Mbps 375 Mbps 600 Mbps
IPS throughput2 200 Mbps 250 Mbps 300 Mbps 400 Mbps
Anti-malware inspection throughput2 150 Mbps 200 Mbps 235 Mbps 335 Mbps
TLS/SSL inspection and decryption throughput (DPI SSL)2 30 Mbps 50 Mbps 60 Mbps 65 Mbps
IPSec VPN throughput3 150 Mbps 200 Mbps 300 Mbps 430 Mbps
Connections per second 1,800 3,000 5,000 6,000
Maximum connections (SPI) 10,000 50,000 100,000 100,000
Maximum connections (DPI) 10,000 50,000 90,000 90,000
Maximum connections (DPI SSL) 250 25,000 25,000 25,000
VPN SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES
Site-to-site VPN tunnels 10 10 10 15
IPSec VPN clients (maximum) 1 (5) 1 (5) 1 (10) 2 (10)
SSL VPN licenses (maximum) 1 (10) 1 (25) 1 (50) 1 (75)
Virtual assist bundled (maximum) — 1 (30-day trial) 1 (30-day trial) 1 (30-day trial)
Encryption/authentication DES, 3DES, AES (128, 192, 256-bit), MD5, SHA-1, Suite B Cryptography
Key exchange Diffie Hellman Groups 1, 2, 5, 14v
Route-based VPN RIP, OSPF, BGP4

VPN features Dead Peer Detection, DHCP Over VPN, IPSec NAT Traversal,  
Redundant VPN Gateway, Route-based VPN

Global VPN client platforms supported Microsoft® Windows Vista 32/64-bit, Windows 7 32/64-bit,  
Windows 8.0 32/64-bit, Windows 8.1 32/64-bit, Windows 10

NetExtender Microsoft Windows Vista 32/64-bit, Windows 7, Windows 8.0 32/64-bit, Windows 8.1 
32/64-bit, Mac OS X 10.4+, Linux FC3+/Ubuntu 7+/OpenSUSE

Mobile Connect Apple® iOS, Mac OS X, Google® Android™, Kindle Fire, Chrome,  
Windows 8.1 (Embedded)

SECURITY SERVICES SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES
Deep Packet Inspection services Gateway Anti-Virus, Anti-Spyware, Intrusion Prevention, DPI SSL

Content Filtering Service (CFS) HTTP URL, HTTPS IP, keyword and content scanning, Comprehensive filtering based 
on file types such as ActiveX, Java, Cookies for privacy, allow/forbid lists

Comprehensive Anti-Spam Service Supported
Application Visualization No Yes Yes Yes
Application Control Yes Yes Yes Yes
Capture Advanced Threat Protection No Yes Yes Yes
NETWORKING SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES
IP address assignment Static, (DHCP, PPPoE, L2TP and PPTP client), Internal DHCP server, DHCP relay
NAT modes 1:1, 1:many, many:1, many:many, flexible NAT (overlapping IPs), PAT, transparent mode
Routing protocols4 BGP4, OSPF, RIPv1/v2, static routes, policy-based routing

QoS Bandwidth priority, max bandwidth, guaranteed bandwidth, DSCP marking,  
802.1e (WMM)
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SonicWall TZ series specifications cont'd — SOHO, SOHO 250, TZ300 and TZ350

NETWORKING CONT'D SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES

Authentication LDAP (multiple domains), XAUTH/RADIUS, 
SSO, Novell, internal user database

LDAP (multiple domains), XAUTH/
RADIUS, SSO, Novell, internal user 
database, Terminal Services, Citrix, 

Common Access Card (CAC)
Local user database 150
VoIP Full H.323v1-5, SIP

Standards TCP/IP, UDP, ICMP, HTTP, HTTPS, IPSec, ISAKMP/IKE, SNMP, DHCP, PPPoE, L2TP, 
PPTP, RADIUS, IEEE 802.3

Certifications5 FIPS 140-2 (with Suite B) Level 2, UC APL, IPv6 (Phase 2), ICSA Network Firewall, 
ICSA Anti-virus, Common Criteria NDPP (Firewall and IPS)

Common Access Card (CAC) Supported
High availability No Active/standby 
HARDWARE SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES

Form factor Desktop

Power supply 24W external
24W external 
65W external 
(TZ300P only)

24W external

Maximum power consumption (W) 6.4 / 11.3 6.9 / 11.3 6.9 / 12.0 6.9 / 12.0
Input power 100 to 240 VAC, 50-60 Hz, 1 A
Total heat dissipation 21.8 / 38.7 BTU 23.5 / 38.7 BTU 23.5 / 40.9 BTU 23.5 / 40.9 BTU

Dimensions 3.6 x 14.1 x 19 cm 
1.42 x 5.55 x 7.48 in

3.5 x 13.4 x 19 cm 
1.38 x 5.28 x 7.48 in

3.5 x 13.4 x 19 cm 
1.38 x 5.28 x 7.48 

in

Weight 0.34 kg / 0.75 lbs
0.48 kg / 1.06 lbs

0.73 kg / 1.61 lbs
0.84 kg / 1.85 lbs

0.73 kg / 1.61 lbs 
0.84 kg / 1.85 lbs

WEEE weight 0.80 kg / 1.76 lbs 
0.94 kg / 2.07 lbs

1.15 kg / 2.53 lbs 
1.26 kg / 2.78 lbs

1.15 kg / 2.53 lbs 
1.26 kg / 2.78 lbs

Shipping weight 1.20 kg / 2.64 lbs 
1.34 kg / 2.95 lbs

1.37 kg / 3.02 lbs
1.48 kg / 3.26 lbs

1.37 kg / 3.02 lbs 
1.48 kg / 3.26 lbs

MTBF (in years) 58.9/56.1 (wireless) 56.1 56.1 56.1
Environment (Operating/Storage) 32°-105° F (0°-40° C)/-40° to 158° F (-40° to 70° C)
Humidity 5-95% non-condensing
REGULATORY SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES

Major regulatory compliance (wired models)

FCC Class B, ICES Class B, CE (EMC, LVD, 
RoHS), C-Tick, VCCI Class B, UL, cUL, 

TUV/GS, CB, Mexico CoC by UL, WEEE, 
REACH, KCC/MSIP, ANATEL

FCC Class B, ICES Class B, CE (EMC, LVD, 
RoHS), C-Tick, VCCI Class B, UL, cUL, 

TUV/GS, CB, Mexico CoC by UL, WEEE, 
REACH, KCC/MSIP, ANATEL

Major regulatory compliance (wireless models)

FCC Class B, FCC RF ICES Class B, IC RF 
CE (RED, RoHS), RCM, VCCI Class B, MIC/
TELEC, UL, cUL, TUV/GS, CB, Mexico CoC 

by UL, WEEE, REACH

FCC Class B, FCC RF ICES Class B, IC 
RF CE (RED, RoHS), RCM, VCCI Class B, 

MIC/TELEC, UL, cUL, TUV/GS, CB, Mexico 
CoC by UL, WEEE, REACH

INTEGRATED WIRELESS SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES

Standards
802.11 a/b/g/n

802.11a/b/g/n/ac (WEP, WPA, WPA2, 
802.11i, TKIP, PSK,02.1x, EAP-PEAP, 

EAP-TTLS

Frequency bands6
802.11a: 5.180-5.825 GHz; 802.11b/g: 

2.412-2.472 GHz; 802.11n: 2.412-2.472 
GHz, 5.180-5.825 GHz

802.11a: 5.180-5.825 GHz; 802.11b/g: 
2.412-2.472 GHz; 802.11n: 2.412-2.472 
GHz, 5.180-5.825 GHz; 802.11ac: 2.412-

2.472 GHz, 5.180-5.825 GHz
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INTEGRATED WIRELESS SOHO SERIES SOHO 250 SERIES TZ300 SERIES TZ350 SERIES

Operating Channels
802.11a: US and Canada 12, Europe 11, 

Japan 4, Singapore 4, Taiwan 4; 802.11b/g: 
US and Canada 1-11, Europe 1-13, Japan 

1-14 (14-802.11b only); 802.11n (2.4 
GHz): US and Canada 1-11, Europe 1-13, 

Japan 1-13; 802.11n (5 GHz): US and 
Canada 36-48/149-165, Europe 36-48, 

Japan 36-48, Spain 36-48/52-64;

802.11a: US and Canada 12, Europe 
11, Japan 4, Singapore 4, Taiwan 4; 

802.11b/g: US and Canada 1-11, Europe 
1-13, Japan 1-14 (14-802.11b only); 

802.11n (2.4 GHz): US and Canada 1-11, 
Europe 1-13, Japan 1-13; 802.11n (5 

GHz): US and Canada 36-48/149-165, 
Europe 36-48, Japan 36-48, Spain 36-

48/52-64; 802.11ac: US and Canada 36-
48/149-165, Europe 36-48, Japan 36-48, 

Spain 36-48/52-64

Transmit output power Based on the regulatory domain specified by the system administrator

Transmit power control Supported

Data rates supported

802.11a: 6, 9, 12, 18, 24, 36, 48, 54 Mbps 
per channel; 802.11b: 1, 2, 5.5, 11 Mbps 

per channel; 802.11g: 6, 9, 12, 18, 24, 36, 
48, 54 Mbps per channel; 802.11n: 7.2, 

14.4, 21.7, 28.9, 43.3, 57.8, 65, 72.2, 15, 
30, 45, 60, 90, 120, 135, 150 Mbps per 

channel

802.11a: 6, 9, 12, 18, 24, 36, 48, 54 
Mbps per channel; 802.11b: 1, 2, 5.5, 

11 Mbps per channel; 802.11g: 6, 9, 12, 
18, 24, 36, 48, 54 Mbps per channel; 

802.11n: 7.2, 14.4, 21.7, 28.9, 43.3, 57.8, 
65, 72.2, 15, 30, 45, 60, 90, 120, 135, 
150 Mbps per channel; 802.11ac: 7.2, 
14.4, 21.7, 28.9, 43.3, 57.8, 65, 72.2, 

86.7, 96.3, 15, 30, 45, 60, 90, 120, 135, 
150, 180, 200, 32.5, 65, 97.5, 130, 195, 

260, 292.5, 325, 390, 433.3, 65, 130, 
195, 260, 390, 520, 585, 650, 780, 866.7 

Mbps per channel

Modulation technology spectrum
802.11a: Orthogonal Frequency Division 

Multiplexing (OFDM); 802.11b: Direct 
Sequence Spread Spectrum (DSSS); 

802.11g: Orthogonal Frequency Division 
Multiplexing (OFDM)/Direct Sequence 

Spread Spectrum (DSSS); 802.11n: 
Orthogonal Frequency Division Multiplexing 

(OFDM)

802.11a: Orthogonal Frequency Division 
Multiplexing (OFDM); 802.11b: Direct 
Sequence Spread Spectrum (DSSS); 

802.11g: Orthogonal Frequency 
Division Multiplexing (OFDM)/Direct 
Sequence Spread Spectrum (DSSS); 

802.11n: Orthogonal Frequency 
Division Multiplexing (OFDM); 802.11ac: 

Orthogonal Frequency Division 
Multiplexing (OFDM)

*Future use
1 �Testing Methodologies: Maximum performance based on RFC 2544 (for firewall). Actual performance may vary depending on network conditions and activated services.	
2 �Threat Prevention/GatewayAV/Anti-Spyware/IPS throughput measured using industry standard Spirent WebAvalanche HTTP performance test and Ixia test 
tools. Testing done with multiple flows through multiple port pairs. Threat Prevention throughput measured with Gateway AV, Anti-Spyware, IPS and Application 
Control enabled. DPI SSL performance measured on HTTPS traffic with IPS enabled.

3 �VPN throughput measured using UDP traffic at 1280 byte packet size adhering to RFC 2544. All specifications, features and availability are subject to change. 
4 BGP is available only on SonicWall TZ350, TZ400, TZ500 and TZ600.
5 Pending FIPS and ICSA approval on SOHO 250 and TZ350
6All TZ integrated wireless models can support either 2.4GHz or 5GHz band. For dual-band support, please use SonicWall's wireless access point products

SonicWall TZ series system specifications cont'd — SOHO, SOHO 250, TZ300 and TZ350
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FIREWALL GENERAL TZ400 SERIES TZ500 SERIES TZ600 SERIES

Operating system SonicOS

Interfaces 7x1GbE, 1 USB,  
1 Console

8x1GbE, 2 USB,  
1 Console

10x1GbE, 2 USB,  
1 Console,  

1 Expansion Slot

Power over Ethernet (PoE) support — — TZ600P - 4 ports 
(4 PoE or 4 PoE+)

Expansion USB 2 USB Expansion Slot (Rear)*, 2 USB
Management CLI, SSH, Web UI, Capture Security Center, GMS, REST APIs
Single Sign-On (SSO) Users 500 500 500
VLAN interfaces 50 50 50
Access points supported (maximum) 16 16 24
FIREWALL/VPN PERFORMANCE TZ400 SERIES TZ500 SERIES TZ600 SERIES
Firewall inspection throughput1 1.3 Gbps 1.4 Gbps 1.9 Gbps
Threat Prevention throughput2 600 Mbps 700 Mbps 800 Mbps
Application inspection throughput2 1.2 Gbps 1.3 Gbps 1.8 Gbps
IPS throughput2 900 Mbps 1.0 Gbps 1.2 Gbps
Anti-malware inspection throughput2 600 Mbps 700 Mbps 800 Mbps
TLS/SSL inspection and decryption throughput 
(DPI SSL)2 180 Mbps 225 Mbps 300 Mbps

IPSec VPN throughput3 900 Mbps 1.0 Gbps 1.1 Gbps
Connections per second 6,000 8,000 12,000
Maximum connections (SPI) 150,000 150,000 150,000
Maximum connections (DPI) 125,000 125,000 125,000
Maximum connections (DPI SSL) 25,000 25,000 25,000
VPN TZ400 SERIES TZ500 SERIES TZ600 SERIES
Site-to-site VPN tunnels 20 25 50
IPSec VPN clients (maximum) 2 (25) 2 (25) 2 (25)
SSL VPN licenses (maximum) 2 (100) 2 (150) 2 (200)
Virtual assist bundled (maximum) 1 (30-day trial) 1 (30-day trial) 1 (30-day trial)
Encryption/authentication DES, 3DES, AES (128, 192, 256-bit)/MD5, SHA-1, Suite B Cryptography
Key exchange Diffie Hellman Groups 1, 2, 5, 14v
Route-based VPN RIP, OSPF, BGP

VPN features Dead Peer Detection, DHCP Over VPN, IPSec NAT Traversal,  
Redundant VPN Gateway, Route-based VPN

Global VPN client platforms supported Microsoft® Windows Vista 32/64-bit, Windows 7 32/64-bit,  
Windows 8.0 32/64-bit, Windows 8.1 32/64-bit, Windows 10

NetExtender Microsoft Windows Vista 32/64-bit, Windows 7, Windows 8.0 32/64-bit, Windows 8.1 32/64-bit, 
Mac OS X 10.4+, Linux FC3+/Ubuntu 7+/OpenSUSE

Mobile Connect Apple® iOS, Mac OS X, Google® Android™, Kindle Fire, Chrome, Windows 8.1 (Embedded)
SECURITY SERVICES TZ400 SERIES TZ500 SERIES TZ600 SERIES
Deep Packet Inspection services Gateway Anti-Virus, Anti-Spyware, Intrusion Prevention, DPI SSL

Content Filtering Service (CFS) HTTP URL, HTTPS IP, keyword and content scanning, Comprehensive filtering based on file types 
such as ActiveX, Java, Cookies for privacy, allow/forbid lists

Comprehensive Anti-Spam Service Supported
Application Visualization Yes Yes Yes
Application Control Yes Yes Yes
Capture Advanced Threat Protection Yes Yes Yes
NETWORKING TZ400 SERIES TZ500 SERIES TZ600 SERIES

IP address assignment Static, (DHCP, PPPoE, L2TP and PPTP client), Internal DHCP server, DHCP relay

NAT modes 1:1, 1:many, many:1, many:many, flexible NAT (overlapping IPs), PAT, transparent mode

Routing protocols4 BGP4, OSPF, RIPv1/v2, static routes, policy-based routing

QoS Bandwidth priority, max bandwidth, guaranteed bandwidth, DSCP marking, 802.1e (WMM)

SonicWall TZ series system specifications — TZ400, TZ500 and TZ600
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SonicWall TZ series system specifications cont'd — TZ400, TZ500 and TZ600

NETWORKING TZ400 SERIES TZ500 SERIES TZ600 SERIES

Authentication LDAP (multiple domains), XAUTH/RADIUS, SSO, Novell, internal user database, 
Terminal Services, Citrix, Common Access Card (CAC)

Local user database 150 250

VoIP Full H.323v1-5, SIP

Standards TCP/IP, UDP, ICMP, HTTP, HTTPS, IPSec, ISAKMP/IKE, SNMP, DHCP, PPPoE, L2TP, PPTP, RADIUS, 
IEEE 802.3

Certifications FIPS 140-2 (with Suite B) Level 2, UC APL, IPv6 (Phase 2), ICSA Network Firewall,  
ICSA Anti-virus, Common Criteria NDPP (Firewall and IPS)

Common Access Card (CAC) Supported

High availability Active/standby Active/Standby with stateful synchronization
HARDWARE TZ400 SERIES TZ500 SERIES TZ600 SERIES

Form factor Desktop

Power supply 24W external 36W external 60W external 
180W external  
(TZ600P only)

Maximum power consumption (W) 9.2 / 13.8 13.4 / 17.7 16.1

Input power 100-240 VAC, 50-60 Hz, 1 A

Total heat dissipation 31.3 / 47.1 BTU 45.9 / 60.5 BTU 55.1 BTU

Dimensions 3.5 x 13.4 x 19 cm 
1.38 x 5.28 x 7.48 in

3.5 x 15 x 22.5 cm 
1.38 x 5.91 x 8.86 in

3.5 x 18 x 28 cm 
1.38 x 7.09 x 11.02 in

Weight 0.73 kg / 1.61 lbs
0.84 kg / 1.85 lbs

0.92 kg / 2.03 lbs 
1.05 kg / 2.31 lbs

1.47 kg / 3.24 lbs

WEEE weight 1.15 kg / 2.53 lbs 
1.26 kg / 2.78 lbs

1.34 kg / 2.95 lbs 
1.48 kg / 3.26 lbs

1.89 kg /4.16 lbs

Shipping weight 1.37 kg / 3.02 lbs
1.48 kg / 3.26 lbs

1.93 kg / 4.25 lbs 
2.07 kg / 4.56 lbs

2.48 kg / 5.47 lbs

MTBF (in years) 54.0 40.8 18.4

Environment (Operating/Storage) 32°-105° F (0°-40° C)/-40° to 158° F (-40° to 70° C)

Humidity 5-95% non-condensing
REGULATORY TZ400 SERIES TZ500 SERIES TZ600 SERIES

Major regulatory compliance (wired models) FCC Class B, ICES Class B, 
CE (EMC, LVD, RoHS), C-Tick, 
VCCI Class B, UL, cUL, TUV/
GS, CB, Mexico CoC by UL, 
WEEE, REACH, KCC/MSIP, 

ANATEL

FCC Class B, ICES Class B, 
CE (EMC, LVD, RoHS), C-Tick, 
VCCI Class B, UL, cUL, TUV/
GS, CB, Mexico CoC by UL, 
WEEE, REACH, BSMI, KCC/

MSIP, ANATEL

FCC Class A, ICES Class A, 
CE (EMC, LVD, RoHS), C-Tick, 

VCCI Class A, UL cUL, TUV/GS, 
CB, Mexico CoC by UL, WEEE, 
REACH, KCC/MSIP, ANATEL

Major regulatory compliance (wireless models) FCC Class B, FCC RF ICES 
Class B, IC RF CE (RED, RoHS), 

RCM, VCCI Class B, MIC/
TELEC, UL, cUL, TUV/GS, CB, 

Mexico CoC by UL, WEEE, 
REACH

FCC Class B, FCC RF ICES 
Class B, IC RF CE (RED, RoHS), 

RCM, VCCI Class B, MIC/
TELEC, UL, cUL, TUV/GS, CB, 

Mexico CoC by UL, WEEE, 
REACH

—



15

INTEGRATED WIRELESS TZ400 SERIES TZ500 SERIES TZ600 SERIES

Standards 802.11a/b/g/n/ac (WEP, WPA, WPA2, 802.11i, TKIP, PSK,02.1x, 
EAP-PEAP, EAP-TTLS

—

Frequency bands5 802.11a: 5.180-5.825 GHz; 802.11b/g: 2.412-2.472 GHz; 
802.11n: 2.412-2.472 GHz, 5.180-5.825 GHz; 802.11ac:  

5.180-5.825 GHz

—

Operating Channels 802.11a: US and Canada 12, Europe 11, Japan 4, Singapore 4, 
Taiwan 4; 802.11b/g: US and Canada 1-11, Europe 1-13,  

Japan (14-802.11b only); 802.11n (2.4 GHz): US and Canada 
1-11, Europe 1-13, Japan 1-13; 802.11n (5 GHz): US and 

Canada 36-48/149-165, Europe 36-48, Japan 36-48, Spain 
36-48/52-64; 802.11ac: US and Canada 36-48/149-165, Europe 

36-48, Japan 36-48, Spain 36-48/52-64

—

Transmit output power Based on the regulatory domain specified by the system 
administrator

—

Transmit power control Supported —

Data rates supported 802.11a: 6, 9, 12, 18, 24, 36, 48, 54 Mbps per channel; 802.11b: 
1, 2, 5.5, 11 Mbps per channel; 802.11g: 6, 9, 12, 18, 24, 36, 48, 
54 Mbps per channel; 802.11n: 7.2, 14.4, 21.7, 28.9, 43.3, 57.8, 
65, 72.2, 15, 30, 45, 60, 90, 120, 135, 150 Mbps per channel; 

802.11ac: 7.2, 14.4, 21.7, 28.9, 43.3, 57.8, 65, 72.2, 86.7, 96.3, 
15, 30, 45, 60, 90, 120, 135, 150, 180, 200, 32.5, 65, 97.5, 130, 
195, 260, 292.5, 325, 390, 433.3, 65, 130, 195, 260, 390, 520, 

585, 650, 780, 866.7 Mbps per channel

—

Modulation technology spectrum 802.11a: Orthogonal Frequency Division Multiplexing (OFDM); 
802.11b: Direct Sequence Spread Spectrum (DSSS); 802.11g: 

Orthogonal Frequency Division Multiplexing (OFDM)/Direct 
Sequence Spread Spectrum (DSSS); 802.11n: Orthogonal 

Frequency Division Multiplexing (OFDM); 802.11ac: Orthogonal 
Frequency Division Multiplexing (OFDM)

—

SonicWall TZ series system specifications cont'd — TZ400, TZ500 and TZ600
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SonicWall TZ series specifications — TZ570 and TZ670

FIREWALL GENERAL TZ570 SERIES TZ670 SERIES
Operating system SonicOS 7.0

Interfaces 8x1GbE, 2x5GbE, 2 USB 3.0,
1 Console

8x1GbE, 2x10GbE, 2 USB 3.0,
1 Console

Power over Ethernet (PoE) support TZ570P (5 PoE or 3PoE+) —

Expansion Storage Expansion Slot (Up to 256GB) Storage Expansion Slot (Up to 256GB)
(32GB included)

Management Network Security Manager, CLI, SSH, Web UI, GMS, REST APIs
Single Sign-On (SSO) Users 2,500 2,500
VLAN interfaces 256 256
Access points supported (maximum) 32 32
FIREWALL/VPN PERFORMANCE TZ570 SERIES TZ670 SERIES
Firewall inspection throughput1 4.00 Gbps 5.00 Gbps
Threat Prevention throughput2 2.00 Gbps 2.50 Gbps
Application inspection throughput2 2.5 Gbps 3.0 Gbps
IPS throughput2 2.5 Gbps 3.0 Gbps
Anti-malware inspection throughput2 2.00 Gbps 2.50 Gbps
TLS/SSL inspection and decryption throughput 
(DPI SSL)2 750 Mbps 800 Mbps

IPSec VPN throughput3 1.80 Gbps 2.10 Gbps
Connections per second 16,000 25,000
Maximum connections (SPI) 1,250,000 1,500,000
Maximum connections (DPI) 400,000 500,000
Maximum connections (DPI SSL) 30,000 30,000
VPN TZ570 SERIES TZ670 SERIES
Site-to-site VPN tunnels 200 250
IPSec VPN clients (maximum) 10 (500) 10 (500)
SSL VPN licenses (maximum) 2 (200) 2 (250)
Encryption/authentication DES, 3DES, AES (128, 192, 256-bit)/MD5, SHA-1, Suite B Cryptography
Key exchange Diffie Hellman Groups 1, 2, 5, 14v
Route-based VPN RIP, OSPF, BGP

VPN features Dead Peer Detection, DHCP Over VPN, IPSec NAT Traversal,  
Redundant VPN Gateway, Route-based VPN

Global VPN client platforms supported Microsoft® Windows 10
NetExtender Microsoft® Windows 10, Linux
Mobile Connect Apple® iOS, Mac OS X, Google® Android™, Kindle Fire, Chrome OS, Windows 10
SECURITY SERVICES TZ570 SERIES TZ670 SERIES
Deep Packet Inspection services Gateway Anti-Virus, Anti-Spyware, Intrusion Prevention, DPI SSL

Content Filtering Service (CFS) HTTP URL, HTTPS IP, keyword and content scanning, Comprehensive filtering based on file types 
such as ActiveX, Java, Cookies for privacy, allow/forbid lists

Comprehensive Anti-Spam Service Yes
Application Visualization Yes
Application Control Yes
Capture Advanced Threat Protection Yes
DNS Security Yes
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SonicWall TZ series specifications cont'd — TZ570 and TZ670

NETWORKING TZ570 SERIES TZ670 SERIES

IP address assignment Static, (DHCP, PPPoE, L2TP and PPTP client), Internal DHCP server, DHCP relay

NAT modes 1:1, 1:many, many:1, many:many, flexible NAT (overlapping IPs), PAT, transparent mode

Routing protocols BGP, OSPF, RIPv1/v2, static routes, policy-based routing

QoS Bandwidth priority, max bandwidth, guaranteed bandwidth, DSCP marking, 802.1e (WMM)

Authentication LDAP (multiple domains), XAUTH/RADIUS, SSO, Novell, internal user database,
Terminal Services, Citrix, Common Access Card (CAC)

Local user database 250

VoIP Full H.323v1-5, SIP

Standards TCP/IP, UDP, ICMP, HTTP, HTTPS, IPSec, ISAKMP/IKE, SNMP, DHCP,  
PPPoE, L2TP, PPTP, RADIUS, IEEE a802.3

Certifications pending FIPS 140-2 (with Suite B) Level 2, IPv6 (Phase 2),  
ICSA Network Firewall, ICSA Anti-virus, Common Criteria NDPP (Firewall and IPS)

HARDWARE TZ570 SERIES TZ670 SERIES
Form Factor Desktop5

Power supply
60W external

180W external
(TZ570P only)

60W external

Maximum power consumption (W) 13.1 13.1
Input Voltage & Frequency 100-240 VAC, 50-60 Hz 100-240 VAC, 50-60 Hz
Total heat dissipation 45.9 / 60.5 BTU 55.1 BTU

Dimensions 3.5 x 15 x 22.5 (cm)
1.38 x 5.91 x 8.85 in

3.5 x 15 x 22.5 (cm)
1.38 x 5.91 x 8.85 in

Weight 0.97 kg / 2.14 lbs 0.97 kg / 2.14 lbs
WEEE weight 1.42 kg / 3.13 lbs 1.42 kg / 3.13 lbs
Shipping weight 1.93 kg / 4.25 lbs 1.93 kg / 4.25 lbs
MTBF @25ºC in years 26.1 43.9
Environment (Operating/Storage) 32°-105° F (0°-40° C)/-40° to 158° F (-40° to 70° C)
Humidity 5-95% non-condensing
REGULATORY TZ570 SERIES TZ670 SERIES

Major regulatory compliance  
(wired models - TZ670, TZ570) 

FCC Class B, FCC , ICES Class B, CE (EMC, LVD, 
RoHS), C-Tick, VCCI Class B, UL/cUL, TUV/GS, 
CB, Mexico DGN notice by UL, WEEE, REACH, 

BSMI, KCC/MSIP, ANATEL

FCC Class B, FCC , ICES Class B, CE (EMC, LVD, 
RoHS), C-Tick, VCCI Class B, UL/cUL, TUV/GS, 
CB, Mexico DGN notice by UL, WEEE, REACH, 

BSMI, KCC/MSIP, ANATEL

Major regulatory compliance  
(wireless models - TZ570W)

FCC Class B, FCC P15C, FCC P15E, ICES Class 
B, ISED/IC, CE (RED, RoHS), C-Tick, VCCI Class 
B, Japan Wireless, UL/cUL, TUV/GS, CB, Mexico 
DGN notice by UL, WEEE, REACH, BSMI, NCC 

(TW) KCC/MSIP, SRRC, ANATEL

—

Major regulatory compliance  
(PoE models - TZ570P)

FCC Class A, ICES Class A, CE (EMC, LVD, 
RoHS), C-Tick, VCCI Class A, UL/cUL, TUV/GS, 
CB, Mexico DGN notice by UL, WEEE, REACH, 

BSMI, KCC/MSIP, ANATEL

—
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SonicWall TZ series specifications cont'd — TZ570 and TZ670

1Testing Methodologies: Maximum performance based on RFC 2544 (for firewall). Actual performance may vary depending on network conditions and activated services.
2Threat Prevention/GatewayAV/Anti-Spyware/IPS throughput measured using industry standard Spirent WebAvalanche HTTP performance test and Ixia test
tools. Testing done with multiple flows through multiple port pairs. Threat Prevention throughput measured with Gateway AV, Anti-Spyware, IPS and Application  
Control enabled. DPI SSL performance measured on HTTPS traffic with IPS enabled.
3VPN throughput measured using UDP traffic at 1280 byte packet size adhering to RFC 2544. All specifications, features and availability are subject to change.
4For rack mount, separate rack mount kit available.
5All TZ integrated wireless models can support either 2.4GHz or 5GHz band. For dual-band support, please use SonicWall's wireless access point products.

INTEGRATED WIRELESS TZ570 SERIES TZ670 SERIES

Standards 802.11a/b/g/n/ac (WEP, WPA, WPA2, 802.11i, 
TKIP, PSK,02.1x, EAP-PEAP, EAP-TTLS —

Frequency bands5

802.11a: 5.180-5.825 GHz; 802.11b/g: 2.412-
2.472 GHz; 802.11n: 2.412-2.472 GHz, 5.180-

5.825 GHz; 802.11ac: 5.180-5.825 GHz
—

Operating Channels

802.11a: US and Canada 12, Europe 11, Japan 
4, Singapore 4, Taiwan 4; 802.11b/g: US and 

Canada 1-11, Europe 1-13, Japan (14-802.11b 
only); 802.11n (2.4 GHz): US and Canada 1-11, 
Europe 1-13, Japan 1-13; 802.11n (5 GHz): US 

and Canada 36-48/149-165, Europe 36-48, 
Japan 36-48, Spain 36-48/52-64; 802.11ac: US 

and Canada 36-48/149-165, Europe 36-48,  
Japan 36-48, Spain 36-48/52-64

—

Transmit output power Based on the regulatory domain specified by the 
system administrator —

Transmit power control Supported —

Data rates supported

802.11a: 6, 9, 12, 18, 24, 36, 48, 54 Mbps 
per channel; 802.11b: 1, 2, 5.5, 11 Mbps per 
channel; 802.11g: 6, 9, 12, 18, 24, 36, 48, 54 
Mbps per channel; 802.11n: 7.2, 14.4, 21.7, 

28.9, 43.3, 57.8, 65, 72.2, 15, 30, 45, 60, 90, 
120, 135, 150 Mbps per channel; 802.11ac: 7.2, 
14.4, 21.7, 28.9, 43.3, 57.8, 65, 72.2, 86.7, 96.3, 

15, 30, 45, 60, 90, 120, 135, 150, 180, 200, 
32.5, 65, 97.5, 130, 195, 260, 292.5, 325, 390, 
433.3, 65, 130, 195, 260, 390, 520, 585, 650, 

780, 866.7 Mbps per channel

—

Modulation technology spectrum

802.11a: Orthogonal Frequency Division 
Multiplexing (OFDM); 802.11b: Direct Sequence 
Spread Spectrum (DSSS); 802.11g: Orthogonal 
Frequency Division Multiplexing (OFDM)/Direct 
Sequence Spread Spectrum (DSSS); 802.11n: 
Orthogonal Frequency Division Multiplexing 
(OFDM); 802.11ac: Orthogonal Frequency 

Division Multiplexing (OFDM)

—
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SonicWall TZ Series ordering information

Product SKU
SOHO 250 with 1-year TotalSecure Advanced Edition 02-SSC-1815

SOHO 250 Wireless-AC with 1-year TotalSecure Advanced Edition 02-SSC-1824

TZ300 with 1-year TotalSecure Advanced Edition 01-SSC-1702

TZ300 Wireless-AC with 1-year TotalSecure Advanced Edition 01-SSC-1703

TZ300P with 1-year TotalSecure Advanced Edition 02-SSC-0602

TZ350 with 1-year TotalSecure Advanced Edition 02-SSC-1843

TZ350 Wireless-AC with 1-year TotalSecure Advanced Edition 02-SSC-1851

TZ400 with 1-year TotalSecure Advanced Edition 01-SSC-1705

TZ400 Wireless-AC with 1-year TotalSecure Advanced Edition 01-SSC-1706

TZ500 with 1-year TotalSecure Advanced Edition 01-SSC-1708

TZ500 Wireless-AC with 1-year TotalSecure Advanced Edition 01-SSC-1709

TZ570 with 1-year TotalSecure Essential Edition 02-SSC-5651

TZ570W with 1-year TotalSecure Essential Edition 02-SSC-5649

TZ570P with 1-year TotalSecure Essential Edition 02-SSC-5653

TZ600 with 1-year TotalSecure Advanced Edition 01-SSC-1711

TZ600P with 1-year TotalSecure Advanced Edition 02-SSC-0600

TZ670 with 1-year TotalSecure Essential Edition 02-SSC-5640

High availability options (each unit must be the same model)

TZ500 High Availability 01-SSC-0439

TZ570 High Availability 02-SSC-5694

TZ570P High Availability 02-SSC-5655

TZ600 High Availability 01-SSC-0220

TZ670 High Availability 02-SSC-5654

Services SKU
For SonicWall SOHO 250 Series

Advanced Gateway Security Suite - Capture ATP, Threat Prevention, and 24x7 Support (1-year)  02-SSC-1726

Capture Advanced Threat Protection for SOHO 250 (1-year) 02-SSC-1732

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 02-SSC-1750

Content Filtering Service (1-year) 02-SSC-1744

Comprehensive Anti-Spam Service (1-year) 02-SSC-1823

24x7 Support (1-year) 02-SSC-1720

For SonicWall TZ300 Series

Advanced Gateway Security Suite - Capture ATP, Threat Prevention, and 24x7 Support (1-year) 01-SSC-1430

Capture Advanced Threat Protection for TZ300 (1-year) 01-SSC-1435

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 01-SSC-0602

Content Filtering Service (1-year) 01-SSC-0608

Comprehensive Anti-Spam Service (1-year) 01-SSC-0632

24x7 Support (1-year) 01-SSC-0620

For SonicWall TZ350 Series

Advanced Gateway Security Suite - Capture ATP, Threat Prevention, and 24x7 Support (1-year)  02-SSC-1773

Capture Advanced Threat Protection for TZ350 (1-year) 02-SSC-1779

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 02-SSC-1797

Content Filtering Service (1-year) 02-SSC-1791

Comprehensive Anti-Spam Service (1-year) 02-SSC-1809

24x7 Support (1-year) 02-SSC-1767
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For SonicWall TZ400 Series

Advanced Gateway Security Suite - Capture ATP, Threat Prevention, and 24x7 Support (1-year)  01-SSC-1440

Capture Advanced Threat Protection for TZ400 (1-year) 01-SSC-1445

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 01-SSC-0534

Content Filtering Service (1-year) 01-SSC-0540

Comprehensive Anti-Spam Service (1-year) 01-SSC-0561

24x7 Support (1-year) 01-SSC-0552

For SonicWall TZ500 Series

Advanced Gateway Security Suite - Capture ATP, Threat Prevention, and 24x7 Support (1-year)  01-SSC-1450

Capture Advanced Threat Protection for TZ500 (1-year) 01-SSC-1455

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 01-SSC-0458

Content Filtering Service (1-year) 01-SSC-0464

Comprehensive Anti-Spam Service (1-year) 01-SSC-0482

24x7 Support (1-year) 01-SSC-0476

For SonicWall TZ600 Series

Advanced Gateway Security Suite - Capture ATP, Threat Prevention, and 24x7 Support (1-year) 01-SSC-1460

Capture Advanced Threat Protection for TZ600 (1-year) 01-SSC-1465

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 01-SSC-0228

Content Filtering Service (1-year) 01-SSC-0234

Comprehensive Anti-Spam Service (1-year) 01-SSC-0252

24x7 Support (1-year) 01-SSC-0246

For SonicWall TZ670 Series

Essential Protection Service Suite - Capture ATP, Threat Prevention, Content Filtering, Anti-Spam and 24x7 Support (1-year) 02-SSC-5053

Capture Advanced Threat Protection for TZ670 (1-year) 02-SSC-5035

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 02-SSC-5059

Content Filtering Service (1-year) 02-SSC-5047

Comprehensive Anti-Spam Service (1-year) 02-SSC-5041

24x7 Support (1-year) 02-SSC-5029

For SonicWall TZ570 Series (TZ570)

Essential Protection Service Suite - Capture ATP, Threat Prevention, Content Filtering, Anti-Spam and 24x7 Support (1-year) 02-SSC-5137

Capture Advanced Threat Protection for TZ570 (1-year) 02-SSC-5083

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 02-SSC-5155

Content Filtering Service (1-year) 02-SSC-5119

Comprehensive Anti-Spam Service (1-year) 02-SSC-5101

24x7 Support (1-year) 02-SSC-5065

For SonicWall TZ570 Series (TZ570W)

Essential Protection Service Suite - Capture ATP, Threat Prevention, Content Filtering, Anti-Spam and 24x7 Support (1-year) 02-SSC-5149

Capture Advanced Threat Protection for TZ570W (1-year) 02-SSC-5095

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 02-SSC-5167

Content Filtering Service (1-year) 02-SSC-5131

Comprehensive Anti-Spam Service (1-year) 02-SSC-5113

24x7 Support (1-year) 02-SSC-5077

For SonicWall TZ570 Series (TZ570P)

Essential Protection Service Suite - Capture ATP, Threat Prevention, Content Filtering, Anti-Spam and 24x7 Support (1-year) 02-SSC-5143

Capture Advanced Threat Protection for TZ570P (1-year) 02-SSC-5089

Gateway Anti-Virus, Intrusion Prevention and Application Control (1-year) 02-SSC-5161

Content Filtering Service (1-year) 02-SSC-5125

Comprehensive Anti-Spam Service (1-year) 02-SSC-5107

24x7 Support (1-year) 02-SSC-5071

SonicWall TZ Series ordering information



© 2020 SonicWall Inc. ALL RIGHTS RESERVED. SonicWall is a 
trademark or registered trademark of SonicWall Inc. and/or its 
affiliates in the U.S.A. and/or other countries. All other trademarks and 
registered trademarks are property of their respective owners.

SonicWall, Inc. 
1033 McCarthy Boulevard  |  Milpitas, CA 95035 
Refer to our website for additional information.  
www.sonicwall.com

Datasheet-TZSeries-US-KJ-3059

About SonicWall
SonicWall delivers Boundless Cybersecurity for the hyper-distributed era and a work reality where everyone is remote, mobile 
and unsecure. By knowing the unknown, providing real-time visibility and enabling breakthrough economics, SonicWall closes the 
cybersecurity business gap for enterprises, governments and SMBs worldwide. For more information, visit www.sonicwall.com.
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Regulatory model numbers
SOHO/SOHO Wireless APL31-0B9/APL41-0BA

SOHO 250/SOHO 250 Wireless APL41-0D6/APL41-0BA

TZ300/TZ300 Wireless/TZ300P APL28-0B4/APL28-0B5/APL47-0D2

TZ350/TZ350 Wireless APL28-0B4/APL28-0B5

TZ400/TZ400 Wireless APL28-0B4/APL28-0B5

TZ500/TZ500 Wireless APL29-0B6/APL29-0B7

TZ600/TZ600P APL30-0B8/APL48-0D3

TZ670 APL62-0F7

TZ570/ TZ570W/ TZ570P APL62-0F7/APL62-0F8/APL63-0F9

Accessories SKU
TZ670/570 Series

SonicWall TZ670/570 Series FRU Power Supply 02-SSC-3078

SonicWall TZ670/570 Series Rack Mount Kit 02-SSC-3112

SonicWall 32GB Storage Module for TZ670/570 Series 02-SSC-3114

SonicWall 64GB Storage Module for TZ670/570 Series 02-SSC-3115

SonicWall 128GB Storage Module for TZ670/570 Series 02-SSC-3116

SonicWall 256GB Storage Module for TZ670/570 Series 02-SSC-3117

SonicWall Micro USB Console Cable for TZ670/570 Series 02-SSC-5173

TZ600/500/400/350/300, SOHO 250 Series

SonicWall TZ600 Rack Mount Kit 01-SSC-0225

SonicWall TZ600 Series FRU Power Supply 01-SSC-0280

SonicWall TZ500 Series Rack Mount Kit 01-SSC-0438

SonicWall TZ500 Series FRU Power Supply 01-SSC-0437

SonicWall TZ400 Series Rack Mount Kit 01-SSC-0525

SonicWall TZ350, TZ300 Series Rack Mount Kit 01-SSC-0742

SonicWall TZ400, TZ350, TZ300, SOHO 250, SOHO Series FRU Power Supply 01-SSC-0709

SonicWall TZ300 PoE FRU Power Supply 02-SSC-0613

SonicWall SFP/SFP+ Modules

10GB-SR SFP+ Short Reach Fiber Module Multi-Mode No Cable 01-SSC-9785

10GB-LR SFP+ Long Reach Fiber Module Single-Mode No Cable 01-SSC-9786

10GB SFP+ Copper with 1M Twinax Cable 01-SSC-9787

10GB SFP+ Copper with 3M Twinax Cable 01-SSC-9788

1GB-SX SFP Short Haul Fiber Module Multi-Mode No Cable 01-SSC-9789

1GB-LX SFP Long Haul Fiber Module Single-Mode No Cable 01-SSC-9790

1GB-RJ45 SFP Copper Module No Cable 01-SSC-9791

SonicWall SFP+ 10GBASE-T Transceiver Copper RJ45 Module 02-SSC-1874

http://www.sonicwall.com


SONICWALL NETWORK 
SECURITY ADMINISTRATOR 
(SNSA) TECHNICAL GUIDE
SonicWall Network Security Administrator Course Description
SonicWall offers an extensive technical training curriculum for network 
administrators, security experts and SonicWall partners who need to enhance 
their knowledge and maximize their investment in SonicWall products and 
security applications. 

The SonicWall Network Security Administrator (SNSA) training curriculum is 
designed to teach students specific SonicWall network security technology. 
The course will provide students with the skills to successfully implement 
and configure SonicWall firewall appliances and security services. SonicWall 
recommends this course for networking professionals responsible for the daily 
operation of one or more security appliances.

Once you have completed the SonicWall Network Security Administrator 
course, you are eligible to take the SonicWall Network Security 
Administrator exam.

Course Overview:

•	 Two days of instructor-led classroom training — 80 percent hands-on labs 
and 20 percent lecture

•	 Six hours of online learning pre-requisite modules

•	 Based on the recently released SonicOS 6.5 firmware

To register for a SonicWall instructor-led training course: 

1.	 Go to SonicWall University and log in to your account. Select the 
SecureFirst login if you are a SecureFirst partner. If you are not a 
SecureFirst partner, select the MySonicWall login. If you do not 
have a MySonicWall account, follow the instructions to create one.

2.	 Go to the Events link and click on ATP Schedules to find a class 
that meets your needs.

3.	 Click on the Course Name link, which will redirect you to the 
Agenda and Details page for the specific class.

4.	 If you would like to enroll in this class, click on the Class 
Schedule button.

5.	This will take you to the Authorized Training Partner’s website.

6.	 If a local class is not available, go to the Events link and click on 
Authorized Training Partners to find a local training partner.

7.	 The new SonicWall Network Security Administrator e-learning 
content is available through SonicWall University. 

8.	To access the content in SonicWall University, the Authorized 
Training Partner will provide you with activation keys for each 
course.

NEW! How can you register for the SonicWall Network Security 
Administrator Course (SNSA)?

NETWORK SECURITY ADMINISTRATOR

https://www.sonicwalluniversity.com/


To access the SNSA certification exam: 

1. Log in to your SonicWall University account.

2. The SNSA Exam page requires an activation key to enable the exam.

3. Enter the key provided by your instructor into the Enter Course Key field to activate the exam. 

4. If you did not pass the exam, you can purchase an additional attempt test key from the exam page in SonicWall University

5. The SNSA exam is a proctored exam. If you take and pass the exam, you will receive a notification within 48 hours with 
the final status of your exam.

6. Because this is a proctored exam, you will be required to take the exam on a single-monitor computer.
Additional resources are not allowed.

TechnicalGuide-SNSA-US-VG-2009
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For more information, visit training.SonicWall or email trainingsupport@sonicwall.com

Complete the prerequisite SNSA eLearning course, 
which includes 8 training modules for SonicWall 

Configuration, Operation & Troubleshooting1
Get Your 

SNSA 
Certification

Prepare
for Your 

Certification

2
Get Your 

SNSP 
Certification3

+

+

=

=

=

SonicWall Network 
Security Administrator 

Course and Exam

SonicWall Network 
Security Professional 

Course and Exam

SonicWall 
Firewall & 
SonicOS 
Knowledge

SonicWall 
Firewall & 
SonicOS 
Knowledge

CERTIFICATION PATHS

NETWORK SECURITY ADMINISTRATOR

NETWORK SECURITY ADMINISTRATOR NETWORK SECURITY PROFESSIONAL

Get Your 
SMAA 

Certification+ =
Complete the SMAA eLearning course, which includes 14 training 

modules for SonicWall’s Secure Mobile Access Configuration, 
Operation & Troubleshooting and completion of the SMAA exam SECURE MOBILE ACCESS ADMINISTRATOR

https://www.sonicwall.com/partners/sonicwall-training-certification
mailto:trainingsupport%40sonicwall.com?subject=
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AVISO DE PENALIDADE

Processo Administrativo SEI n.º 0007792-92.2018.6.12.8000.
O Tribunal Regional Eleitoral de Mato Grosso do Sul torna público que foi

decidido pela INAPLICABILIDADE da penalidade administrativa à empresa I.A. CAMPAGNA
JUNIOR & CIA, decorrente do Pregão Eletrônico nº 33/2017 com fundamento legal no art.
28, I, da Resolução TRE/MS nº 665/2019. Decisão proferida em 23/10/2020.

HARDY WALDSCHMIDT
Diretor-Geral do TRE/MS

AVISO DE LICITAÇÃO
PREGÃO ELETRÔNICO Nº 64/2020 - UASG 70016

Nº Processo: 0007090-78.2020. Objeto: Aquisição de solução de melhoria da infraestrutura
de backup (serviços de reforma com fornecimento de material do sistema de infraestrutura
de missão crítica para TI, contemplando adequações elétricas para atender o Rack Cofre,
incluindo "moving" dos equipamentos de TI preexistentes e garantia estendida,
considerando serviços preventivos periódicos e corretivos com equipe à disposição
24x7x365 e SLA para atendimento "on site" pelo período de 36 meses).. Total de Itens
Licitados: 1. Edital: 02/12/2020 das 12h00 às 17h00. Endereço: Rua Leão Neto do Carmo,
23, Jardim Veraneio/parque Dos Poderes - Campo Grande/MS ou
https://www.gov.br/compras/edital/70016-5-00064-2020. Entrega das Propostas: a partir
de 02/12/2020 às 12h00 no site www.gov.br/compras. Abertura das Propostas: 16/12/2020
às 14h00 no site www.gov.br/compras.

HARDY WALDSCHMIDT
Diretor-geral

(SIASGnet - 30/11/2020) 70016-00001-2020NE000001

TRIBUNAL REGIONAL ELEITORAL DE MINAS GERAIS
EXTRATO DE CESSÃO DE USO

Processo nº 0010714-11.2020.6.13.8000; Termo de Cessão de Uso nº 7/2020; Contratada:
Fundação Clóvis Salgado; Vigência: 2 meses, a ser contado a partir da publicação do
extrato na Imprensa Oficial; Objeto: Cessão de uso gratuito do Grande Teatro CEMIG do
Palácio das Artes, para a realização de evento pelo TRE/MG; Fundamento Legal:
Fundamenta-se na proposta entre as partes e no ato que a autorizou, que são integrantes
do Presente Termo, independentemente de transcrição, bem como no disposto na Lei
8.666/93; Signatários: Maurício Caldas de Melo-Diretor-Geral, pelo TRE-MG, e Eliane Denise
Parreiras Oliveira - Presidente da FCS; Assinatura: 19/11/2020.

EXTRATO DE CONTRATO

Processo nº 0008179-12.2020.6.13.8000; Contrato nº 127/20; Contratada: Atenta Serviços
Terceirizados Eireli; Vigência: 01/01/2021 a 31/12/2021; Objeto: Conservação e limpeza
para os Cartórios Eleitorais de Rio Casca, Sacramento e Mar de Espanha; Valor:
R$39.647,16; Classificação: 3390.37.02; PT: Será informado; NE: Será emitida; Fundamento
Legal: Pregão Eletrônico nº 71/2020; Signatários: Maurício Caldas de Melo - Diretor-Geral,
pelo TRE-MG, e Leonardo Vasconcelos Corrêa - Titular, pela Contratada; Assinatura:
26/11/2020.

EXTRATO DE RESCISÃO

Processo nº 004814-81.2019.6.13.8000; Termo de Rescisão ao Contrato nº 110/2018;
Contratada: Nethouse Telecomunicações LTDA.; Vigência: a partir de 01/08/2020; Objeto:
Rescisão do Contrato nº 110/2018; Fundamento Legal: art. 79, II c/c art. 78, XII, ambos da
Lei nº 8.666/93.; Signatários: Maurício Caldas de Melo - Diretor-Geral, pelo TRE-MG, e
Ícaro Vila Real Soares Santana - Sócio-Administrador, pela Contratada; Assinatura:
26/08/2020.

AVISO DE LICITAÇÃO
PREGÃO ELETRÔNICO Nº 103/2020 - UASG 70014

Nº Processo: 0013758-38.2020. Objeto: Contratação de empresa para o fornecimento de
licenças de software Microsoft CAL RDS e Windows Server Datacenter com Software
Assurance.. Total de Itens Licitados: 2. Edital: 02/12/2020 das 08h00 às 17h00. Endereço:
Av. Prudente de Moraes, Nr. 100 - 6.andar, Bairro Cidade Jardim, Cidade Jardim - Belo
Horizonte/MG ou https://www.gov.br/compras/edital/70014-5-00103-2020. Entrega das
Propostas: a partir de 02/12/2020 às 08h00 no site www.gov.br/compras. Abertura das
Propostas: 16/12/2020 às 14h00 no site www.gov.br/compras.

ALEXANDRE MIRANDA DOS SANTOS
Equipe de Apoio

(SIASGnet - 30/11/2020) 70014-00001-2020NE000001

AVISO DE LICITAÇÃO
PREGÃO ELETRÔNICO Nº 102/2020 - UASG 70014

Nº Processo: 0004718-32.2020. Objeto: Aquisição de aparelhos de ar
condicionado. Total de Itens Licitados: 11. Edital: 02/12/2020 das 08h00 às
17h00. Endereço: Av. Prudente de Moraes, Nr. 100 - 6.andar, Bairro Cidade
Jardim, Cidade Jardim - Belo Horizonte/MG ou
https://www.gov.br/compras/edital/70014-5-00102-2020. Entrega das Propostas:
a partir de 02/12/2020 às 08h00 no site www.gov.br/compras. Abertura das
Propostas: 16/12/2020 às 14h00 no site www.gov.br/compras.

CARLA CRISTINA BAETA SCARPELLI
Equipe de Apoio

(SIASGnet - 30/11/2020) 70014-00001-2020NE000001

TRIBUNAL REGIONAL ELEITORAL DO PARÁ
SECRETARIA DE ADMINISTRAÇÃO

COORDENADORIA DE MATERIAL E PATRIMÔNIO
EXTRATO DE NOTA DE EMPENHO

Processo nº 0000254-35.2020.6.14.8000. Contratada: PA COMERCIO E SERVICOS GERAIS
EIRELI, CNPJ nº 27.044.495/0001-07. Objeto: Fornecimento de créditos/Recarga para
celulares - Eleições Municipais 2020 (2º turno). Nota de Empenho: 2020NE001593,
assinada em 26/11/2020. Valor global: R$ 25.000,00. PTRES: 167864; ND 339040.
Referência: ARP n° 59/2020. Autorizado em 24/11/2020 por OSMAR NELSON ELLERY
FROTA, Diretor-Geral (1180898).

TRIBUNAL REGIONAL ELEITORAL DA PARAÍBA
EXTRATO DE TERMO ADITIVO

1º TERMO ADITIVO AO CONTRATO nº 52/2017 - TRE/PB; Processo SEI nº 9108-
88.2020.6.15.8000; LOCATÁRIO: TRE-PB, CNPJ 06.017.798/0001-60; LOCADOR: RENNAN
CÁSSIO MAIA OLIVEIRA CPF: 067.845.354-30; OBJETO: Prorrogar a vigência do Contrato nº
52/2017 por mais 36 (trinta e seis) meses, a contar do dia 02/12/2020; FUNDAMENTO
LEGAL: Cláusula Segunda do contrato original, no art. 18 da Lei nº 8.245/1991, bem como
no art. 62, §3º, I, da Lei nº 8.666/93 e foi celebrado de acordo com o contido no Processo
Sei nº 9108-88.2020.6.15.8000; DATA DA ASSINATURA: 25/11/2020; SIGNATÁRIOS: Ranulfo
Lacet Viegas de Araújo, pelo Locatário, Rennan Cássio Maia Oliveira, pelo Locador.

TRIBUNAL REGIONAL ELEITORAL DO PARANÁ
SECRETARIA DE GESTÃO ADMINISTRATIVA

EXTRATO DE CONTRATO Nº 109/2020

Nº PAD 15360/2020. Contratante: TRIBUNAL REGIONAL ELEITORAL DO PARANÁ.
Contratada: AIRLESS PINTURAS BC LTDA - ME (AIRLESS PINTURAS PROFISSIONAIS). CNPJ da
Contratada: 13.187.093/0001-57. Objeto: Prestação de serviços de recuperação e
tratamento de fissuras e trincas em paredes de alvenaria e pintura de áreas internas e
externas no imóvel próprio, administrado pela justiça Eleitoral do Paraná - no Fórum
Eleitoral de São João do Triunfo, com fornecimento de materiais, mão de obra,
equipamentos e ferramentas. Valor: R$ 19.229,57. Fundamento Legal: Lei 8666/93 e Lei
10.520/02. Vigência: 01/12/2020 a 31/12/2020. Data de Assinatura: 01/12/2020.

EXTRATO DE CONTRATO Nº 101/2020

Nº PAD 15865/2020. Contratante: TRIBUNAL REGIONAL ELEITORAL DO PARANÁ.
Contratada: TEK TECNOLOGIA LTDA. CNPJ da Contratada: 12.287.671/0001-64. Objeto:
prestação de serviços, sob demanda, de manutenção predial corretiva e de pequenos
reparos, item 2, com fornecimento de peças, equipamentos, materiais e mão de obra
qualificada, atendendo a necessidades de pequeno porte e/ou urgentes nas edificações do
Tribunal Regional Eleitoral do Paraná. Valor: R$ 50.000,00. Fundamento Legal: Lei 8666/93
e 10.520/02. Vigência: 17/12/2020 a 16/12/2021. Data de Assinatura: 01/12/2020.

EXTRATO DE TERMO ADITIVO Nº 1/2020

Nº PAD 13122/2020 - Originário do Contrato 69/2020. Contratante: TRIBUNAL R EG I O N A L
ELEITORAL DO PARANÁ. Contratada: ZETTA FROTAS S/A. CNPJ da Contratada:
02.491.558/0001-42. Objeto: Alteração da razão social da CONTRATADA. Valor: SEM
VALOR. Fundamento Legal: Lei 8.666/93. Data de Assinatura: 30/11/2020.

TRIBUNAL REGIONAL ELEITORAL DO PIAUÍ
EXTRATO DE CONTRATO

Contrato nº 101/2020. Processo SEI nº 0025388-53.2020.6.18.8000. CONTRATADA: NOVA
SERVIÇOS DE TECNOLOGIA DA INFORMAÇÃO E NETWORKING EIRELI - CNPJ:
10.685.932/0001-79. OBJETO: aquisição de atualização da solução de firewall (1 atualização
da Solução de Firewall tipo concentrador; 60 atualização da Solução de Firewall tipo
pequeno porte com atualização dos equipamentos existentes; 1 Licença SonicWall Global
Management System para até 70 nós por 03 anos). VALOR TOTAL: R$ 812.000,00
(oitocentos e doze mil reais). DOTAÇÃO ORÇAMENTÁRIA: Programa de Trabalho nº
02.122.0033.20GP.0022 - Julgamento de Causas e Gestão e Administração, sob Elementos
de Despesa n° 3.3.90.40 - Serviços de Tecnologia da Informação e Comunicação, bem como
4.4.90.52 - Material Permanente. VIGÊNCIA: 60 (sessenta) meses a contar do recebimento
definitivo dos bens. DATA DE ASSINATURA: 01/12/2020. ASSINAM: Pelo TREPI, Des. Erivan
José da Silva Lopes, e Marli Teresinha Erbe, pela Contratada.

AVISO DE HOMOLOGAÇÃO E ADJUDICAÇÃO
PREGÃO ELETRÔNICO Nº 83/2020

Processo SEI nº 0020182-92.2019.6.18.8000.
OBJETO: aquisição de equipamentos para monitoramento remoto de alarme de presença
para as Zonas Eleitorais do TRE-PI. RESULDO: LICITAÇÃO DESERTA. DATA DA
HOMOLOGAÇÃO: 30/11/2020, pelo Presidente do TRE-PI em exercício, Des. Erivan José da
Silva Lopes.

ERIVAN JOSÉ DA SILVA LOPES
Presidente do TRE-PI em exercício

SECRETARIA DE ADMINISTRAÇÃO, ORÇAMENTO E FINANÇAS
COORDENADORIA DE MATERIAL E PATRIMÔNIO

EXTRATO DE REGISTRO DE PREÇOS

Procedimento Licitatório nº 79/2020- Pregão Eletrônico - Sistema de Registro de Preços
(SEI nº 0020101-12.2020.6.18.8000).
Ata nº 64/2020: CONTRATADA: C L BESERRA & CIA LTDA -EPP (CNPJ: 07.239.237/0001-79):
ITEM 1- Açúcar cristal de origem vegetal puro. Marca: Olho D'água. Quantidade: 4.200
quilogramas. Valor unitário: R$ 2,80 (dois reais e oitenta centavos).

EXTRATO DE REGISTRO DE PREÇOS

Procedimento Licitatório nº 72/2020- Pregão Eletrônico - Sistema de Registro de Preços
(SEI nº 0010588-20.2020.6.18.8000).
Ata nº 60/2020: CONTRATADA: RR SOFTWARE E SOLUÇÕES EM TECNOLOGIA EIRELI (CNPJ:
27.492.080/0001-04 ): ITEM 1 - Subscrição de licenças perpétuas, com suporte e
atualização por um ano, do pacote de software de apoio ao desenvolvimento de software
denominado All Products Pack - JetBrains. Quantidade: 10 unidades. Valor unitário: R$
4.147,00 (quatro mil, cento e quarenta e sete reais).

AVISO DE HOMOLOGAÇÃO E ADJUDICAÇÃO

Procedimento Licitatório n° 75/2020. Pregão Eletrônico. Processo SEI nº
0021954-56.2020.6.18.8000. OBJETO: Aquisição de aparelhos telefônicos
celulares. RESULTADO DA LICITAÇÃO: W. A DOS SANTOS RIVEIRA COMERCIO E
SERVICOS, CNPJ nº: 12.139.758/0001-94, vencedora dos itens 1 e 2, no valor
total de R$ 124.31,00 (cento e vinte e quatro mil, trezentos e trinta e um
reais). DATA DA HOMOLOGAÇÃO: 28/11/2020.

ERIVAN JOSÉ DA SILVA LOPES
Presidente do TRE-PI, em exercício
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